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DTAs must be identified in writing. AFT training for DTAs will include, but is not limited to the following:
a. Knowledge and understanding of the AO-approved AFT procedures.
b. Training in the use of data review and sanitization tools (automated and manual).
c. Working knowledge of the Program Security Classification Guide and Classification Marking Guide.
d. File formats permissible for trusted downloading.
e. Authorized media formats and marking requirements.
f. Program management approval and Security process compliance review
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As a data transfer agent, I understand, acknowledge and consent to the following:

1. I understand that I have the necessary clearance for privileged access to information systems (IS). I will not introduce or process data or software for the IS that I have not been specifically authorized to handle.
2. I will follow all guidance, line by line, for file transfer procedures and the 96 TW CSOP.
3. I understand the need to protect all passwords and other authenticators at the highest level of data they secure. I will not share any password(s), account(s), or other authenticators with other coworkers or other personnel not authorized to access the IS.  As a privileged user, I understand the need to protect the root password and/or authenticators at the highest level of data it secures. I will NOT share the root password and/or authenticators with coworkers even if they are authorized access to the IS.
4. I understand that I am responsible for all actions taken under my account(s), root or otherwise. I will not attempt to “hack” the network or any connected information systems, or gain access to data to which I do not have authorized access.
5. I understand my responsibility to appropriately protect and label all output generated under my account (including printed materials, magnetic tapes, floppy disks, and downloaded hard disk files).
6. I will immediately report any indication of computer network intrusion, unexplained degradation or interruption of network services, or the actual or possible compromise of data or file access controls to the appropriate ISSM/ISSO. I will NOT install, modify, or remove any hardware or software (e.g., freeware/shareware, security tools) without written permission and approval from the ISSM/ISSO.
7. I will not install any unauthorized software (e.g., games, entertainment software) or hardware (e.g., sniffers).
8. If granted administrative rights, I will acknowledge these rights by signing the Privileged Users Agreement and I will not add/remove any users’ names to the Domain Admins, Local Administrator or Power Users group without the prior approval and direction of the ISSM/ISSO. 
9. I will not introduce any unauthorized code, Trojan horse programs, malicious code, or viruses into an IS.
10. I understand that I am prohibited from the following: 
a. Introducing Classified and/or Unclassified Controlled Information (UCI) into a NIPRNet environment.
b. Storing, accessing, processing, or distributing Classified, Proprietary, UCI, For Official Use Only (FOUO) or Privacy Act protected information in violation of established security and information release policies.
c. Obtaining, installing, copying, pasting, transferring, or using software or other materials obtained in violation of the appropriate vendor’s patent, copyright, trade secret, or license agreement.
d. Knowingly writing, coding, compiling, storing, transmitting, or transferring malicious software code, to include viruses, logic bombs, worms, and macro viruses.
11. I understand that if I am in doubt as to any of my roles or responsibilities I will contact the system ISSM/ISSO for clarification.
12. I understand that all information processed on the ISs is subject to monitoring. 
13. I will not allow any user who is not cleared access to the network or any other connected system without prior approval or specific guidance from the system ISSM/ISSO.
14. I will use the special access or privileges granted to me ONLY to perform authorized tasks or mission related functions.
15. I will not use any United States Air Force owned information systems to violate software copyright by making illegal copies of software.
16. I will ONLY use my PRIVILEGED USER account for official administrative actions.

By signing the separate DTA Agreement acknowledgement form, I agree to all of the above as well as the General User Guide agreement.  I acknowledge that I am responsible for all my actions while in the SAP Facility and on any of the information systems I have access to.




