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[bookmark: _Toc107552563]INTRODUCTION
This user guide provides an overview of policies and procedures for the operation, use and maintenance of our Automated Information System (AIS) equipment within our Special Access Program Facility (SAPF).   

This guide is intended to provide you with the guidelines for processing information (both classified and unclassified) on computer systems.
[bookmark: _Toc107552564]FACILITY ACCESS
Secure facility access to the SAPF is granted only to personnel with appropriate security clearances and program accesses with a valid need-to-know.  Details are outlined in the Facility Standard Operating Procedures (SOP).

a. Uncleared personnel will not be admitted to the SAPF and/or any uncleared personnel will be under continuous escort.
b. Foreign nationals are not authorized program access without PSO approval.

Normal operating hours for the SAPF are 0600-1800 Mondays – Fridays.  If a user plans to work outside of these hours, coordination must be made with the Security Staff.  

[bookmark: _Toc107552565]SECURITY AWARENESS PROGRAM
A Security Awareness Program is maintained and presented to all personnel obtaining system accounts.  The IT will brief all newly assigned personnel on the system requirements.  In addition, this user guide is to be used as the initial briefing to provide personnel security requirements.  All individuals are responsible to attend annual refresher training when conducted by the Program Security Staff.

[bookmark: _Toc107552566]USER ACCESS CONTROLS
All users of SAP systems are assigned a user ID and password that is required to be changed every 90 days.  Users must not use the same password for different systems nor will privileged users use the same password for their privileged account and their general user account. The accounts will adhere to the following guidelines:

a. The Logon ID and access privileges will be generated by the IT staff for local systems and the external Network Operations Centers for external systems.
b. Use a minimum of 14 characters.
c. Use complex passwords to include the following:
1) Uppercase characters
2) Lowercase characters
3) Numbers
4) Special Characters (i.e., !, @, #, $, %, ^, &, *)
d. Protect the password at the level commensurate with the program level of the system
e. When changing your password, a minimum of 4 characters must be changed from previous passwords.

Initial passwords will be assigned by the System Administrators.  The first time a user logs onto the system, they will be prompted to create a new password (abiding by the rules above).  Passwords should not be saved on any terminal or recorded in hard-copy.  Sharing of passwords or allowing access under another’s password is prohibited.

Immediately following a known or suspected compromise of a password, the ISSM or ISSO will be notified.

The number of consecutive login failures allowed on any system is limited to three (3) attempts.  After the third attempt, the user’s account will automatically be locked out and the system will create an appropriate audit trail record.  System Administrator intervention is required to reactivate the account.

When you log into any TS//SAR system for the first time, you are REQUIRED to sign the Access Record and Cover Sheet (SAP Format 703) attached to the side of the computer before accessing that system.
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Movement of any of the AIS equipment will be done by the IT staff only.  They are responsible for maintenance, relocation, and configuration of all the equipment within the SAPF.  Any hardware that enters or exits the area must be approved by the ISSM and Security staff with concurrence of the PSO.

The IT staff will coordinate and supervise all sanitization and destruction of AIS hardware.  Users are not authorized to destroy anything.  Equipment cannot be removed from the program area without IT Staff, GSSO, and PSO approvals.  Personally owned AIS devices are not allowed in the program area.

[bookmark: _Toc107552568]MEDIA CONTROL
Media is handled and controlled in the same manner as classified documents.  All new media will be controlled until issued for use as either classified or unclassified.

Unclassified media will not be left unattended on the desks.  The media must be secured while it is not in use and at the end of the day.

All unclassified/classified media entering or leaving the secure area will be processed through the IT Staff.

a. User(s) will make arrangements or an appointment with the IT Staff, or GSSO to introduce media into the SAPF.
b. Users must comply with all software copyright laws and licensing agreements.
c. The IT Staff member will maintain positive control of the media being introduced in the SAPF.
d. The IT Staff will document the media in the local Media Control Log.
e. The IT Staff will perform a media virus scan and verify the write protection is verified at least once (1) during the download session.
f. Media is destroyed or retained IAW approved procedures by the IT Staff and GSSO.

[bookmark: _Toc107552569]MAINTENANCE PROCEDURES
Normal maintenance is completed within the program area.  If the repair cannot be performed by the System Administrator, outside maintenance may be used.  However, they will be properly escorted while in the area and the escort is responsible for overseeing the repair activity and preventing visual or audible access to any classified information.  The escort must be technically knowledgeable to verify that the repair activity does not affect, in any way, the security of the AIS.

If there are any hardware/software issues or problems on any of the AIS equipment within the SAFP, please notify the IT Staff immediately.

[bookmark: _Toc107552570]SECURITY AND SYSTEM VIOLATIONS AND INCIDENTS
Notify any of the Security/Cybersecurity Staff immediately of any or all actual or suspected security violations, to include:

a. Access to information which they or another user are not entitled to view;
b. Failing to use the screen lock functions when away from a computer;
c. When individuals no longer have a need to access the systems due to transfer, termination, leave of absence or any period of extended non-use;
d. Inadvertent disclosure of information to a non-briefed person; and
e. Abnormal or suspicious personnel behavior.

Notify any of the ISSO/ISSM staff immediately of any or all actual or suspected information system violations or incidents, to include:

a. Abnormal system behavior;
b. System or application errors or problems;
c. Chain emails or spam;
d. Virus or malware warnings; and
e. Missing computer equipment.
f. The presence of unknown installed programs
g. Suspicious output, files, shortcuts or links

[bookmark: _Toc107552571]UNCLASSIFIED PROCESSING
There may be workstations within the area that are used for unclassified work only.  These systems are connected to the unclassified NIPRNet network and are marked appropriately for unclassified processing.  All personnel who have a need to use these systems must be instructed on the proper procedures and are fully aware of the risks of placing classified data on these systems.  All media used in these systems will be controlled and maintained at the unclassified level.

[bookmark: _Toc107552572]USERS’ RESPONSIBILITIES
I understand that I have the necessary clearance, access, and requirements for access to the information system that I have been given access to.  I will not introduce or process data on the IS which I have not been specifically authorized to handle.  I will not introduce or process data that the IS is not specifically authorized to process.

I will protect the authenticator(s) (e.g., passwords, passphrases, and PINs) at the highest classification of data processed on the system or network and will use any local or remote access privileges granted to me to perform authorized tasks or mission-related functions only.  I will never reveal the authenticator(s) to anyone, nor will I store them in electronic or written form.  Additionally, I will use separate and unique passwords for all accounts across different domains of classification.  If I feel my authenticator has been compromised, I will immediately report it to my unit/directorate/activity ISSM/ISSO.

I understand that I am the only authorized user of my assigned account and I am responsible for any and all activity that occurs while logged into the system under my assigned User ID.  I will use this assigned account and the information systems (computers, systems, applications and networks) only for authorized purposes.  I will not attempt to “hack” the network or any connected information systems, or gain access to data to which I do not have authorization.

I will not connect any personal IT equipment (e.g., PEDs and PDAs, personal computers, digitally enabled devices, or USB devices and “toys”) to my US Government system or network without prior written approval of the system/network Authorizing Official.

I will not modify or turn off the operating system password protected screen saver

I understand my responsibility to appropriately protect and label all output generated under my account (i.e., emails, printed materials, removable media devices and downloaded hard disk files).

I will not install or use any personally-owned, commercial off-the-shelf or public hardware, software, shareware, freeware, file-sharing software (including MP3 music and video files), peer-to-peer software (e.g., Napster, Kazaa), games or devices on a US Government system.  I will use only authorized hardware and software. 

I understand that I am prohibited from introducing information (i.e., Classified and Control Unclassified Information (CUI) into an information system that is not authorized to process that classification level of information and handling caveats.

I will not access, store, process, display, distribute, transmit, or review material that is abusive, harassing, defamatory, vulgar, pornographic, profane or racist; that promotes hate crimes, or is subversive or objectionable by nature, including material encouraging criminal activity, or violation of local, state, federal, national or international law.

I understand that I am prohibited from using:

a. Using the system for personal financial gain such as advertising or solicitation of services or sale of personal property (e.g., eBay), or stock training (i.e., issuing by, hold or sell directions to an online broker).
b. Fundraising activities, either for profit or non-profit, unless the activity is specifically approved by the information system owner (e.g., Command social event fundraisers, charitable fundraisers, etc.) without approval.
c. Promoting partisan political activity.
d. Gambling, wagering, or placing of any bets.
e. Writing, forwarding, or participating in chain letters.
f. Posting personal home pages.
g. Transmitting copyright-protected material.

I will not divulge Personally Identifiable Information (PII) to anyone without a valid need-to-know.  I will not remove materials containing PII from the work place without proper authorization.  I will encrypt all email correspondence and attachments containing PII.  If I receive email containing PII that isn’t encrypted, I will notify my unit/directorate/activity ISSO/ISSM.

I understand that systems are the property of the US Government and are subject to automated or manual inspections in the conduct of normal administrative tasks including, but not limited to security compliance; system configuration; review of authorized and unauthorized software; illegal or prohibited information; personal usage; policy violations; backup and recovery; or information classification reviews to ensure that the use is authorized and the system is secure.

[bookmark: _GoBack]I will complete the required annual Cybersecurity training.  I will participate in any other required training programs directed by DoD, Service/Agency or local policy.

I understand that failure to comply with the above requirements is a violation of the trust extended to me for privileged access roles and may result in one or more administrative or judicial actions such as, but not limited to:

a. Chain of command revoking IS privileged access and/or privileges
b. Counseling
c. Adverse actions under the UCMJ, Civil, and/or criminal prosecution
d. Discharge or loss of employment
e. Security incident reporting
f. Revocation of Security clearance and program accesses

By signing the separate General User Agreement Acknowledgement form, I agree to all of the above.  I acknowledge that I am responsible for all my actions while in the SAP Facility and on any of the information systems I have access to.

