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Executive Summary

The Air Force Test Center (AFTC) Cybersecurity Operating Procedures (CSOP) provides standardized security practices and procedures for all networks and systems under the purview of the AFTC Authorizing Official (AO).  The responses herein reflect compliance to the security control as written. The organization referring to these security control responses must adhere to the requirements in full. If deviations are required, the organization must address the security control in the system's Security Control Traceability Matrix (SCTM) or in an organizational CSOP Addendum.
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[bookmark: _Toc107234364]GENERAL INFORMATION
All personnel who access program systems shall comply with this Cybersecurity Standard Operating Procedures (CSOP) and all other applicable policies.  This document is revisable and authorized personnel will amend it in light of changing requirements according to approved Configuration Management (CM) procedures.  Approval of this CSOP by the AFTC AO constitutes his/her approval of all processes and procedures contained herein but does not imply approval of the information system(s).   This document supersedes all previous CSOPs.

This CSOP details approved security control responses.  Any deviation or change from this CSOP requirements for security controls must be documented in the system’s Body of Evidence (BoE) and approved by the AFTC AO.

[bookmark: _Toc107234365]Security Administration

Key Security Points of Contact (POCs) 
The Special Access Program (SAP) Security and Cybersecurity management team is primary responsible to ensure all personnel appropriately use, manage, and protect all Information System (IS)-related program assets.  Key parts of these responsibilities are:

a. Holding all individuals personally responsible to properly use, manage, and protect all classified/sensitive program data.
b. Allowing only properly cleared and briefed personnel access to classified data and systems.
c. Ensuring that all classified processing occurs only on accredited systems and within accredited facilities.
d. Ensuring all personnel use IS-related assets only for authorized purposes.

Security Organization
The AFTC Authorizing Official (AO) has been delegated as the AO for all test SAP systems within AFTC facilities.  The organization’s Information System Security Manager (ISSM) and/or Information System Security Officer (ISSO) are the primary POCs for all matters relating to IS security and act as liaison for all IS-related matters pertaining to the facility.  The specific duties of the ISSM and ISSO are outlined in the Air Force Instruction (AFI) 17-101.  Appointment to these positions will be made in writing outlining responsibilities.

The ISSMs/ISSOs and system administrators are responsible for the creation, revision, submission, and implementation of approved security procedures as they pertain to the IS under their cognizance.  These individuals must ensure security controls remain operational during the life of the IS in accordance with this CSOP and the system’s BoE.

[bookmark: _Toc107234366]Mission

Purpose and Scope of Systems
This CSOP provides policy and procedures for the operation, use, and maintenance of the information systems in AFTC used to support SAPs.  All SAP employees and contractors are required to read the Facility SOP and are provided a security briefing both initially and annually.  This CSOP along with the applicable system addendum and remaining BoEs are the primary documents used by the AO to accredit the SAP IS.

Supported Projects
Only appropriate program channels will be used to divulge any information connecting specific information systems with their approved SAPs.  Personnel shall exercise due care to protect this data while performing any action related to procurement or contracts.  If classified information is relevant to authorization, it will be included within a classified annex and forwarded to the AO as part of the accreditation package.  

The ISSM/ISSO is primarily responsible for updating the system BoE and document changes as they occur to ensure the Risk Management Framework (RMF) package accurately reflects the operating environment prior to its formal submission.  The ISSM/ISSO should refer to the AFTC How to Get an ATO for detailed information on required authorization documentation.

[bookmark: _Toc107234367][bookmark: _Hlk114054849]Secure Facility Requirements

Facility Layout
All pertinent diagrams (i.e., floor plans, connectivity/data flow diagrams) will be maintained on file and digitalized.  The ISSM or ISSO shall archive superseded diagrams as needed.  Reference the SAP Fixed Facility Checklist (FFC) or System Security Plan (SSP) for facility layout diagrams.

Secure Facility Description
Organizations will provide their secure facility descriptions in their system-specific SSPs.

AFTC CSOP Working Group
The AFTC CSOP Working Group consists of cybersecurity subject matter experts across AFTC.  Any updates and/or changes to the AFTC CSOP will be collected by the AFTC Information Systems Security Manager (ISSM) and submitted to the AFTC CSOP Working Group for review.

[bookmark: _Toc107234368]CONTROL FAMILIES
Following are system controls and responses. Any deviations to the below listed policies and procedures will be annotated in the units' system CSOP addendums or in the comments portion of the SCTM. Some of these controls provide administrative or configuration tips to assist in system compliance. These may not apply to your current operating system but may provide assistance in research for your system.

[bookmark: _Toc107234369]Access Control [AC]

AC-1 Access Control Policy and Procedures
SAP-specific policy and procedures related to access control are defined in the remainder of this section and address purpose, scope, roles, responsibilities, management commitment, coordination among organization entities, and compliance. Policy and procedures are disseminated to users, privileged users, ISSOs and the ISSM through the Facility SOP, Cybersecurity SOP, the SSP, and the Privileged Users and General Users Guides [AC-1.a]

As part of the continuous monitoring plan, these documents will be reviewed annually or as policy and procedures dictate changes are required.

AC-2 Account Management
The organization:

a. Identifies and selects the following types of information system accounts to support organizational mission/business functions: individual, shared, group, system, guest/anonymous, emergency, developer/manufacturer/vendor, temporary, and service;
b. Assigns account managers for information system accounts as specified by system administrator and ISSM/ISSO designees in system SSP;
c. Establishes conditions for group and role membership as stated in system SSP;
d. Specifies authorized users of the information system, group and role membership, and access authorizations (i.e., privileges) and other attributes (as required) for each account;
e. Requires approvals by ISO/PM or designee for requests to create information system accounts. A user account form sample is at Appendix A;
f. Allows system administrator the right to create, enable, modify, disable, and remove information system accounts at the direction of the ISO/PM or Security officer. System access authorization will be based on a valid access authorization and valid need-to-know;
g. The organization will monitor the use of assigned information system accounts to ensure adherence to restrictions on use as defined in the facility SOP and applicable system access agreements through the review of system audit trails and other information system monitoring tools. A list of these tools can be found in the Software List of the SSP for each system.
h. Notifies account managers verbally or through emails and documents:
1) When accounts are no longer required;
2) When users are terminated or transferred; and
3) When individual information system usage or need-to-know changes;
i. Authorizes access to the information system based on:
1) A valid access authorization;
2) Intended system usage; and
3) Need-to-know;
j. Reviews accounts for compliance with account management requirements at least annually. Account reviews will be documented to show review of accounts and annual agreements signatures. Attached is a sample annual account review spreadsheet at Appendix B; and
k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group.

Process for Account Creation:

a. An account manager will request that a new general or privileged User complete an Account Request Form (ARF) for each system required for the performance of duties (see Appendix A - ARF Sample Template).
b. Each user will complete the Applicant Information section of the ARF and submit the form to the Information System Owner or their designee for certification of the need for an account.
c. The Information System Owner or designee will indicate on the ARF the accounts required, the access required for the system, the overall system access, and any specific access requirements to include folders and files with Discretionary Access Control applied on a need-to-know basis. If the indicated accesses change the classification or caveats required to mark the form, the ISO/ designee will mark the form accordingly.
d. A security officer will certify on the ARF that the user has the proper accesses required for the requested system access.
e. The ISSO or ISSM will then certify on the ARF that the user has completed initial/annual computer security training, has signed the General User Guide and Acknowledgement Form. For privileged users, the ISSO or ISSM will also certify that the user has signed the Privileged User Agreement and Acknowledgement Form and meets the conditions for privileged user role membership, including certification requirements in DoD 8570.01-M.
f. The form will then be provided to a System Administrator to create the account.

Accounts are established after an initial IS briefing. The IS briefing shall be given to all personnel prior to accessing computers in the facility IAW the unit's facility SOP (Security Training). Users sign the General User Agreement (GUG) prior to gaining access to the information system. In addition to the General User Agreement, users that are given privileged access to a system will sign the Privileged User Agreement. (See Sample General User Guide and Agreement at Appendix C and Sample Privileged User Guide and Agreement at Appendix C)).

All user accounts must be disabled, generally within 24 hours, when information system users are terminated, transferred, or no longer require access to the information resource in the performance of their assigned duties. When a user's security clearance is revoked due to an incident or violation, the user's account must be disabled immediately. Disabled accounts shall be removed within 12 months or one review cycle, whichever is longer. Organizations must ensure that information deemed to be of value is retained before a user's account is deleted.

In general, temporary/emergency accounts are prohibited. If temporary/emergency accounts are required for inspectors, assessment team members, vendor personnel or consultants, the ISO/PM will approve the creation of these accounts for one-time use or for a very limited time period. The ISSM/ISSO will be notified when temporary or emergency accounts are no longer required. These account holders will be held to the same standards of all users and will be trained and sign an acknowledgement form.

In general, group accounts are prohibited. If group accounts are required in a test environment, the unit ISSM/ISSO will maintain a current list of group members requiring access. The unit will also maintain an activity log to show account usage that will include the user's full name and date along with logon and logoff times. When individuals are removed from the group, the password for the group account will be changed.

Group accounts for administrative functions will not be used. If a local administrator's account is retained, one privileged user will have the password and it will be documented and sealed in a tamper­ proof envelope in a GSA-approved container with limited access. If the requirement to use this account arises and the original administrator is not available, another administrator will retrieve the password and change it upon logon, log the change in the maintenance log, and repeat the process. The local administrator account will be changed upon the departure of the privileged user with knowledge of the password.

Guest/anonymous and developer/manufacturer/vendor accounts are not permitted on our systems.

AC-2(1) Automated System Account Management
The organization employs automated mechanisms, when available, to support the management of information system accounts. Email notification of terminated or transferred users will be used. If email capability is not permitted on the approved system, an email can be generated on an enterprise system for notification.

The organization will use scripting or third-party tools, when possible, to discover and disable stale accounts. If scripting or tools are not available, manual review of stale accounts is required.

Atypical system account usage will be reported IAW the Incident Response Plan using either automated means (email) or telephonic notifications.

Administrative Tips:

For local Windows systems, all account management functions such as account creation, modification, disabling and termination actions will be performed using the Active Directory Users and Computers tool or the Windows Computer Management tool depending on whether the system is on a domain or stand-alone. The Windows Event Log Management is used to monitor account usage either manually or using event log management software.

For Linux systems, either the built-in User Manager application, third-party software or command-line utilities (useradd, usermod, and userdel for user management and groupadd, groupmod and groupdel for groups) will be used for account creation, modification, disabling and termination actions.

AC-2(2) Removal of Temporary/Emergency Accounts
In general, temporary/Emergency accounts are not utilized on TW SAP systems. If used, temporary/emergency accounts will be created as needed and removed upon the completion of the task/mission. Creation and deletion of accounts will be logged on a physical or automated log and account use will be monitored in weekly audits.

AC-2(3) Disable Inactive Accounts
For local stand-alone and networked systems, if scripts or tools are not available for use, user accounts are manually reviewed at a minimum monthly and all system accounts inactive for 90 days are disabled. JSIG requirement is quarterly; however, a quarterly review can leave an account stale for over 90 days.

AC-2(4) Automated Audit Actions
For stand-alone and networked systems, the information system automatically audits account creation, modification, disabling, and termination actions by use of the system’s event logger. If the IS does not have automated notification by use of a script or Event Log Management software, a weekly (or approved frequency) manual audit log review is completed by an auditor account.

AC-2(5) Inactivity Logout
Users are required to log off system at end of work day or when there is an extended absence (more than six (6) hours). Users are initially trained when they are given system access and then annually. If unattended processing is required and systems need only be locked for overnight processing, it will be approved in the system SSP.

AC-2(7) Role Based Schemes
Privileged user accounts are managed based on roles assigned and position description (System Administrator, auditor, data transfer agent (DTA)). All privileged users roles are tracked on Privileged User Acknowledgement forms and/or DTA Agreements and monitored for privileged use requirement. Privileged user accounts are disabled or revoked if no longer needed by the individual.

AC-2(9) Restrictions on Use of Shared Accounts
In general, shared accounts are not permitted on stand-alone and networked systems.  If shared accounts are not used, this control is not applicable and can be tailored out.

If shared accounts are required, the organization will maintain a current list of group members and manual logs showing shared/group account usage, including user’s full name and date and logon and logoff times.

AC-2(10) Shared/Group Account Credential Termination
In general, shared/group accounts are not permitted on stand-alone and networked systems.  If share/group accounts are not used, this control is not applicable and can be tailored out.

If shared accounts are required, shared account credentials are terminated when members leave their group.  Shared accounts are reviewed quarterly.

AC-2(12) Account Monitoring/Atypical Usage
System accounts are monitored for atypical usage, e.g. use during non-duty hours, in the system’s audit review. Atypical usage is determined during the system’s audits and any discrepancies are reported to the appropriate security personnel as identified in the Incident Response Plan (IRP).

AC-2(13) Disable Accounts for High-Risk Individuals
High-risk behavior individuals will be reported to the GSSO, ISSM, and/or ISSO immediately. Account will be disabled within 30 minutes upon discovery of high-risk individuals.

AC-3 Access Enforcement
The information system enforces approved authorizations for logical access to information and system resources in accordance with applicable access control policies. All systems require at a minimum username and password to gain logical access to the system.

For systems using periods processing, tailor in security control SC-4(2). 

Administrative Tips:

Linux systems will control access by granting granular privileges to users requiring accesses for application/software usage or specific folders.

Folder and file access on Windows systems will be controlled with discretionary access control (DAC) using either user or group permissions.

AC-3(2) Dual Authorization
In most cases, the information system operating system is not capable of enforcing dual authorizations for transfers of data from a classified computer to removable media. As a mitigating countermeasure, the procedure will be carried out under two-person control during the media write process. The transfer will be logged into a Media Control log and transfer form. Procedures are documented in the local Assured File Transfer procedures.

The organization policy states that appropriately trained Data Transfer Agents (DTAs) are the only individuals authorized to transfer data from a classified system to removable media (See DTA Guide, Acknowledgement Form, and DTA Training Slides Template at Appendix E). Only System Administrators are authorized to enable permissions to transfer removable media unless the system is configured to allow specific access when logged in with a DTA account.

AC-3(4) Discretionary Access Control
Discretionary Access Controls (DACs) are used to enforce need-to-know (NTK) and permit granular access to data using the standard operating system provided tools for file, folder, directory and share permissions. Access controls will primarily consist of USERIDs/passwords, file permissions, access rights, access control lists, and access-based enumeration (ABE) as appropriate. All users on a system are cleared and formally accessed for all information on the system.

AC-4 Information Flow Enforcement
The information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems. The system's SSP will include system/network diagrams showing the information system data flow.

Information flow enforcement is addressed through the use of controlled interfaces (Cl) and assured file transfers (AFT).

Systems with interconnections to other information systems/networks will have an approved Interconnection Security Agreement describing the connectivity and security of the connections for information exchange.

Controlling the flow of information into an interconnected system helps preserve the integrity of the system, and the integrity and confidentiality of the information maintained and processed by the system. Controlling the flow of information out of the system helps preserve the confidentiality of the information leaving the system, and may protect the integrity of the receiving system.

Assured File Transfer Procedures (AFTs) require data tracking logs for all transfers and a trained DTA. Assured file transfers are done IAW the approved Assured File Transfer Procedures (Appendix F).

AC-5 Separation of Duties
The organization separates at a minimum, duties of system administrators from audit administration functions; and duties of DTAs from media custodians. If duties are separated by individuals, the intent of this control has been met. If the unit must deviate using the method below with separate accounts, document "Separation of Duties Deviation using Separate Accounts" on the SCTM.

Separation of duties addresses the potential for abuse of authorized privileges and helps to reduce the risk of malevolent activity without collusion.

If true separation of duties cannot be adhered to due to low manning or lack of clearances, the ISO/PM will approve a control modification to use separation of duties by use of separate accounts (see MFR template at Appendix G). When this is done, these actions will be followed:

a. An MFR will be signed/approved by the ISO/PM acknowledging the manning issue and allowing for separate accounts for separation of duty. This MFR will be updated at least annually to ensure the separate account process is still required.
b. Privileged users will use separate computer accounts (i.e., ".adm" for administrative duties, ".aud" for auditing duties and ".dta" for transfer duties).
c. All media used for data transfers will be documented with at least one witness for writeable media in the Media Control Logs

AC-6 Least Privilege
The organization employs the principle of least privilege, allowing only authorized accesses for users (or processes acting on behalf of the users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.

Least privilege is enforced via membership in the following groups; General User and Privileged User. Additionally, general users do not have access to security relevant functions, and cannot install software. Use of other groups for privilege enforcement will be documented in the SSP.

Role-based access will be used when granting rights on SAP systems.

When not performing privileged functions, general user accounts will be used. Only a limited amount of accounts will have privileged access to restrict access to audit logs to security auditors, prevent general users from installing software or making system configuration changes, limit access to cryptographic keys in storage, and to limit access to media drives to DTAs that have been formally changed.

AC-6(1) Authorize Access to Security Functions
Only privileged users have access to create user accounts, configure permissions and privileges, and configure and change local or group security policies on local stand-alone and networked systems.

System endpoints (i.e., USB ports, CD/DVD drives) are configured through software, hardware or system policies to permit access to limited privileged accounts only. The ability to write to removable media is restricted/disabled and any access will be logged. Once enabled for access and the write functions are complete, the write functionality is disabled and logged. Media access will be audited and reviewed in the system's audit logs during system audit reviews.

Administrative Tip:

In Windows, the local or group policy can be set to disable access to removable storage devices. This setting can be found at Computer Configuration\Administrative Templates\System\Removable Storage Access. At this location, you can set the allow or deny for CDs/DVDs and other removable disks.  This can also be set for specific users (e.g., DTAs only) in local or group policy settings.  Attached are configuration tips for setting this up on a standalone workstation at Appendix Q.

AC-6(2) Non-Privileged Access for Non-Security Functions
The organization requires that users with information system accounts, or roles, with access to privileged functions use non-privileged accounts, or roles, when accessing non-security functions. Administrators will have general user accounts which must be used when privileged rights are not required. On systems where a privileged user does not have a requirement to logon for general access, a user account will not be created for that privileged user.

AC-6(5) Privileged Accounts
The organization restricts privileged accounts on information systems to absolute minimum number of privileged users needed to manage the system. In addition, super user/root privileges are limited to the maximum extent possible. For example, not all privileged users will be granted full super-user/root access.

AC-6(7) Review of User Privileges
The organization:

a. Reviews at least quarterly the privileges assigned to privileged user accounts including DTA role to validate the need for such privileges; and
b. Reassigns or removes privileges, if necessary, to correctly reflect organizational mission/business needs.

JSIG states annually but this requirement has been changed to quarterly due to the DoD Insider Threat Program directive, 27 Aug 17. (Refer to CM-5(5))

AC-6(8) Privilege Levels for Code Execution
To maintain system integrity most information systems restrict the ability of an application to install other software (including reinstalling itself). Windows' User Access Control (UAC) is configured on the systems to ensure general users cannot execute at a higher level. Linux systems will limit the use of “su” or “sudo” for root privileges on the systems. General users do not have any access to administrative privileges or security-related features on the system.

If elevated privileges are required for general users for software/application to function properly, units will document in their SCTM or CSOP addendum the approved processes. Linux systems have the capability of granting specific privileged access to individual users.

AC-6(9) Auditing the Use of Privileged Functions
Information systems will be configured to audit the execution of privileged functions (see AU-2) to detect misuse and help mitigate the risk from insider threats and the advanced persistent threat and be reviewed during the system audits.

AC-6(10) Prohibit Non-Privileged Users from Executing Privileged Functions
The information system prevents non-privileged users from executing privileged functions to include disabling, circumventing, or altering implemented security safeguards/countermeasures. Privileged functions include establishing information system accounts, performing system integrity checks or administering cryptographic key management activities. Non-privileged users are individuals that do not possess appropriate authorizations. If the system doesn't automatically provide security features that do not allow non-privileged users from access to these functions, the ability to access these functions will be locked down via access controls by privileged users.

AC-7 Unsuccessful Login Attempts
The information system:

a. Enforces a limit of maximum of three (3) consecutive invalid logon attempts by a user during a fifteen (15) minute time period; and
b. Automatically locks the account/node until released by an administrator when the maximum number of unsuccessful attempts is exceeded.

Configuration Tips:

On Microsoft Windows systems, the information system will automatically lock user accounts until released by an administrator when the maximum number of three (3) unsuccessful attempts during a fifteen (15) minute time period is exceeded. This is enforced via local or group policy. (Computer Configuration\Windows Settings \Security Settings \Account Policies \Account Lockout Policy > Account Lockout Policy= 3 tries until a system administrator unlocks the account).

For Linux systems, modify the auth section of the ((/etc/pam.d/system-auth" and "/etc/pam.d/password-auth” files to match the following lines (changes highlighted):

auth	required	pam_env.so
auth	required	pam_faillock.so preauth silent audit deny=3 unlock_time=999999
auth	sufficient	pam_fprintd.so
auth	sufficient	pam_unix.so nullok try_first_pass
auth	[default=die]	pam_faillock.so authfail audit deny=3 unlock_time=999999
auth	requisite	pam_succeed_if.so uid >= 1000 quiet
auth 	required	pam_deny.so

Modify the account section in both files to include:

account	required	pam_unix.so
account	sufficient	pam_localuser.so
account	sufficient	pam_succeed_if.so uid < 500 quiet
account	required	pam_permit.so
account	required	pam_faillock.so

AC-8 System Use Notification
The information system:

a. Displays to users DoD Information Systems Standard Consent Banner before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:
1) Users are accessing a U.S. Government information system;
2) Information system usage may be monitored, recorded, and subject to audit;
3) Unauthorized use of the information system is prohibited and subject to criminal and civil penalties; and
4) Use of the information system indicates consent to monitoring and recording; and
b. Retains the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions to log on to or further access the information system (click OK button).

There are no publicly accessible systems.

Configuration Tips:

On Windows systems, set the “Interactive Logon: Message text for users attempting to log on" in the local security policy setting: Computer Configuration\Windows Settings \Security Settings \Local Policies\Security Options. Add the DoD Banner verbiage. This can also be set in the Windows registry at: HKEY_LOCAL_MACHINE/SOFTWARE/Microsoft/Windows/CurrentVersion/Policies/System, Value: Legalnoticetext (Legalnoticecaption for text caption).

On Linux systems, edit the "/etc/ssh/sshd_config" file to uncomment the banner keyword and configure it to point to a file that will contain the logon banner (this file may be named differently or be in a different location if using a version of SSH that is provided by a third-party vendor).

AC-10 Concurrent Session Control
For standalone workstations, this control is not applicable and can be tailored out as concurrent sessions do not apply.

On connected systems, if the operation system does not natively limit concurrent sessions, scripts or third party software can be used. Without the ability to incorporate scripts or third party software, system users will be trained on concurrent sessions on networks. Logons will be audited during system audit reviews and, if necessary, users with concurrent sessions will be trained on policy again. Users are trained to terminate their session (log off) at the end of the day or when they expect to be away from the system for more than 6 hours.

This control addresses concurrent sessions for information system accounts and does not address concurrent sessions by single users via multiple system accounts.

Configuration Tips:

For Windows, networked systems using remote desktop will limit the number of concurrent remote desktop sessions for administrators to three (3). This can be set through Group Policy at Computer Configuration \Administrative Templates\ Windows Components \Remote Desktop Services \Remote Desktop Session Host\Connection settings.

For Linux systems, configure the operating system to limit the number of concurrent sessions for all accounts and/or account types by adding the "hard maxlogins #" to the "/etc/security/limits.conf” file.

AC-11 Session Lock
The information system:

a. Prevents further access to the system by initiating a session lock after not to exceed fifteen (15) minutes of inactivity or upon receiving a request from a user; and
b. Retains the session lock until the user reestablishes access using established identification and authentication procedures.

Information systems will be configured to employ an automated screensaver that locks a system's desktop after a maximum of 15 minutes of system idle time. This mechanism will retain the session lock until the user reestablishes access using identification and authentication procedures by entering their USERID and password.

All users are required to logout of all systems at the end of each workday and for any extended absence (6 hours).

In the test environment, this control may be relaxed due to ongoing mission testing. If the screen lock setting requires longer idle time lock sessions, this will be addressed in the system SSP or SCTM.

Unattended Processing

Unattended processing is defined as automated processes executed/running on a user's behalf while no users are physically present in the area/facility. Unattended processes generally run after hours during the week or on weekends. Automated processes may include IT administrative functions (e.g., backups, scans) as well as mission-related tasks requiring additional network resources, e.g., executing complex algorithms. Open storage is approved by the PSO based on physical accreditation with regard to media, mission need, and risk. Unattended processing is approved by the AO based on system, mission justification, and environment. Unattended processing must be captured in the SSP. If possible, implement screen lock or appropriate prominently displayed signage.

Configuration Tips:

In Microsoft Windows, the local or group security policy will be set to enforce this control (User Configuration\Administrative Templates\ControlPanel\Personalization\Screen Saver Timeout= Enabled with idle time set to 15 minutes). When active, this mechanism will retain the session lock until the user reestablishes access using identification and authentication procedures by entering their USERID and password. The screensaver will conceal, via the session lock, information previously visible on the display. The systems are configured to provide the capability for users to directly initiate session lock mechanisms through the CTRL-ALT-DEL sequence.

To configure the Linux operating system to prevent a user from overriding a screensaver lock after a 15- minute period of inactivity for graphical user interfaces:

Create a database to contain the system-wide screensaver settings (if it does not already exist) with the following command:

Note: The example below is using the database "local" for the system, so if the system is using another database in “/etc/dconf/profile/user", the file should be created under the appropriate subdirectory.

# touch /etc/dconf/db/local.d/locks/session

Add the setting to lock the screensaver lock delay:

/org/gnome/desktop/screensaver/lock-delay

AC-11(1) Pattern-Hiding Displays
The information systems are configured with an unclassified screensaver, via the session lock, to conceal information previously visible on the display to prevent unauthorized disclosure of classified information.

AC-12 Session Termination
If the operating system has the capability to terminate the session due to inactivity, the system will be configured for session termination. As a mitigating countermeasure, the information system account holders are trained in their initial user training and annually to terminate sessions when leaving a system for longer than 6 hours or for the day.

Configuration Tips:

Local Microsoft Windows systems can be configured with a scheduled task to restart or logoff all users at each work day's end to assure all sessions are terminated. For remote desktop connections on Windows networked system the network group security policy should be set to terminate these sessions (User Configuration \Administrative Templates\ Windows Components \Remote Desktop Services \Remote Desktop Session Host\Session Time Limits).

For Linux systems, the operating system can be configured to terminate all network connections associated with a communications session at the end of the session or after a period of inactivity by updating the "/etc/profile" file by adding the following lines:

TMOUT=600
Readonly TMOUT Export TMOUT

AC-12(1) User-Initiated Logouts/Message Displays
The information system provides a logout capability for user-initiated communications sessions whenever authentication is used to gain access to all information resources. Users are trained on how to logout using the typical/standard operating system logout features. The operating system displays a message indicating reliable termination of authentication communication sessions.

AC-14 Permitted Actions Without Identifications or Authentication
Normally, there are no user actions that are performed on any information system without identification and authentication to include the shutdown of a system. Exceptions should be documented with supporting rationale in the SSP or SCTM.

Administrative Tip:

In Windows, the system should be configured to disable shutdown without having to log on. This can be done by one of the following methods:

a. Registry setting:  HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System - "shutdownwithoutlogon" should be set to "O" to disable shutdown without authentication
b. Local or Group Security Policy:  Go to Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options. Set "Shutdown: Allow system to be shut down without having to log on" to Disabled.

AC-16 Security Attributes
The organization:

a. Provides the means to associate the classification level, accesses, and handling caveats with information in storage, in process, and/or in transmission. Information system users are trained when receiving accesses and annually on how to use the Security Classification Guide (SCG) and DoDM 5200.01 V3 and will use these and their program knowledge to associate the classification level with the information. Users are also trained to call on a Security expert if they need assistance with marking. Manual marking of documentation is the expectation;
b. Ensures that the security attribute associations are made and retained with the information by information system user training both initially and annually. Users will apply proper security labeling per SCG for the information residing on the system;
c. Establishes the permitted classification level of the systems when ATO is approved. Users are informed of these permitted markings upon initial user account training, on an annual basis, and upon a change to the system including a change in classification, accesses, and/or handling caveats; and
d. Refers to DoDM 5200.0 Volume 3, DoD Information Security Program for established security attributes.

AC-16(5) Attribute Displays for Output Devices
The information system displays security attributes in human-readable form on each output device that the system transmits to in order to identify the highest classification allowed to process on that system or device. The system user displays security attributes in human-readable form on each object (pages) that the system transmits to output devices (printers and video displays) to identify the classification of the output product processed on the system or device.
AC-16(6) Maintenance of Attribute Associations by Organization
The organization allows the user to select and manage the appropriate classification, access, handling caveats for files (e.g., document, email, image, folder) they create in accordance with SCG or locally defined security policies.

AC-16(7) Consistent Attribute Interpretation
The control is not applicable for systems not using distributed information systems (e.g., distributed database management systems, cloud-based systems, and service-oriented architectures) and can be tailored out.

For systems using distributed information systems, the organization provides a consistent interpretation of security attributes transmitted between distributed information system components.

In order to enforce security policies across multiple components in distributed information systems (e.g., distributed database management systems, cloud-based systems, and service-oriented architectures), organizations provide a consistent interpretation of security attributes that are used in access enforcement and flow enforcement decisions. Organizations establish agreements and processes to ensure that all distributed information system components implement security attributes with consistent interpretations in automated access/flow enforcement actions. This can be addressed in your system SSP or additional process documentation that will be uploaded in package submission.

AC-17 Remote Access
In most cases within the SAP Community, access to an extension of an information system at an external location is not considered remote access. For the purpose of this control, system/network administration within the authorization boundary of the system, regardless of physical location, is not considered remote access.

Most of this organization's systems do not have an operational need or authorization for remote access through external networks.  If remote access is prohibited or if the system is a standalone workstation or isolated network with no external connections, this control is not applicable and can be tailored out.

If it is required for the mission, the organization:

a. Establishes and documents usage restrictions, configuration/connection requirements, and implementation guidance for each type of remote access allowed; and
b. Authorizes remote access to the information system prior to allowing such connections.

These requirements will be included in the Interconnection Security Agreement (ISA) of the systems.

AC-17(1) Automated Monitoring/Control
For systems not using remote access at an external location, this control is not applicable and can be tailored out.

For organizations requiring remote access, the information system monitors and controls remote access methods. Automated monitoring and control of remote access sessions allows organizations to detect cyberattacks and also ensure ongoing compliance with remote access policies by auditing connection activities of remote users on a variety of information system components.

The organization requiring remote access will monitor the system(s) in their boundary while the external organization will monitor access to theirs IAW the approved ISA.

AC-17(2) Protection of Confidentiality/Integrity Using Encryption
For systems not using remote access at an external location, this control is not applicable and can be tailored out.

For organizations requiring remote access, the information system implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions.

AC-17(3) Managed Access Control Points
For systems not using remote access at an external location, this control is not applicable and can be tailored out.

For organizations requiring remote access, the information system routes all remote accesses through limited managed network access control points. Systems are connected via type-1 encryption devices (TACLANEs) configured with routes required for direct access to the external system. The ISA will address network access configuration.

AC-17(4) Privileged Commands/Access
For systems not using remote access at an external location, this control is not applicable and can be tailored out.

On systems requiring remote access at an external location, there is no execution of privileged commands via remote access.

AC-17(6) Protection of Information
For systems not using remote access at an external location, this control is not applicable and can be tailored out.

For organizations requiring remote access, the organization ensures that users protect information about remote access mechanisms from unauthorized use and disclosure.

AC-17(9) Disconnect/Disable Access
For systems not using remote access at an external location, this control is not applicable and can be tailored out.

For organizations requiring remote access, the organization provides the capability to expeditiously disconnect or disable remote access to the information system within 30 minutes of identification of an event or inactivity for low confidentiality or integrity impact; 20 minutes for moderate confidentiality or integrity impact; or 10 minutes for high confidentiality or integrity impact.

AC-18 Wireless Action Restrictions
Wireless access on our information systems is not authorized in our facilities and is not used on any of our classified or unclassified systems. Wireless capability on our systems is disabled to the maximum extent possible by disabling the capability or removing it altogether.  Any AFTC systems requiring wireless access will address this control in the SCTM or CSOP Addendum and must receive AO and PSO approval.

Users are instructed/reminded during initial and annual refresher training that wireless access and wireless devices are prohibited without proper approvals.

Any required devices, such as medical devices, are assessed and approved by the ISSM/ISSO, GSSO and PSO for entrance into facilities. Approval documentation must be maintained by unit ISSM/ISSO or GSSO.

For any Personal Wearable Fitness or Health Devices (PWFD or PWHD), individuals will follow their unit's facility SOP.

AC-18(1) Authentication and Encryption (Wireless)
Wireless access on our information systems is not authorized in our facilities and is not used on any of our classified or unclassified systems. Wireless capability on our systems is disabled to the maximum extent possible by disabling the capability or removing it altogether.  This control is not applicable and can be tailored out.

Any AFTC systems requiring wireless access will address this control in the SCTM or CSOP Addendum and must receive AO and PSO approval.

Users are instructed/reminded during initial and annual refresher training that wireless access and wireless devices are prohibited without proper approvals.

AC-18(3) Disable Wireless Networking
The organization disables or removes wireless networking capabilities internally embedded within information system components prior to issuance and deployment. This will be documented for all wireless disabled or removed from devices such as information systems, televisions, printers, etc.

AC-18(4) Restrict Configuration by Users
The organization disables or removes wireless networking capabilities internally embedded within information system components prior to issuance and deployment. Only system administrators are permitted to make any configuration changes to the information system, wireless or otherwise.

AC-19 Access Control for Mobile Devices
Most mobile devices are not permitted in our facilities (e.g. cell phones, audio recording devices, E­ readers, and tablets).

Mobile devices include portable computing and communications devices with information storage capability (e.g., notebook computers, personal digital assistants, cellular telephones, digital cameras, and audio recording devices, also referred to as PEDs. A PED is any easily transportable, personally­ owned or government/contractor-issued, electronic device that has the capability to record, copy, store, and/or transmit data, digital images, video, and/or audio. Examples of a PED include, but are not limited to, pagers, laptop computers, cellular telephones, radios (amplitude modulation (AM)/frequency modulation (FM), satellite), compact discs players, cassette players and recorders, PDA (e.g., palmtops, BlackBerrys, iPads), digital audio devices (e.g., MP3 players, iPods), cameras, camcorders, calculators, electronic book readers (e.g., Kindles, Nooks, Neos), digital picture frames, and electronic watches with input capability and/or reminder recorders.

Classified laptops can be used on systems but must be addressed and approved in the system's authorization package Bodies of Evidence (BoE) and security controls in that package must consider this device in its control response.

Unclassified mobile devices for TACLANE configurations or key loads are authorized use within our facilities if proper paperwork is maintained and approvals are received.

If other portable electronic devices (e.g., digital cameras) are required for use in our facilities, it should be authorized by the PSO with mission justification for its use and procedures to control their use and accountability should be established/approved.

Any other mobile device must be addressed in the SCTM or addendum with information about its requirement and approval to use.

AC-19(5) Full Device/Container-Based Encryption
Most mobile devices are not permitted in our facilities (e.g. cell phones, audio recording devices, E­ readers, and tablets).

For any laptops, whether unclassified network configuration laptop or laptop approved in system authorization package, the organization employs NSA-approved or FIPS-compliant encryption to protect the confidentiality and integrity of information on all mobile devices.

AC-20 Use of External Information Systems
Any information system not within the internal authorization boundary approved to operate by the AO is considered an external information system (EIS)/guest system, including both NIPRNet and SIPRNET. Each EIS/guest system must be approved to operate in a facility by the AFOSI/PSO or cognizant security officer (GSSO). Unless otherwise specified in a specific SSP, no EIS/guest system will be connected to any AO approved system and will be approved in an ISA. The ISSM and PSO or GSSO must confirm that the EIS has a valid ATO before allowing it to enter or operate in the facility.  Any EIS that possesses wireless capability will require PSO review and approval. 

AC-20(1) Limits on Authorized Use
Each approved EIS/guest system must include the system ATO with the approval letter to show that the information system contains the necessary security safeguards. Users with access to the system in our facilities must read the Security's facility SOP and Incident Response Plan (IRP) to understand facility rules for security.

AC-20(2) Portable Storage Devices
The organization restricts the use of organization-controlled portable storage devices by authorized individuals on EISs. If portable storage devices are required for use on an EIS, the organization coordinates with EIS cybersecurity personnel for the process for connection and use according to the system's authorization package. All portable storage devices will be protected with NSA-approved or FIPS-compliant encryption. When not in use, all portable storage devices will be stored in a GSA­ approved container with limited access.

AC-20(3) Non-Organizationally Owned Systems/Components/Devices
Non-organizational owned devices are not permitted in our facilities. If devices owned by other organizations (e.g., federal/state agencies, contractors) are mission required, only devices that are PSO­ approved to enter the facility as an EIS are permitted. An ATO must accompany the request for entry in the facility and must follow the guidelines in AC-20 above.

AC-20(4) Network Accessible Storage Devices
The organization prohibits the use of network accessible storage devices in EISs to include online storage devices in public, hybrid or community cloud-based systems.

If the organization's system connects to an EIS in their facility that allows for a remote connection for data services (e.g., Exodus), the connection will be protected using an NSA Type-1 encryption device (e.g., TACLANE or approved Commercial Solution for Classified (CSfC)) and details on the connection and security will be addressed in the system's ISA.

AC-21 Information Sharing
Users on a system are formally cleared and briefed to all applicable programs on the system. Accesses are checked in JADE when a system account is requested. When sharing information over VTCs and phone calls, accesses are verified in either JADE prior to sharing sensitive information or third party introductions. Users are trained upon initial entry in the facility as well as annually. Any fax transmittals are accomplished by Security personnel with limited access and clearance verifications.

AC-22 Publicly Accessible Content
There are no publicly accessible information systems in our facilities.  This control is not applicable and can be tailored out. If any unauthorized data is posted onto any publicly accessible information system, it is immediately reported to the PSO and investigated as a possible incident.

AC-23 Data Mining Protection
For organizations that do not control any databases or information repository that could reasonably be data-mined, this control is not applicable and can be tailored out.

For organizations that use data storage objects, data mining prevention and detection techniques include, for example: (i) limiting the types of responses provided to database queries; (ii) limiting the number/frequency of database queries to increase the work factor needed to determine the contents of such databases; and (iii) notifying organizational personnel when atypical database queries or accesses occur.
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AT-1 Security Awareness and Training Policy and Procedures
The Organization Security and Cybersecurity teams develop security awareness training using the facility SOP, Section 3, Security Training and Education. The facility SOP addresses purpose, scope, and responsibilities of facility residents as well as security training guidelines and rules. Along with formal SAP Security Awareness training, the facility SOP is required reading for all new personnel given access to the facility. The Security training is provided to all facility residents on an annual basis. The SOP and training documentation and the remainder of this section (AT Controls) are reviewed at least annually and updated, if required.

AT-2 Security Awareness Training
The organization provides basic security awareness training to information system users (including managers, senior executives, and contractors):

a. As part of initial training for new users;
b. When required by information system changes; and
c. At least annually thereafter.

The purpose of security awareness training is to sensitize the user to the threats and vulnerabilities of national security information systems, and inform the user of the need to protect information and the systems that process, transmit and/or store information. Security awareness training will be conducted:

a. During in-processing. Site specific information will be briefed based on the mission and requirements of the job.
b. Upon receipt of a USERID and authenticator. The Privileged User, ISSO or their alternate will brief the user on his/her IA responsibilities.
c. Annually, as part of refresher training and awareness. Classroom training, briefings, computer­ based training, or seminars will be conducted and participation/completion documented to ensure all users understand and comply with IA training requirements.
d. Periodically, refresher training and awareness may also be delivered through staff meetings, online delivery systems, or similar venues.
e. To include lessons learned captured from incident handling and response. See [IR-4].

AT-2(2) Insider Threat
The organization includes security awareness training on recognizing and reporting potential indicators of insider threat. The organization's IRP addresses insider threat reporting and directs personnel to the CNSSD No. 504 for policy information. Required annual Cybersecurity Awareness Training also provides training on insider threats.

AT-3 Role-Based Training
The organization provides role-based security training to personnel with assigned security roles and responsibilities:

a. Before authorizing access to the information system or performing assigned duties;
b. When required by information system changes; and
c. At least annually thereafter.

All users shall receive initial and at least annual General user training; while users assigned to positions requiring privileged access shall receive, in addition, Privileged User training.

General user training (via Annual Security and Incident Response Training, General User Guides) will include, but is not limited to, the following:

a. The organization's policy for protecting information and IS including the rules of behavior, which specify acceptable user actions to include explicit restrictions on the use of social networking sites, posting information on commercial websites, and sharing information system account information.
b. The organization's policy regarding appropriate use of IS resources as specified in the User Agreement and the possible repercussions of misuse or abuse.
c. How to protect the physical area, media, and equipment (e.g., door access, alarms, care of hard drives, CDs).
d. How to protect authenticators and operate the applicable system security features (e.g., setting access control rights to files created by the user).
e. How to recognize and report suspected security violations and incidents.
f. Understanding the importance of classification and control marking compliance.
g. Basic actions to take in the event of a data spill. Reference [IR-2].

Privileged user training will include, but is not limited to, the following:

a. Completion of General user training.
b. Rules of behavior, as they apply to the privileged user.
c. A thorough understanding of the organization's policy for protecting information and systems, to include change management, and the roles and responsibilities of various organizational units with which they may have to interact.
d. The organization's policy regarding appropriate privileged use of IS resources and the possible repercussions of misuse or abuse.
e. How to protect the system (e.g., maintenance and backup, care of system media, protection and retention of audit logs, endpoint security).
f. How to protect passwords, or other authentication devices/mechanisms, and be familiar with operating system security features and technical safeguards of the system.
g. How to recognize and report potential security vulnerabilities, threats, security violations, or incidents.
h. Technical actions to take in the event of a data spill. Reference [IR-2].
i. How to implement and use specific IA products provided by the organization.
j. IA training and certification in compliance with DoD 8570.01-M, or its replacement manual based on DoDD 8140.01, as required for designated positions.

Assured File Transfer (AFT) Training - Also reference [AC-4]

An individual performing data transfers to and/or from an Information System is commonly referred to as a DTA. The DTA is performing a security-relevant function in providing endpoint security during a data transfer and is therefore, by definition, a privileged user. However, the DTA role is not specifically called out in DoD Directives 8570.01-M and 8140 and, therefore, does not required an '8570' certification unless the AO directs otherwise.  DTAs must be identified in writing (system SSP or DTA Appointment Letter). AFT training for DTAs will include, but is not limited to the following:

a. Knowledge and understanding of the AO-approved AFT procedures.
b. Training in the use of data review and sanitization tools (automated and manual).
c. Working knowledge of the Program Security Classification Guide and Classification Marking Guide.
d. File formats permissible for trusted downloading.
e. Authorized media formats and marking requirements.
f. Program management approval and Security process compliance review.

AT-3(2) Physical Security Controls
Facility residents with alarm access are provided training in the employment and operation of physical security controls through the facility SOPs and annual security training. Training is done annually or when sufficient changes are made to the physical security systems, for example, physical access control devices, physical intrusion alarms, monitoring/surveillance equipment and security guards, both physical and logical.

AT-3(4) Suspicious Communications and Anomalous System Behavior
The organization provides training IAW facility SOPs, with annual security training and annual Force Protection Training, to its personnel to recognize suspicious communications and anomalous behavior in information systems. Reporting procedures are documented in the Incident Response Plan (IRP).

Personnel are trained to look for indications of potentially suspicious email (e.g., receiving an unexpected email, receiving an email containing strange or poor grammar, or receiving an email from an unfamiliar sender but who appears to be from a known sponsor or contractor). Personnel are also trained on how to respond to such suspicious email or web communications (e.g., not opening attachments, not clicking on embedded web links, and checking the source of email addresses). For this process to work effectively, all organizational personnel are trained and made aware of what constitutes suspicious communications. Training personnel on how to recognize anomalous behaviors in organizational information systems can potentially provide early warning for the presence of malicious code.

AT-4 Security Training Records
The organization:

a. Documents and monitors individual information system security training activities including basic security awareness training and specific information system security training; and
b. Retains individual training records for a minimum of five (5) years.

Initial training records must contain legal signatures, or FIPS-compliant digital signatures, of users who received the training. Refresher training may be documented through user-initialed attendance rosters, e-mail acknowledgments, USERIDs captured through online content delivery systems, or other similar user acknowledgments (SAP Training Form, General/Privileged Acknowledgement forms). In addition, organizations shall maintain professional certifications and training records in compliance with DoD 8570.01-M or its follow-on.
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AU-1 Audit and Accountability Policy and Procedures
The organization develops, documents an audit and accountability policy and procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls. Units will either have a separate Audit and Accountability Policy and Procedures Plan or use policies and procedures that are defined in the remainder of this section (AU Controls). The policy and procedures will be reviewed at least annually and updated if required.

AU-2 Audit Events
The organization determines that the information system is capable of auditing the events listed below and these events are audited. Organizations identify audit events as those events which are significant and relevant to the security of information systems and the environments in which those systems operate in order to meet specific and ongoing audit needs. If any of the below JSIG-required audit events cannot be audited, the unit will document the audit events in the SCTM or CSOP addendum.

The organization coordinates the security audit function with Cybersecurity and Security personnel to support investigative actions and incident response planning requiring audit-related information to enhance mutual support and to help guide the selection of auditable events.

The auditable events below are JSIG requirements and are deemed to be adequate to support after-the­ fact investigations of security incidents. If further auditing is required for investigative purposes, those events will be coordinated with PSO/AO and documented in the system's BoE.

Audit events will include the following:

1. Authentication events:
(1) Logons (Success/Failure)
(2) Logoffs (Success)
2. Security Relevant File and Objects events:
(1) Create (Success/Failure)
(2) Access (Success/Failure)
(3) Delete (Success/Failure)
(4) Modify (Success/Failure)
(5) Permission Modification (Success/Failure)
(6) Ownership Modification (Success/Failure)
3. Export/Writes/downloads to devices/digital media (e.g., CD/DVD, USB, SD) (Success/Failure)
4. Import/Uploads from devices/digital media (e.g., CD/DVD, USB, SD) (Success/Failure)
5. User and Group Management events:
(1) User add, delete, modify, disable, lock (Success/Failure)
(2) Group/Role add, delete, modify (Success/Failure)
6. Use of Privileged/Special Rights events:
(1) Security or audit policy changes (Success/Failure)
(2) Configuration changes (Success/Failure)
7. Admin or root-level access (Success/Failure)
8. Privilege/Role escalation (Success/Failure)
9. Audit and security relevant log data accesses (Success/Failure)
10. System reboot, restart and shutdown (Success/Failure)
11. Print to a device (Success/Failure)
12. Print to a file (e.g., pdf format) (Success/Failure)
13. Application (e.g., Adobe, Firefox, MS Office Suite) initialization (Success/Failure) (Tailoring audit collection requirements related to specific applications is recommended)

Configuration Tip:

For Windows systems, attached at Appendix S is a Windows Advanced Auditing Settings Aid for JSIG along with a JSIG Windows Audit Recommend Settings spreadsheet that can assist with explaining and setting up audit policies on Windows systems.

For Linux systems, the operating system will be configured to generate audit records for all account management by updating the rule in "/etc/audit/rules.d/audit.rules" file. Third-party software may also be utilized (e.g., ElasticSearch).

AU-2(3) Reviews and Updates
The organization reviews and updates the audited events at least annually with the system review to ensure the current set is still necessary and sufficient.

AU-3 Content of Audit Records
The information system generates audit records containing information that establishes what type of event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of any individuals or subjects associated with the event.
Specifically, audit records shall contain, at a minimum, the following content:

a. USERID
b. Type of event/action
c. Success or failure of event/action
d. Date
e. Time
f. Terminal or workstation ID
g. Entity that initiated event/action
h. Entity that completed event/action
i. Remote Access

If manual audit collection is approved, the audit records shall contain, at a minimum, the following content:

a. Date
b. Identification of the user
c. Time the user logs on and off the system
d. Function(s) performed
e. Terminal or Workstation ID

AU-3(1) Additional Audit Information
Other than audit information stated above, units will also audit full text recording of privileged commands (see AU-6(8) for detailed steps). If any additional audit records are generated due to organizational need, the maintenance log will be used to record those changes.

AU-4 Audit Storage Capacity
Organizations require audit record storage to be adequately sized and configured to reduce the likelihood of such capacity being exceeded. The audit logs will be configured to generate a warning or log event when it reaches 75% of its capacity (see AU-5(1) for detailed steps). Also, storage space for audit log backups should be verified during system audits. For networked systems, saved audit logs can be stored on file shares. The storage space is checked by the operating systems and logs are created when running out of disk space. The STIG event log size requirement will be used.

Configuration Tips:

Windows Event Log should not be set to overwrite events. Setting should be set “Archive log when full” or “Do not overwrite events.” On the Windows system go to Computer Management > Windows Logs > Security, right click and select properties.
AU-4(1) Transfer to Alternate Storage
The organization will off-load audit records/event logs onto a different system or media than the system being audited to preserve the confidentiality and integrity of audit records. For standalone systems, use of encrypted optical media or external hard drives will be used for audit record off-load to alternate storage. For networked system, use of media can be used or the audit records can be moved to another network location. 

On standalone workstations, audit logs within audit reduction tool or manually will be backed up weekly on the system (preferably a separate hard drive or partition) and backed up quarterly using optical media or approved USB removable device.

On networked systems, the audit records will be backed up weekly on the network and backed up quarterly on a separate system/server or external hard drive to ensure that a compromise of one system does not also result in a compromise of the audit records.

AU-5 Response to Audit Processing Failures
At a minimum, any audit processing failure will be recorded in the audit log and, if possible, alert a system administrator and/or ISSM/ISSO. If notifications cannot be configured, this event will be reviewed in the system audit reviews. Some failures may require formal notification to the PSO as determined by the ISSM on a case-by-case basis.

Tactical information systems may be developed without all the features and security controls of standard information systems. Audit requirements for these systems should be reviewed for mission impact. For example, failure of the audit process should not interfere with continued normal operation of a mission critical system. If this is the case, it will be documented in the system's SCTM or CSOP addendum for this control.

Configuration Tips:

If the unit decides the Windows systems should be configured to shutdown the system when the audit log fails to capture events, it will be set with the “Audit: Shut down system immediately if unable to log security audits" to enabled in Computer Configuration\Windows Settings\Security Settings\Local Policies \Security Options.

On Linux systems edit the “/etc/audit/auditd.conf” file “max_log_file" to set the maximum size of the log files and “max_log_file_action" to tell the system what action to take when the system has detected that the max file size limit has been reached. Setting the “max_log_file_action" to keep_logs will prevent audit logs from being overwritten. The effect is that the logs accumulate and are not deleted. The “space_left_action" will be triggered in the event of no more disk space for the logs and this can be set to “halt" to shutdown the system.

AU-5(1) Audit Storage Capacity
The information system provides a warning when allocated audit record storage volume reaches a maximum of 75 percent maximum audit record storage capacity of repository maximum audit record storage capacity.

Configuration Tips:

The Microsoft Windows information systems can be configured to generate a warning when the security audit log reaches 75 percent of its capacity in the local or group security policy. (Computer Configuration\Administrative Templates\MSS (Legacy)> MSS: (Warninglevel) Percentage threshold for the security event log at which system will generate a warning=75%).

Configure Linux operating systems that use email to immediately notify the systems administrator and/or ISSO when the threshold for the repository maximum audit record storage capacity is reached.

To do this, uncomment or edit the “space_left_action” keyword in “/etc/audit/auditd.conf” and set it to “email” – “space_left_action = email” and then set the email account in “action_mail_acct” to “root” and any other accounts associated with security personnel.

For Linux operating systems in a stand-alone environment, the "space_left_action" can be set to "syslog" if you use syslog so a warning will be issued or "exec /path to script" to execute a script to notify the proper personnel.

AU-6 Audit Review Analysis and Reporting
The ISSM/ISSO shall perform a review of security audit logs at least weekly for indications of inappropriate or unusual activity. A log, either soft or hard copy, will document the review. The level of review, analysis, and reporting would be adjusted due to any change in risk to the information system or data.

Any missed audit review will be logged in the information system audit log (electronic or manual log) and any anomalies noted and reported if required (see Incident Response Plan).

Some organizations operate in unique testing environments and there are times when information systems will have dormant hard drives due to period processing or lulls in the testing schedule. Audit suspension for these systems can be executed by sealing and securing (bagging and tagging) the hard drives and storing in a GSA-approved container. Audits will be performed and documented prior to bagging and tagging. The audit log will be used to document the drives going into safe to dormant status. During the time the hard drives are maintained in the safe, audits will not be performed but the bags will be checked for integrity to ensure no tampering has been done and annotated on a log (See Dormant Drive Procedures at Appendix I). Once the drive is placed back into operation, an audit will be accomplished and weekly audits will resume.

AU-6(1) Process Integration
There are no automated mechanisms in place to integrate audit review, analysis, and reporting process to support organizational processes for investigation and response to suspicious activities. Scripts or third-party software can be used to automate the audit review and analysis process and manual steps will be used for required reporting IAW the Incident Report Plan. In lieu of automated methods, manual review, analysis and reporting processes will be used.

AU-6(3) Correlate Audit Repositories
The ISSM/ISSO reviews audit logs from multiple stand-alone systems and analyzes and correlates audit records across separate repositories to gain an organization-wide situational awareness.

AU-6(4) Central Review and Analysis
On standalone workstations, audits are conducted through the operating system event log management program. Event logs are reviewed and analyzed on the one system.

On networked systems, scripts or third-party software can be used to automated centralized reviews with manual analysis. If these tools are not available, manual reviews and analysis will be accomplished and event logs will be saved centrally.

AU-6(5) Integration/Scanning and Monitoring Capabilities
The organization's information systems will use SCAP and OVAL content scans to compare against audit trail reviews to analyze anomalous activity. Systems that utilize ACAS/Nessus for vulnerability scans will use the results for analytical reviews.

AU-6(8) Full Text Analysis of Privileged Commands
The organization audits privileged use within the information systems and performs an analysis of these logs on a weekly basis. Privileged use is audited within the Security Event Logs and Application logs.

Configuration Tips:

To audit command line text in Windows 10, the following will need to be enabled: Computer Configuration\Windows Setting\Security Settings\Advanced Audit Configuration\Detailed Tracking to enable command line audits. To see the details of the command line audit, the following needs to be enabled: Administrative Templates\System\Audit Process Creation.

In Linux, actions taken by an individual with root or administrative privileges can be verified. The following rule can be added to /etc/audit/audit.rules: -a always,exit-F euid=0 -F perm=wxa -k ROOT_ACTION. Then the ausearch command is used to parse the audit logs.

AU-6(9) Correlation with Information From Non-Technical Sources
The organization correlates information from non-technical sources, including SF702s or human resources records documenting organizational policy violations and interviews with Security personnel, when queued by audit anomalies to enhance organization-wide situational awareness.

AU-6(10) Audit Level Adjustment
The unit ISSM/ISSO will adjust the level of audit review, analysis, and reporting within the information system when there is a change in risk based on law enforcement information, intelligence information, or other credible sources of information as appropriate. The frequency, scope, and/or depth of the audit review, analysis, and reporting may be adjusted to meet organizational needs based on new information received. The system's authorization paperwork must be changed to reflect the adjustment made.

AU-7 Audit Reduction and Report Generation
The information system provides an audit reduction and report generation capability that:

a. Supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents; and
b. Does not alter the original content or time ordering of audit records.

At a minimum audit logs will be filtered and required event logs will reviewed manually. If auditing software tools are utilized, customizable reports will be generated to quickly locate date, time and security events. These audit files support audit review, analysis and reporting requirements and after­ the-fact investigations of security incidents and cannot be altered.

AU-7(1) Automatic Processing
The organization will configure the information system to use native event log management functionality to provide the capability to process audit records for events of interest based on NIST 800-53 and organizationally-defined requirements.

AU-8 Time Stamps
The information system uses internal system clocks to generate time stamps for audit records. The operating system time stamps each of the audit events with the system time. If synchronization to the authoritative time source (see Control AU-8(1)) cannot be configured in our system environments, organization will use NIPRNet or alarm systems as their authoritative time source and time will be updated when it is off more than 5 minutes.

AU-8(1) Synchronization with Authoritative Time Source
For standalone systems, information systems will be checked manually against NIPRNet or alarm system time and updated when it is off more than 5 minutes (see AU-8) during their audit review cycles weekly. Maintenance log will show if time change was required.

Networked information systems will be synchronized with an internal source, e.g., domain controller, NTP server (unless system requires the usage of external time to execute the test mission), and once a month will sync up the source clock with an external authoritative time source. If connection to an external time source is not available, the systems will sync with the local domain controller/NTP server and monthly checked against NIPRNet or alarm systems and updated if off more than 5 minutes.

Maintenance log will show if time change was required.

AU-9 Protection of Audit Information
The information system protects audit information and audit tools from unauthorized access, modification, and deletion. Audit information will be handled and protected at the same security level of the information system from which it originated.

AU-9(4) Access by Subset of Privileged Users
Only members of the system's auditors group will have access to the archived audit records. System administrators may be granted read only access to archived records for troubleshooting/diagnostic purposes.

Configuration Tip:

In Windows, you can limit security log deletion to a specific group allowing you to allow only auditor accounts the privilege to clear security logs.  The Privileges to Clear Security Event Log White Paper provides step-by-step directions on how to do this in Windows (Appendix J).

AU-10 Non-Repudiation
This control is not applicable as most systems in our environment do not use PKI certificates. If PKI certificates are not used on the system, this control can be tailored out. Signing without certificates is not accomplished on our systems. Any documentation requiring digital signatures will be done on enterprise systems employing FIPS-validated or NSA-approved cryptography.

If a system uses PKI certificates, this must be addressed in the SCTM or CSOP Addendum.

AU-11 Audit Record Retention
The organization retains audit records of SAP systems for a minimum of 5 years to provide support for after-the-fact investigations of security incidents.

AU-11(1) Long-Term Retrieval Capability
The organization employs a retention of technology to access audit records for the duration of the required retention period to ensure that long-term audit records generated by the information system can be retrieved. Measures include converting records to newer formats, retaining equipment capable of reading the records and retaining necessary documentation to help organizational personnel understand how to interpret the records. If audits are converted to a new format, units will attempt to retain event logs in the original unaltered format.

AU-12 Audit Generation
Information system auditing is accomplished using the built-in audit service within the information system. The auditable events will be configured IAW AU-2a. Only the system administrators are able to select auditable events IAW guidance from the organization's ISSM/ISSO. Audit records are generated for events selected to be audited and pulled into reports using event log management software or reviewed manually.

AU-12(1) System-Wide/Time Correlated Audit Trail
The information system compiles audit records along with other logical or physical audit trails from all systems into an audit trail that is time-correlated to within 5 minutes (see AU-8).

AU-12(3) Changes by Authorized Individuals
The information system provides the capability for ISSMs/lSSOs with the aid of the system administrator to change the auditing to be performed on the systems based on organization requirements or threat situations. In addition, auditing may be limited to a specific set of events to facilitate audit reduction, analysis, and reporting. This should be documented in AU-2.

AU-14 Session Audit
If the need arises and OSI requires this capability, tools will be provided by OSI for investigative purposes after legal counsel and AO involvement.

AU-14(1) System Start-Up
 Session auditing involves selecting a user session to capture/record or view/hear.  Session auditing capabilities will not be enabled without legal counsel and AO involvement.

AU-14(2) Capture/Record and Log Content
 Session auditing involves selecting a user session to capture/record or view/hear.  Session auditing capabilities will not be enabled without legal counsel and AO involvement.

AU-14(3) Remote Viewing/Listing
 Session auditing involves selecting a user session to capture/record or view/hear.  Session auditing capabilities will not be enabled without legal counsel and AO involvement.

AU-16 Cross-Organizational Auditing
If cross-organizational connections are not used, this control is not applicable and can be tailored out.

For information systems that use services of external organizations when audit information is transmitted across organizational boundaries, there will be an ISA, SLA or MOA with the authorization package.

AU-16(1) Identity Preservation
If cross-organizational connections are not used, this control is not applicable and can be tailored out.

For information systems that use services of external organizations when audit information is transmitted across organizational boundaries, the identity of individuals being preserved in cross­ organizational audit trails is required.

AU-16(2) Sharing of Audit Information
If cross-organizational connections are not used, this control is not applicable and can be tailored out.

For information systems that use services of external organizations when audit information is transmitted across organizational boundaries, the agreement for the connection will include verbiage relating to incident responses and, if the situation calls for audit sharing, it will be accomplished with AO approval.
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CA-1 Security Assessment and Authorization Policies and Procedures
SAP-specific policy and procedures related to security assessment and authorization are defined in the AFTC How to Get an ATO document and the remainder of this section. These policies and procedures will be reviewed at least annually or as policy and procedures dictate changes. Security assessments are performed by the Security Control Assessor (SCA).

CA-2 Security Assessments
For the DoD SAP Community and for all IS under the purview of the SAP AO, the Security Assessment Plan is embodied in the information provided in the SSP, SCTM and all other authorization documentation (listed below) which must be reviewed and approved by the SCA.

Each organization is required to conduct the following for each system seeking authorization:

a. Provide assessment documentation as follows:
1) Authorization documentation to include SSP, Topology, hardware and software lists, PPS list, and a risk assessment report
2) Responses to security controls and control enhancements under assessment
3) Detailed procedural documentation for deviations to the security controis to show justification and mitigations in place to meet established security requirements
4) Assessment scans and checklist using approved software, i.e., SCAP Compliance Checker, ACAS/Nessus. Include STIG Applicability List.
5) A Plan of Action and Milestones (POA&M) with details as to why a control cannot be met or the process in place to secure the system with an estimated completion date.
b. Assess the security controls on the information system and its environment of operation at least annually to determine the extent to which the controls are implemented correctly, operating as intended and producing the desired outcome with respect to meeting established security requirements.

A recurring security assessment is conducted by the ISSM/ISSO as part of the continuous monitoring requirements to ensure the IS complies with the documented security requirements and that the security of the IS, as authorized, is maintained throughout its life cycle. An annual ConMon package will be submitted annually along with authorization packages changes.

CA-2(1) Independent Assessors
The assigned SCA or their designated person serves as the independent assessor.

CA-3 System Interconnections
For information systems without any external system interconnections, this control is not applicable and can be tailored out.  

For information systems with system interconnections, the organization will:

a. Identify any connections of an IS to an external IS in the SSP;
b. Authorize connections from the IS to other ISs through the use of Interconnection Security Agreements (ISAs);
c. Document, for each interconnection, the interface characteristics, security requirements, and the nature of the information communicated (see NIST SP 800-47);
d. Ensures the use of an approved boundary protection device (e.g., firewall or CDS) that mediates the communication between the system and network; and
e. Review and update ISA at least annually.

CA-3(1) Unclassified National Security System Connections
The organization prohibits any direct connection of all unclassified NSS under the authority of the AFTC AO unless approved otherwise.
CA-3(2) Classified National Security System Connections
For information systems without any external system interconnections, this control is not applicable and can be tailored out.  

For information systems with system interconnections, this control applies. Organizations typically do not have control over external networks (e.g., the Internet). Systems will use approved boundary protection devices to an external information system. Approved boundary protection devices (e.g., routers, firewalls) mediate communications (i.e., information flows) between classified national security systems and external networks. In addition, approved boundary protection devices (typically managed interface/cross-domain systems) provide information flow enforcement from information systems to external networks.

CA-3(5) Restrictions on External System Connections
For information systems without any external system interconnections, this control is not applicable and can be tailored out.  

For information systems with system interconnections, the organization employs deny-all, permit-by­ exception policy for allowing all systems to connect to external information systems.

CA-5 Plan of Action and Milestones (POA&M)
The organization develops a POA&M for each information system to document planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system. The POA&M will be updated at least quarterly or in accordance with AO-approved frequency based on the findings from security controls assessments, security impact analyses, and continuous monitoring activities.

The POA&M shall identify:

a. Tasks to be accomplished with a recommendation for completion either before or after information system implementation.
b. Resources required to accomplish the tasks.
c. Any milestones in meeting the tasks, to include percentage completed.
d. Scheduled completion dates for the milestones.
e. Status of tasks (completed, ongoing, delayed, planned)

POA&M entries are required even when weaknesses or deficiencies are remediated during the assessment or prior to the submission of the authorization package to the AO.

CA-6 Security Authorization
Refer to the AFTC How to Get an ATO document for details on the assessment and authorization process. Systems will be updated at least every three (3) years, when significant security breaches occur, or whenever there is a significant change to the system or to the environment in which the system operates.

The SSP/SCTM for a collateral system coming into a SAP environment should be reviewed and updated to reflect requirements for implementation in a SAP environment, e.g., media protection, personnel clearance and accesses, incident response and reporting, interconnections.

CA-7 Continuous Monitoring
The organization develops a continuous monitoring strategy and implements a continuous monitoring program that includes:

a. Establishment of security controls to be monitored;
b. Establishment of frequencies for monitoring and for assessments supporting such monitoring;
c. Ongoing security control assessments in accordance with the organizational continuous monitoring strategy;
d. Ongoing security status monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy;
e. Correlation and analysis of security-related information generated by assessments and monitoring;
f. Response actions to address results of the analysis of security-related information; and
g. Reporting the security status of organization and the information system thru an annual letter of assurance including a continuous monitoring report at least annually or when there is a significant change to the system; or to the environment in which the system operates.

The organization Continuous Monitoring Plan addresses all items above and will be reported annually as stated in item g. (Appendix J)

CA-7(1) Independent Assessment
Security Assessments are performed by the appointed SCA/SCAR via system assessment scans and reports. SCA/SCAR approval of the vulnerability assessment is considered review by an independent assessor. A hands-on assessment will be performed at the SCA/SCAR's discretion.

CA-9 Internal System Connections
Each organization's system SSP and topology diagram will identify internal connections to the information system and will document, for each internal connection, the interface characteristics (e.g., USB, Ethernet), and security requirements (e.g., printer security to include disabling unnecessary services, ports and protocols).

Any changes to the system's internal connections will be documented and an SIA will be submitted for approval.

This control applies to connections between organizational information systems and (separate) constituent system components (i.e., intra-system connections) including, for example, system connections with mobile devices, notebook/desktop computers, printers, copiers, facsimile machines, scanners, sensors, and servers. Instead of authorizing each individual internal connection, organizations can authorize internal connections for a class of components with common characteristics and/or configurations, for example, all digital printers, scanners, and copiers with a specified processing, storage, and transmission capability or all smart phones with a specific baseline configuration.
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CM-1 Configuration Management Policy and Procedures
The organization develops and documents a configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance. Procedures to facilitate the implementation of the configuration management policy and associated configuration management controls will be developed. The organization reviews and updates the current Configuration management policy and procedures at least annually.

DoD SAP-specific policy and procedures related to CM are defined in the remainder of this section (CM Controls) and in the Configuration Management Plan at Appendix L.

CM-2 Baseline Configuration
The organization develops, documents, and maintains under configuration control, a current baseline configuration of the information system. This configuration is documented in each system's authorization package through hardware and software lists and topology diagram(s). The configuration documentation must be maintained as systems change over time.

Prior to procurement of all non-US developed and open source software, a discussion with the SCA/SCAR is required to determine AO approval even if it appears on the AF Evaluated Products List (EPL) or reciprocal lists.

CM-2(1) Reviews and Updates
The organization reviews and updates the baseline configuration of the information system:

a. At least annually during the system's annual review. Changes will be annotated in the annual Letter of Assurance as well as any bodies of evidence that are affected by the change.;
b. When required due to significant or security relevant changes or security incidents occur. This will be documented in an SIA to report and obtain approval for system changes; and
c. As an integral part of information system component installations and upgrades.

CM-2(3) Retention of Previous Configurations
The organization retains documentation of at least one previous version of the baseline configuration of the information system to support rollback. All authorization package documentation to include system's hardware and software lists will be maintained and archived using classified system storage applications. The organization will retain copies of software on the system in the event a new patch/hotfix causes issues and a rollback is required.

For physical networks, one (1) image backup will retained either on a network share or separate media and, for virtual networks, at least two (2) images will be retained.

CM-2(7) Configure Systems, Components, or Devices for High-Risk Areas
When it is known that information systems will be located in high-risk areas (e.g., deployed locations, testing areas outside of facilities), the organization will ensure that the Trusted Platform Module (TPM) is enabled for encryption and use the 6 digit PIN upon bootup. Unless approved in the authorization package, equipment movement form, or deployment plan, SAP systems will not leave a SAPF.

CM-3 Configuration Change Control
All hardware and software changes to DoD SAP IS must go through a configuration change control process. All configuration changes to systems must also be documented in the system's maintenance log (Related control MA-2).

The organization:

a. Determines the types of changes to the information system that are configuration-controlled;
b. Reviews proposed configuration-controlled changes to the information system and approves or disapproves such changes with explicit consideration for security impact analyses;
c. Documents configuration change decisions associated with the information system;
d. Implements approved configuration-controlled changes to the information system;
e. Retains records of configuration-controlled changes to the information system for one (1) year or one(l)security review cycle, whichever is longer;
f. Audits and reviews activities associated with configuration-controlled changes to the information system; and
g. Coordinates and provides oversight for configuration change control activities through the Configuration Control Board.

NOTE: Some systems are required to maintain configurations IAW SPO-controlled configuration requirements. In this case, the process will be documented in the system's BoE and SPO documentation for configuration changes uploaded to the system BoE folders. 

Significant security-relevant changes as defined in the JSIG will require assessment and may require reauthorization of the information system. If significant security-relevant changes are required, a detailed Security Impact Assessment (SIA) including concept of operations will be submitted to the AO for approval outlining the implementation and assessment process. If in doubt on the significance of a change, the SCA shall be contacted to determine whether a change is significant.

Documented AO authorization (approved SIA) is required prior to implementing a security-relevant change. Refer to the JSIG for samples.

Minor and non-security relevant hardware and software changes as defined in the JSIG to information systems require an informational SIA or MFR for administrative changes.

Foreign software will be identified on the SIA at least as Security Non-Interfering so that it goes up for review for AO approval.

The addition of any server/workstation requires the ISSM/ISSO to perform vulnerability and STIG­ compliance scans to ensure the information system has been configured in accordance with the approved artifacts.

Since the ISSM is responsible for halting practices dangerous to security, the ISSM shall have authority to veto any proposed change he/she believes to be detrimental to security. In cases of disagreement, the change shall be postponed while the ISO or ISSM contacts the AO's office for resolution. Reference CA- 6.

Records of configuration-controlled changes to the information system must be retained for one year or one security review cycle, whichever is longer.

Hardware will not be connected to any system/network without the approval of the ISSM/ISSO.

Modifying, installing, or downloading any software on any computer system may affect system authorization and must be evaluated and approved by the ISSM/ISSO.

CM-3(2) Test/Validate/Document Changes
The organization will test, validate and document changes to the information system before implementing the changes on the operational system. The changes will be researched for possible vulnerabilities or changes, the system will be scanned prior to the install and after to confirm no security-relevant changes have been made, and the administrator will document all changes to the system in the maintenance log IAW the Configuration Management Plan (CMP).

CM-3(4) Security Representative
The system ISSM/ISSO will be the Cybersecurity representative for all Configuration Change Control discussions/decisions.

CM-3(6) Cryptography Management
Organizations will develop a plan to implement encryption including a method to securely escrow cryptographic keys for information systems within the facility (See sample Key Management Plan at Appendix M). Systems will use Bitlocker or other encryption software or self-encrypting drives with the keys being maintained securely. All key documentation or media will be maintained securely in a GSA­ approved safe with limited access or, on a network, securely on the network with limited access.

CM-4 Security Impact Analysis
The organization analyzes changes to the information system to determine potential security impacts prior to change implementation.

Proposed system changes will be evaluated not only from a cost/benefit perspective as it pertains to the mission, but also from a security perspective. The unit ISSM/ISSO will determine the security impact of the changes to the information systems by performing a Security Impact Analysis (SIA) (Appendix N) which will be included in the accreditation package or update. If the SIA shows a significant security risk to the system, the ISSM/ISSO will request approval prior to installation/use of that software or hardware. If the SIA shows little or no security risk with mitigating factors, the ISSM/ISSO will determine its installation and use and submit the change to the AO (See CM-3).

CM-4(1) Separate Test Environments
If the system's integrity impact level -Ask is moderate or higher, the organization will determine the security impact due to flaws, weakness, incompatibility or intentional malice by testing, validating and documenting changes to the information system before implementing the changes on the operational system. Most units do not have the resources for a test/development system. For those organizations, the change will go through a CCB to research possible vulnerabilities issues, the system will be scanned prior to the install and after to confirm no security-relevant changes have been made, the administrator will document all changes to the system in the maintenance log IAW the Configuration Management Plan (CMP).

CM-5 Access Restrictions for Change
Only privileged users have both the physical and logical access to make any changes to the system. All privileged users are identified in the SSPs for each system. Organizations are responsible for conducting scans or audits to validate configuration changes were implemented as intended and for supporting after-the-fact actions if unauthorized changes to the IS are detected.

CM-5(1) Automated Access Enforcement/Auditing
The information system enforces access restrictions through use of role based access and DAC and supports auditing of the enforcement actions.

CM-5(2) Review System Changes
The organization reviews information system changes at least annually or more frequently as the organization defines for low and moderate integrity systems and when there is an incident or when planned changes have been performed to determine whether unauthorized changes have occurred.

CM-5(5) Limit Production/Operational Privileges
The organization:

a. Limits privileges to change information system components and system-related information within a production or operational environment by
i. Restricting physical access to the system with limited facility access
ii. Restricting system access by limiting accounts to cleared and approved users
iii. Restricting object access on system by role-based permissions; and
b. Reviews and reevaluates privileges at least quarterly.

If other specific restrictions are required, this should be documented in the system's BoE.

CM-5(6) Limit Library Privileges
The organization limits privileges to change software resident within software libraries to privileged users only.

CM-6 Configuration Settings
The organization:

a. Establishes and documents within a hardening guide the configuration settings for information technology products employed within the information system using approved guides, such as DoD SRGs STIGs, NIST Security Configuration Checklists that reflect the most restrictive mode with the JSIG taking precedence as presenting community operational requirements;
b. Implements the configuration settings;
c. Identifies, documents and approves any deviations from established configuration settings for all configurable information system components; and
d. Monitors and controls changes to the configuration settings by performing quarterly (or approved frequency) STIG-compliance scans.

Refer to CM-3 for documentation of system configuration changes.

Any detected unauthorized security-relevant configuration changes to an information system must be documented and reported as a possible incident. Refer to the Incident Response Plan.

CM-6(1) Automated Central Management/Application/Verification
The organization employs automated mechanisms, when possible, to apply controls (e.g., local or group security policy on Windows). The STIG-compliance and vulnerability scanning provides configuration checks to verify settings.

CM-7 Least Functionality
Organizations shall:

a. Configure information systems and components to provide only essential capabilities. This includes allowing only the necessary ports, protocols, and services in accordance with functional needs, as defined in DoDI 8551.1, Ports, Protocols, and Services Management (PPSM) and DISA STIGs. This requirement must also consider the risk tolerance of the organization. PPSM documentation will be included in authorization package on the system(s).
b. Obtain and ensure compliance with the latest guidance regarding ports, protocols, and services. All network devices if the system is on a LAN, will be securely configured with only the required ports/protocols open and secured.
c. Configure information systems and components to disable the capability for automatic execution of code (e.g., AutoRun, AutoPlay- See SC-18(4) on guidance).
d. Configure software applications with only the required functionality for the system's operation. For example, if Microsoft Office is required, customize the install for only the required components such as Word, Excel. Remove any unnecessary components such as Access, Outlook, OneNote.

CM-7(1) Periodic Review
The information systems will be reviewed at least annually or as system changes or incidents occur to identify unnecessary and/or nonsecure functions, ports, protocols, and services. All functions, ports, protocols and services within the information system deemed unnecessary and/or nonsecure will be disabled. The review will be documented in the system's annual review ConMon report/spreadsheet.

CM-7(2) Prevent Program Execution
Information systems will be configured to provide only essential programs to general users by least functionality (e.g., only installing the portions of Microsoft Office that are essential to users).

Administrative program executions (e.g., installation files) are limited to administrative users and are monitored and logged by system audit service.

CM-7(3) Registration Compliance
Ports, protocols, and services on internal systems/networks are not required to be registered. Open PPS are reported to the AO with the submission of the authorization package.

CM-7(5) Authorized Software/Whitelisting
The organization:

a. Identifies software programs authorized to execute on the information system in their software list in the authorization package BoE;
b. Employs a deny-all, permit-by-exception policy to allow the execution of authorized software programs on the information system; and
c. Reviews and updates the list of authorized software programs at least annually.

All software must have a valid mission requirement. Types of software that are not authorized and must be waived in writing by the AO prior to introduction the SAP IS include:

a. Games
b. Public domain software or "shareware" which is obtained from unofficial channels (as defined by CNSSI 4009), any software not protected by copyright laws of any nation that may be freely used without permission of, or payment to the creator, and that carries no warranties from, or liabilities to the creator.
c. All software applications which have been developed outside government approved facilities, such as those developed on personally owned computers at home or software acquired via non­ government bulletin boards.
d. Personally owned software or software purchased using employee funds (either purchased or gratuitously acquired).
e. Software from unknown sources.
f. Illegally copied software in violation of copyright rules.
g. Software used for purposes other than allowed and specified in the End User License Agreement (EULA).
h. Music and video or multimedia compact disks not procured through official Government channels.
i. Software used to conduct business outside of official government duties.

CM-8 Information System Component Inventory
The organization develops and documents an inventory of information system components that:

a. Accurately reflects the current information system;
b. Includes all components within the authorization boundary of the information system;
c. Is at the level of granularity deemed necessary for tracking and reporting; and
d. Includes hardware specifications (manufacturer, type, model, serial number, physical location).

The organization reviews and updates the information system component inventory at least annually.

Information deemed necessary for effective accountability of information system components includes, for example, hardware inventory specifications and software version numbers. Inventory specifications include, for example, manufacturer, device type, model, serial number, and physical location.

CM-8(1) Updates During Installations/Removals
Units may update inventories of IS components upon installations, removals, and system updates; alternatively, units may maintain change documentation until such BoE updates are performed as part of the annual review. System changes will be submitted using the guidance outlined in CM-3.

CM-8(2) Automated Maintenance
The organization employs mechanisms to help maintain an up-to-date, complete accurate, and readily available inventory of information system components. The organization can choose to create excel spreadsheets for inventory information or use CV2 CASTS for maintaining information system inventories.

CM-8(3) Automated Unauthorized Component Detection
Most organizations have stand-alone systems or isolated networks and automated mechanisms aren't used for continuous detection. As mitigations, ports are locked down on systems to deny removable storage devices; software installations are only permitted by limited privileged users; annual system and component inventories are accomplished; software inventories are accomplished during annual package reviews; and switches are secured using port security and/or the shutdown of unused ports. Audits are conducted on the systems to look for unauthorized components weekly or IAW the system's approved frequency. If any unauthorized components are detected, it will be isolated and documented and the ISSM/ISSO will be contacted immediately.

CM-8(5) No Duplicate Accounting of Components
The organization verifies at least annually during the equipment inventory review (hardware and media) that all components within the authorization boundary of the information system are not duplicated in other information system component inventories.

CM-9 Configuration Management Plan
The organization develops, documents, and implements a configuration management plan (Appendix L) for the information system that:

a. Addresses roles, responsibilities, and configuration management processes and procedures;
b. Establishes a process for identifying configuration items throughout the system development life cycle and for managing the configuration of the configuration items;
c. Defines the configuration items for the information system and places the configuration items under configuration management; and
d. Protects the configuration management plan from unauthorized disclosure and modification.

CM-10 Software Usage Restrictions
The organizations use software and associated documentation in accordance with contract agreements and copyright laws and maintain a current listing of all approved software and licenses which tracks the use of software.

CM-10(1) Open Source Software
All open source software requests must be approved on an SIA by the AO prior to use.

CM-11 User-Installed Software
Only system administrators are authorized to install software on any organizational computing system. Privileged functions will be monitored during the system audits IAW approved frequency.

CM-11(2) Prohibit Installation Without Privileged Status
The information system prohibits user installation of software without explicit privileged status. Only system administrators are authorized to install software on any information system.
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CP-1 Contingency Planning and Procedures
The organization develops a contingency plan (see CP-2) and uses the responses in the remainder of this section for its policy and procedures. Both the contingency plans and the CP controls are reviewed at least annually.

CP-2 Contingency Plan
Due to the low availability impact level of contingency required for the system, the organization:

a. Develops an Information System Contingency Plan (ISCP) for the information system (see Appendix O for the unit ISCP) that:
1) Identifies essential missions and business functions (ISCP refers to system's BoE);
2) Provides recovery objectives, and notification and restoration procedures;
3) Addresses contingency roles and assigned individuals with contact information (Actual individual names and contact information will be reported in the SSP's Key Roles section);
4) Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure (this will be addressed with systems that have moderate or high availability impact levels);
5) Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and
6) Is reviewed and approved in system authorization packages.
b. Makes available copies of the ISCP to key personnel or roles identified in the plan;
c. Coordinates contingency planning activities with incident handling activities;
d. Reviews the contingency plan for the information system at least annually;
e. Updates the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing;
f. Communicates contingency plan changes to key personnel and organizational elements identified in the contingency plan; and
g. Protects the ISCP from unauthorized disclosure and modification (documented disruption/failure reports will be maintained on a system of the same classification as the report).

The ISSM/ISSO will get the period of outage time allowed prior to activating the ISCP from the ISO/PM and document in the SCTM or CSOP Addendum for this security control.

CP-3 Contingency Training
The organization provides contingency training to information system users initially during system access, when required by information system changes, and annually thereafter as part of their security awareness and incident response training. This training is part of the initial and annual Security Training referenced in AT-2 and documented with the unit's SAP Training Record Template and updated in JADE.

CP-4 Contingency Testing
The Contingency Plan is tested annually to determine the effectiveness of the plan and organizational readiness. For system general users, the annual training suffices as Contingency Testing. For organizational members required to participate in an actual contingency and recovery, the testing will be provided as email scenarios, tabletop discussions on the effectiveness of the Contingency Plan, or a Powerpoint presentation on an actual contingency and results.

Natural disaster testing based on geographical location can be used for Contingency Testing.

CP-7 Alternate Processing Site
For standalone systems and networks with low availability impact levels, alternate processing sites may not be applicable and this control can be tailored out. All other systems will address this control in their ISCP.

CP-9 Information System Backup
The organization conducts backups of their user-level data on standalone workstations at least quarterly to physically separate media. (See AU-4(1) for audit information backups.)

The organization conducts backups of their user-level data on networks at least weekly to a backup location (system or media). (See AU-4(1) for audit information backups.)

The backup information will be protected using NSA-approved or FIPS-compliant approved encryption.

In our environment, testing can limit the amount of backups performed. If testing, backups of user data will be performed at the end of the test but saved event logs, audit logs and maintenance logs if soft copies will be performed as stated above.

System-level backups are not performed due to space limitations. When a system fails, it will be rebuilt and backup data restored.

Backups will not be performed when drives are in dormant status and locked in a GSA-approved safe. Backups will resume once the drives are brought back into operation (Refer to the Dormant Drive Procedures at Appendix I).

CP-9(1) Testing for Reliability/Integrity
The organization tests backup information at least quarterly when backups are accomplished on physically separate media (see CP-9) or as defined in the contingency plan to verify media reliability and information integrity.

CP-10 Information System Recovery and Reconstitution
The organization provides for the recovery and reconstitution of the information system to a known state after a disruption, compromise, or failure (see ISCP). Upon recovery, all system configurations, file accesses, and permissions are verified to ensure confidentiality, integrity, and availability.

Reconstitution also includes assessments of fully restored information system capabilities, reestablishment of continuous monitoring activities, potential information system reauthorizations, and activities to prepare the systems against future disruptions, compromises, or failures.

CP-10(2) Transaction Recovery
If there are no transaction-based information systems (e.g., database management systems and transaction processing systems), this control can be tailored out. If an organization requires the use of a transaction-based information system, this control will be addressed on their SCTM or CSOP Addendum.
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IA-1 Identification and Authentication Policy and Procedures
The organization's identification and authentication policy and procedures are developed and documented in each system's authorization package and in the remainder of this section (IA Controls). Effective implementation of selected security controls and control enhancements are documented in the system's SSP and SCTM. These documents are reviewed and updated, if required, at least annually.

IA-2 Identification and Authentication (Organizational Users)
The organization will create unique identification for organizational users. Organizational users include employees or individuals that organizations deem to have equivalent status of employees (e.g., contractors, guest researchers, testers). This unique identification can be an extension to the user account name (e.g., ".ctr," ".tester''). All organizational users will be trained and required to sign the same documentation as all other users and required to use complex passwords (see AC-2).

IA-2(1) Network Access to Privileged Accounts
When multifactor authentication is not used, mitigating countermeasures are (1) personnel must use card swipe with a personally identifiable number (PIN) to gain access to the facility where the system is located and (2) All account accesses are monitored through system audits.

If multifactor authentication is not used, this control is not applicable and can be tailored out.  If multifactor authentication is used, the organization must address this security control in their SCTM or CSOP Addendum.

IA-2(2) Network Access to Non-Privileged Accounts
When multifactor authentication is not used, mitigating countermeasures are (1) personnel must use card swipe with a personally identifiable number (PIN) to gain access to the facility where the system is located and (2) All account accesses are monitored through system audits. 

If multifactor authentication is not used, this control is not applicable and can be tailored out.  If multifactor authentication is used, the organization must address this security control in their SCTM or CSOP Addendum.

IA-2(3) Local Access to Privileged Accounts
When multifactor authentication is not used, mitigating countermeasures are (1) personnel must use card swipe with a personally identifiable number (PIN) to gain access to the facility where the system is located and (2) All account accesses are monitored through system audits.

If multifactor authentication is not used, this control is not applicable and can be tailored out.  If multifactor authentication is used, the organization must address this security control in their SCTM or CSOP Addendum.

IA-2(4) Local Access to Non-Privileged Accounts
When multifactor authentication is not used, mitigating countermeasures are (1) personnel must use card swipe with a personally identifiable number (PIN) to gain access to the facility where the system is located and (2) All account accesses are monitored through system audits.

If multifactor authentication is not used, this control is not applicable and can be tailored out.  If multifactor authentication is used, the organization must address this security control in their SCTM or CSOP Addendum.

IA-2(5) Group Authenticator
If group accounts are not used, this control is not applicable and can be tailored out.

When group accounts are used, the organization requires individuals to be authenticated with an individual authenticator when a group authenticator is employed. If group authentication is required to support system operations and missions, the list of individual users requiring group access must be maintained and kept up-to-date and user access to group accounts must be documented in a log.

IA-2(8) Network Access to Privileged Accounts – Replay Resistant
For standalone workstations with no network connections, this control is not applicable and can be tailored out.  

On networks, some of the mitigations against replay attacks are:

a. Our networks are isolated and located inside vaults requiring card and swipe access to physical access;
b. Limited privilege accounts are used to deter numerous administrative logons; and
c. Network time is synchronized so that replay attacks are rejected if timestamps are skewed.

All network authentication will be properly encrypted and implement replay-attack resistance. Transport Layer Security (TLS) and time synchronous or challenge-response one-time authenticators will be used.

Remote sessions will be encrypted and implement replay attack resistance such as unique session ids, timestamps, etc. (e.g. SSHv2, Kerberos, TLS)

For connections from systems to networks devices, older technology (e.g., telnet) will not be used as it transmits its information in clear text with no encryption. Network devices will be configured for port security (e.g., mac address security).

Helpful Hints and Configuration Tips:

In Windows, Kerberos provides sufficient replay resistance for attacks. It holds additional authentication data, such as the ticket lifetime, and most important, the client's timestamp. Network system clocks will be synchronized (e.g., NTP using domain controller or other synchronization methods).

NTLM and NTLMv2 authentication is vulnerable to a variety of malicious attacks, including SMB replay, man-in-the-middle attacks, and brute force attacks. Reducing and eliminating NTLM authentication from your environment forces the Windows operating system to use more secure protocols, such as the Kerberos. Malicious attacks on NTLM authentication traffic resulting in a compromised server or domain controller can occur only if the server or domain controller handles NTLM requests. If those requests are denied, this attack vector is eliminated. NTLM usage within a domain can be restricted.

If you select any of the deny options, incoming NTLM traffic to the domain will be restricted. First, set the Network Security: Restrict NTLM: Audit NTLM authentication in this domain policy setting at Computer Configuration\Windows Settings\Security Settings\local Policies\Security Options, and then review the Operational log to understand what authentication attempts are made to the member servers. You can then add those member server names to a server exception list by using the Network security: Restrict NTLM: Add server exceptions in this domain policy setting.

IA-2(9) Network Access to Non-Privileged Accounts – Replay Resistant
For standalone workstations with no network connections, this control is not applicable and can be tailored out.  

On networks, some of the mitigations against replay attacks are:

a. Our networks are isolated and located inside vaults requiring card and swipe access to physical access; and
b. Network time is synchronized so that replay attacks are rejected if timestamps are skewed.

On networks, refer to IA-2(8) for further information on securing the network and protecting from replay attacks.

IA-2(11) Remote Access – Separate Device
For standalone workstations and isolated networks without external connections, this control is not applicable and can be tailored out.  

For systems with system interconnections, the information system does not implement multifactor authentication for remote access to privileged and non-privileged accounts. Multifactor authentication is currently not configured on our systems. Mitigating factors are the secure connection configurations and administrative privileges allowed on each separate systems connected by an NSA type-1 device (e.g., TACLANE). Audits are required on the systems to check for unauthorized access.

IA-2(12) Acceptance of PIV Credentials
 If PIV cards are not implemented, this control is not applicable and can be tailored out. Mitigating countermeasures are complex passwords with changes required every 90 days, least functionality, and access to the system is restricted with card and PIN swipe to facility housing the system.

If PIV cards are used, this control must be addressed in the system’s SCTM or CSOP Addendum.

IA-3 Device Identification and Authentication
This control is not applicable for standalone workstations without any connection and can be tailored out. System peripherals will have a direct connection to the system.

For networked systems, systems will use shared known information (MAC, TCP/IP) for device identification. Network devices will be configured with port security and, if available, RADIUS server authentication to manage the devices. This includes, but is not limited to servers, workstations, multi­ function machines, printers, routers, scanners, firewalls, VoIP telephones, video and VoIP (VVOIP), desktop video teleconference (VTC) devices, etc.

IA-3(1) Cryptographic Bi-Directional Authentication
This control is not applicable for standalone workstations without any connection to a device and can be tailored out.

All systems will be encrypted using NSA-approved or FIPS-compliant methods.

The operating system must authenticate all endpoint devices before establishing a local, remote, and/or network connection using bidirectional authentication that is cryptographically based. Without authenticating devices, unidentified or unknown devices may be introduced, thereby facilitating malicious activity. Bidirectional authentication provides stronger safeguards to validate the identity of other devices for connections that are of greater risk.

Interconnected systems use NSA Type-1 encryptors (e.g., TACLANEs or approved CSfC) to perform bi­ directional, cryptographically based authentication with the remote encryptor during their secure tunnel connections.

Networked servers perform basic identification and authentication (though it's not fully bi-directional, cryptographically based) with authentication-capable devices joined to the network. Mitigation for the lack of bi-directional, cryptographically based authentication for local networks is provided by the system being located in PSO-approved, secure operating facilities protected from installation of counterfeit devices as well as port protection enabled/configured on systems and devices.

Bidirectional authentication solutions include, but are not limited, to IEEE 802.lx and Extensible Authentication Protocol [EAP], Radius server with EAP-Transport Layer Security [TLS] authentication, Kerberos, and SSL mutual authentication.

IA-4 Identifier Management
The organization manages information system identifiers by:

a. Receiving authorization from ISO/PM or designated ISSM/ISSO to assign an individual, group, role, or device identifier (as stated in the SSP Account Management Policies section);
b. Selecting an identifier that identifies an individual, group, role, or device;
c. Assigning the identifier to the intended individual, group, role, or device;
d. Preventing reuse of identifiers for the life of the system; and
e. Disabling the identifier after 90 days of inactivity for individuals (See AC-2(3)).

Individual user identifiers (USERIDs) are used for identification of users on SAP information systems which shall be standardized (e.g., last name first initial, first.lastname) for each system (as stated in the SSP Account Management Policies section). This control also addresses individual identifiers not necessarily associated with information system accounts (e.g., identifiers used in physical security control databases accessed by badge reader systems for access to information systems). Each user has a unique username and it is not reused for the life of the system.

IA-4(4) Identify User Status
Individual identifiers for status of individuals (e.g., civilian, contractor) are not used on most systems with mitigating factors being the systems are in controlled facilities with limited access and limited accounts and no public communications. Some units may use the .civ, .mil, and .ctr identifiers on accounts.

IA-5 Authenticator Management
The organization manages information system authenticators by:

a. Verifying customer's identity by either personal recognition or identification card as well as verifying customer's clearances before allowing access to an information system;
b. Establishing initial authenticator content for authenticators (initial password);
c. Ensuring that authenticators have sufficient strength of mechanism (length and complexity) for their intended use;
d. Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised or damaged authenticators, and for revoking authenticators
1) Initial authenticator distribution must be in person after completing item "a." above,
2) Lost/compromised or damaged authenticators will be unit investigated and system audited before providing new authenticator,
3) Revoking authenticators will include disabling/deleting account when no longer needed (e.g., after user leaves organization, has accesses removed or directed by the GSSO/PSO);
e. Changing default authentication credentials prior to information system installation;
f. Not allowing the reuse of authenticators for the life of the system;
g. Requiring authenticators to be changed/refreshed within a time period not to exceed ninety (90) days;
h. Training all users to protecting authenticator content from unauthorized disclosure and modification;
i. Training and requiring individuals to take specific security safeguards to protect authenticators (e.g., not sharing; reporting lost, stolen, or compromised authenticators immediately); and
j. Changing authenticators for group/role accounts when membership to those accounts changes.

An account password shared among a group of users (i.e., group account) shall be specifically documented in the SSP and authorized for use by the AO or designee. If specifically authorized, shared account passwords must not knowingly be the same for any other account and shall be changed if a user leaves the group.

IA-5(1) Password-Based Authentication
The information system for password-based authentication:

a. Enforces minimum password complexity of at least 14 characters; contains a string of characters that does not include the user's account name or full name; includes one or more characters of the following character classes:
1) Uppercase Letter
2) Lowercase Letter
3) Numbers
4) Special Characters
b. Enforces at least 4 changed characters when new passwords are created. This should be relayed to users via initial and annual training.
c. Stores and transmits only cryptographically-protected passwords. Current operating systems are configured to encrypt passwords. This also applies to transmitting passwords using electronic means where the means of transmitting will be encrypted.
d. Enforces password minimum and maximum lifetime restrictions of at least 1 day lifetime minimum and 90 day lifetime maximum.
e. Prohibits password reuse for a minimum of 24 password generations.
f. Allows the use of a temporary password for system logons with an immediate change to permanent password forced.

When possible, systems shall be configured to automatically notify the user of the requirement to change their password at least fourteen (14) days before its expiration.

Configuration Tip:

For Windows, these password settings can be configured in the security policy at Computer Configuration \Policies\ Windows Settings \Security Settings \Account Policies \Password Policy. For 14 day notification, the policy is Computer Configuration\Policies\Windows Settings\Security Settings\Local Policies\Security Options\lnteractive Logan: Prompt user to change password before expiration.

For Linux, these passwords can be configured in the /etc/login.defs (for Redhat-based systems) or
/etc/pam.d/common-password (for Debian-based systems) and /etc/pam.d/system-auth files. Remember to make a backup of the configuration file before making changes. If configuring on a Red Hat Enterprise Linux 6 or above, /letc/pam.d/password-auth file needs to be modified as well.

Password Minimum Length: /etc/pam.d/system-auth
Password requisite pam_cracklib.so try_first_pass retry=3 minlen=14

Minimum Uppercase Letter: /etc/pam.d/system-auth
Password requisite  pam_cracklib.so try_first_pass retry=3  minlen=14 ucredit= -1

Minimum Lowercase Letter: /etc/pam.d/system-auth
Password requisite pam_cracklib.so try_first_pass retry=3 minlen=14 lcredit= -1

Minimum Numbers: /etc/pam.d/system-auth
Password requisite pam_cracklib.so try_first_pass retry=3 minlen=14 dcredit= -1

Minimum Special Characters (Other Characters): /etc/pam.d/system-auth
Password requisite pam_cracklib.so try_first_pass retry=3 minlen=14 ocredit= -1

Password Minimum Days (Minimum number of days allowed between password changes):
/etc/login.defs PASS_MIN_DAYS	1
Password Maximum Days (Maximum number of days a password may be used): /etc/login.defs PASS_MAX_DAYS	90

Password History and Reuse (How many passwords remembered that cannot be reused):
/etc/pam.d/ system-auth
Password sufficient pam_unix.so  md5 shadow nullok try_first_pass use_authtok remember= 24

Password Prompt to Change Password (Number of days warning given before a password expires):
/etc/login.defs PASS_WARN_AGE	14

With all the above changes in the /etc/pam.d/system-auth file, it would look like the below: 
Password requisite pam_cracklib.so try_first_pass retry=3 minlen=14 ucredit=-1 lcredit=-1 dcredit=-1 ocredit=-1 remember=24

By default, RHEL uses the /fcracklib" module to check password strength. However, this module doesn't enforce password strength checking on the ((root". To enforce password checking for all accounts including the root user, the /fpasswdqc" module can be used instead of /fcracklib". These modules perform similar functions and should not be used in the same PAM configuration file.

IA-5(2) PKI-Based Authentication
The organization has not implemented any PKl-based authentication on information systems.  If PKI-based authentication is not used, this control is not applicable and can be tailored out.  All SAP information systems use NSA-approved or FIPS-compliant encryption. Networked systems will use secure connections to other systems/devices to include secure shell or configured TACLANE (type 1 encryption) for interconnections.

If PKI-based authentication is used, this control must be addressed in the system’s SCTM or CSOP Addendum.

IA-5(3) In-Person or Trusted Third Party Registration
The registration process to receive USERIDs and passwords will be carried out via physical face-to-face or video and desktop teleconference, to the maximum extent possible. The identity of a user receiving a password must be verified as part of initial distribution of the password, using valid government identification (i.e., common access card (CAC), driver's license, or passport). Passwords issued shall be temporary and used (lone time," expiring immediately upon log-in.

For situations where face-to-face distribution is not feasible, due to location of the user in relation to the distribution agent, system access credentials may also be disseminated using one of the following methods identified below:

a. Email to the user, supervisor, or co-worker, via digitally signed and encrypted email using PKI, over a network that meets or exceeds the classification level of the network to which system access is being requested. Where PKI is not available, distribution via email with a "read receipt" or acknowledgement of receipt of email from the recipient is authorized as an acceptable alternative.
b. Secure telephone or video, after validating the employee's personal information in the appropriate database: name, USERID, date of birth and place of birth or other agreed upon security questions. System access credentials disseminated via secure telephone or video shall only be distributed over a network that meets or exceeds the classification of the network to which system access is being requested.

IA-5(4) Automated Support for Password Strength Determination
Passwords will be sufficiently strong to resist “password cracking" and other types of attacks intended to discover users' passwords. Information systems are configured to permit only complex passwords as stated in IA-5(1) above. A password cracking method will be used only with written AO authorization providing explicit direction for use during vulnerability testing. Only authorized personnel will have access to and use password cracking tools.

IA-5(7) No Embedded Unencrypted Static Authenticators
The organization ensures that unencrypted static authenticators are not embedded in applications or access scripts or stored on function keys. Administrative credentials may be stored for scheduled administrative/maintenance tasks if encrypted (e.g., task scheduler).

IA-5(8) Multiple Information System Accounts
The organization implements precautions including advising users that they must not use the same password for any of the following: Different systems with domains of differing classification levels; Access to different systems within one classification level (e.g., internal agency network and lntelink); Different accounts with different privilege levels (e.g., user, administrator) to manage the risk of compromise due to individuals having accounts on multiple information systems. Users are trained and sign a General or Privileged User Agreement which states that they agree not to use the same password for different domains.

IA-5(11) Hardware Token-Based Authentication
If PKI-based authentication is not used, this control is not applicable and can be tailored out.  All SAP information systems use NSA-approved or FIPS-compliant encryption. A mitigating factor is that personnel must use card swipe with a personally identifiable number (PIN) to gain access to the facility where the system is located.

If PKI-based authentication is used, this control must be addressed in the system’s SCTM or CSOP Addendum.

IA-5(13) Expiration of Cached Authenticators
For standalone workstations, this control is not applicable and can be tailored out. 

For networked systems, the information system prohibits the use of cached authenticators when the domain controller is not available so that network logons cannot be performed when system is not connected.

If applications have cached authenticator settings, the expiration should be set to 1 hour if the capability exists.

Configuration Tips:

In Windows, this can be set in the security policy at Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options\ Interactive logon: Number of previous logons to cache (in case domain controller is not available). This can also be set in Windows registry at HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon.

In Linux, credentials expiration is set in the PAM service, which processes authentication requests for the system by setting the cache_credentials and offline_credentials_expiration configurations.

IA-5(14) Managing Content of PKI Trust Stores
The organization has not implemented any PKl-based authentication on information systems. If PKI-based authentication is not used, this control is not applicable and can be tailored out.  All SAP information systems use NSA-approved or FIPS-compliant encryption. A mitigating factor is that personnel must use card swipe with a personally identifiable number (PIN) to gain access to the facility where the system is located.

If PKI-based authentication is used, this control must be addressed in the system’s SCTM or CSOP Addendum.

IA-6 Authenticator Feedback
The feedback from information systems does not provide information that would allow unauthorized individuals to compromise authentication mechanisms. The information system obscures the feedback of authentication information by displaying asterisks/dots when users type passwords into input devices.

IA-7 Cryptographic Module Authentication
A cryptographic module is a hardware or software device or component that performs cryptographic operations securely within a physical or logical boundary, using a hardware, software or hybrid cryptographic engine contained within the boundary, and cryptographic keys that do not leave the boundary. All hardware cryptographic modules used on classified information systems will be NSA­ validated.

Operating systems or database products provide their own cryptographic modules that are FIPS­ compliant and can meet the authentication to the crypto module requirement via their Role Based Access Controls (users and groups) built into the product.

For interconnected systems, Type-1 encryptors are NSA-validated. Type-1 encryption is used to create secure tunnels for data transport across external networks, and authentication of the Type-1 encryptors in the secure tunnel process is enabled by the Cryptographic Responsible Officer and system administrators through configuration of the encryptor's security settings and their loading of the encryptor's Firefly network encryption keys at both ends of the tunnel.

In all cases, users accessing the cryptographic module must be authenticated and granted the appropriate rights in order to access the encryption module.

Configuration Tips:

In Window, set the Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options\System Cryptography: Use FIPS-compliant algorithms for encryption hashing, and signing.

In Linux, when building the kernel, the fips=l kernel option must be used in the kernel command line. The operating system must be able to implement the FIPS-compliant cryptographic algorithms and hashes in the sshd_config file.

IA-8 Identification and Authentication (Non-Organization Users)
Non-organizational users are other than organizational users defined in IA-2 (Organizational users include employees or individuals that organizations deem to have equivalent status of employees (e.g., contractors, guest researchers, testers).)

Non-organizational users are not permitted on the organization's information systems. If there is a requirement for non-organizational users, units must address this control in their SCTM or CSOP Addendum.

IA-8(1) Acceptance of PIV Credentials from Other Agencies
Non-organizational users and PIV credentials from other agencies are not permitted on the organization's information systems. If there is a requirement for non-organizational users, units must address this control in their SCTM or CSOP Addendum.

IA-8(2) Acceptance of Third-Party Credentials
Organization information systems are not accessible to the general public and, therefore, do not accept any third-party credentials.  This control is not applicable and can be tailored out.

IA-8(3) Use of FICAM-Approved Products
Organization information systems are not accessible to the general public and, therefore, this control does not apply.  This control is not applicable and can be tailored out.

IA-8(4) Use of FICAM-Issued Profiles
Organization information systems are not accessible to the general public and, therefore, this control does not apply.  This control is not applicable and can be tailored out.
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IR-1 Incident Response Policy and Procedures
The organization develops, documents and disseminates to facility information system users an incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination, and compliance and procedures to facilitate the implementation of the incident response policy and associated incident response controls. This organization's specific policy and procedures related to incident response are defined in the Incident Response Plan (IRP) (Appendix P) and the remainder of this section. Incident response policy and procedures will be reviewed at least annually and updated if required.

IR-2 Incident Response Training
Initial and annual Security Awareness Training instructs all users as to what their roles/responsibilities are regarding incident response. IR team members are required to review the IRP identifying the incident response team and their duties, response reporting procedures and damage assessment.

General users are trained on what constitutes suspicious activity as it applies to the system, other users, and unauthorized individuals internal and external to the organization. General users are also trained on who and when to report suspicious activity. Privileged users are trained in preserving the scene, preserving the data (volatile and nonvolatile), chain of custody, and reporting requirements. Incident response training is accomplished annually.

IR-3 Incident Response Testing
The organization will conduct incident response testing IAW the IRP to determine the incident response effectiveness and any results documented. Incident response testing is provided to facility residents annually by simulated events (see IR-2(1)), email scenarios, or previous incident presentations.

Responses will be maintained if table-top or scenario emails are used and all testing will be discussed in further details as necessary to ensure all team members are fully aware of actions required in all types of incidents. Based on any lessons learned, the incident response procedures will be reviewed and amended as necessary.

IR-3(2) Coordination with Related Plans
The organization will coordinate the incident response testing with organizational elements responsible for related plans, such as the unit ISCP.

IR-4 Incident Handling
The organization:

a. Implements an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery IAW the IRP;
b. Coordinates incident handling activities with contingency planning activities; and
c. Incorporates lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises, and implements the resulting changes accordingly.

IR-4(1) Automated Incident Handling Processes
Most systems are isolated without connectivity or have an AO-approved direct connection using Type-1 encryptionFor these systems, all incident handling procedures are in the IRP and will be accomplished using the approved report format through email communications on systems approved for processing at the level of the report.

The use of an online incident management system must be coordinated with the unit GSSO, ISSM, and ISO.

IR-4(3) Continuity of Operations
The organization identifies classes/categories as defined in CJCSM 6510.01B and defines actions taken in response to classes on the approved Incident Response Report form to ensure appropriate actions are captured in the incident handling procedures. Security personnel maintain a list of all incidents.

IR-4(4) Information Correlation
The organization will correlate incident and responses within channels to achieve organization-wide perspective on incident awareness and response. All unit incident reports flow through the Wing where reports are maintained. Security personnel maintain a list of all incidents. These reports are used in incident response training presentations to train facility users on trends and processes to report incidents.

IR-4(6) Insider Threats – Specific Capabilities
The organization implements incident handling capabilities for insider threats. Insider threat incident information and process for reporting are included in the IRP in its own section to provide additional emphases on this type of threat.

IR-4(7) Insider Threats – Intra-Organization Coordination
The organization's Security and Cybersecurity personnel coordinate incident handling capability for insider threats with the local Program Security Officer (PSO).

IR-4(8) Correlation with External Organizations
The organization coordinates with local PSO as well as the command (AFTC, AFMC, and SAPCO) to correlate and share incident information to achieve a perspective on incident awareness and more effective incident responses. Incidents on SAP systems stay within SAP channels up through the SAPCO for external release. Incidents of SAP data spilled to non-SAP systems require PSO and AO notification prior to notifications outside of SAP channels.

IR-5 Incident Monitoring
The organization tracks and documents information system security incidents through approved Incident Reporting Forms (included in the IRP). Mechanisms in support of identification or detection will be used (e.g., collecting user statements of those involved in the incidents, reviewing and collecting system audit logs that capture events correlating with the incidents).

IR-5(1) Automated Tracking/Data Collection
There is no automated system used for tracking/data collection. All security incidents are handled according to the facility SOP and IRP and up channeled through the chain of command for oversight. Local tracking will be done by this organization's Incident reporting forms.

IR-6 Incident Reporting
The organization requires personnel to report suspected security incidents IAW the IRP timelines. In the case of a suspected incident, containment procedures must begin immediately. Organization ISSMs/lSSOs will report incidents IAW the IRP timelines to the PSO and appropriate SAP agency.

Incidents in progress are classified a minimum of UNCLASSIFIED//Handle via Special Access Channels Only (U//HVSACO). The PSO should be notified via secure communications as soon as an incident has occurred or is in progress. Initial/interim reporting should begin as soon as possible after knowledge of the incident and should continue until the incident is resolved. Organizations will continue to report until the incident is closed. The CA SAPCO, Director of Security, and AO will determine follow- on actions.

IR-6(1) Automated Reporting
The organization uses automated mechanisms involving a fillable approved Incident Response Report form and email communications to submit the report through SAP channels.

IR-6(2) Vulnerabilities Related to Incidents
The organization reports information system vulnerabilities associated with reported security incidents to the PSO, AFTC, AFMC, and the SAPCO for analysis and response determination, providing guidance to the site as needed. This provides an organization-wide awareness of incidents, a broader capability for identifying trends, and the potential to share information with other organizations in the community.

IR-7 Incident Response Assistance
The GSSO and ISSM/ISSO will provide advice and assistance to the users of the information systems for the handling and reporting of security incidents. All ISSOs, ISSMs and SAs must be trained in the proper handling of incidents. Since assigned personnel are not trained in forensic investigative techniques, we rely on PSO support to resolve those incidents requiring that capability.

IR-7(1) Automation Support for Availability of Information/Support
The organization employs automated mechanisms to increase the availability of incident response­ related information and support. Automated mechanisms for incident response-related information and support are employed through the use of appropriate websites and vulnerability databases (e.g., AFCERT, USCYBERCOM, IC IRC, etc.).

IR-7(2) Coordination with External Providers
The organization:

a. Establishes a direct, cooperative relationship between its incident response capability and external providers of information system protection capability; and
b. Identifies organizational incident response team members to the external providers.

For each incident, the response team members will be listed on the Incident Response Report form and will be provided to AFTC, AFMC, and the SAPCO.

IR-8 Incident Response Plan
The organization:

a. Develops an incident response plan that:
1) Provides the organization with a roadmap for implementing its incident response capability; 
2) Describes the structure and organization of the incident response capability;
3) Provides a high-level approach for how the incident response capability fits into the overall organization;
4) Meets the unique requirements of the organization, which relate to mission, size, structure, and functions;
5) Defines reportable incidents;
6) Provides metrics for measuring the incident response capability within the organization;
7) Defines the resources and management support needed to effectively maintain and mature an incident response capability; 
8) Is coordinated with the PSO, as appropriate; and
9) Is reviewed and approved by  AO (by giving authorization to operate);
b. Distributes copies of the incident response plan to all personnel with a role or responsibility for implementing the incident response plan;
c. Reviews the incident response plan at least annually (incorporating lessons learned from past incidents);
d. Updates the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing;
e. Communicates incident response plan changes to facility information system users; and
f. Protects the incident response plan from unauthorized disclosure and modification by securely storing it on a classified network with limited access.

IR-9 Information Spillage Response
The organization responds to information spills by:

a. Identifying the specific information involved in the information system contamination;
b. Alerting GSSO and PSO of the information spill using a method of communication not associated with the spill;
c. Isolating the contaminated information system or system component;
d. Eradicating the information from the contaminated information system or component; and
e. Identifying other information systems or system components that may have been subsequently contaminated.

Information spillage refers to instances where either classified or sensitive information is inadvertently placed on information systems that are not authorized to process such information. Such information spills often occur when information that is initially thought to be of lower sensitivity is transmitted to an information system and then is subsequently determined to be of higher sensitivity. At that point, corrective action is required. The nature of the organizational response is generally based upon the degree of sensitivity of the spilled information (e.g., security category or classification level), the security capabilities of the information system, the specific nature of contaminated storage media, and the access authorizations (e.g., security clearances) of individuals with authorized access to the contaminated system. The methods used to communicate information about the spill after the fact do not involve methods directly associated with the actual spill to minimize the risk of further spreading the contamination before such contamination is isolated and eradicated.

IR-9(1) Responsible Personnel
The organization assigns the ISSMs/lSSOs and GSSO with responsibility for responding to information spills. See local IRP.

IR-9(2) Training
The organization provides information spillage response training annually at the SAP Security Awareness Training.

IR-9(4) Exposure to Unauthorized Personnel
The organization employs security safeguard using inadvertent disclosure statements for personnel exposed to information not within assigned access authorizations.

IR-10 Integrated Information Security Cell
The organization establishes an integrated team for forensic/malicious code analysis, tool developing and real-time operators for incident response. Due to the environment our systems reside, this team will consist of local ISSMs, ISSOs, ISSEs, system administrators, testers, and software developers that are accessed to our systems.
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MA-1 System Maintenance Policy and Procedures
SAP-specific policy and procedures related to system maintenance are defined in the remainder of this section (MA Controls). These controls will be reviewed at least annually and updated if required.

MA-2 Controlled Maintenance
The organization schedules, performs, documents and reviews records of maintenance and repairs on SAP IS systems and approves and monitors all maintenance activities.

The System Administrator will schedule all maintenance activities accordingly to have the least impact on the user community. The GSSO and ISSM/ISSO should be notified of any maintenance performed outside of normal duty hours.

SAP Information systems or system components will not be removed from the facility for off-site maintenance or repairs unless explicit approval is received from the individual responsible for changes to the system (e.g., ISSM/ISSO) and the individual who approves removal of equipment from the facility (e.g., PSO/GSSO) as well as an AF SAPCO-approved sanitization for maintenance plan is in place. These information systems or system components will be sanitized to remove all information from associated media prior to removal from organizational SAPFs.

If appropriately cleared/accessed maintenance personnel are unavailable on site, an uncleared person (or one cleared to a lower classification level) may perform authorized maintenance under the supervision of a fully cleared, accessed, and technically knowledgeable escort. All classified processing within the immediate area of the maintenance activity will completely cease before any uncleared/unaccessed technician(s) enter the area. Cleared and accessed personnel will also completely sanitize work area before the technicians enter the space. Classified processing will resume only once the technician(s) leave. This escort is also responsible for recording the maintenance person's activities on the maintenance log. All uncleared/unaccessed maintenance technicians shall be U.S. citizens at a minimum. Once the work is complete, all potentially impacted security controls will be checked to verify that the controls are still functioning properly.

Maintenance Logs will include date and time of maintenance, name of the individual performing the maintenance, name of escort (if necessary), a description of the type of maintenance performed, and a list of equipment removed or replaced (including identification numbers, if applicable). Maintenance Logs will be retained for a minimum of one (1) year after equipment decommissioning or disposal.

MA-3 Maintenance Tools
All maintenance tools/equipment carried into the facility by maintenance personnel shall be inspected for improper modification prior to introduction into the facility. Devices with transmit capability (e.g., IR, RF, etc.) shall remain outside the facility unless explicitly approved by the PSO.

MA-3(1) Inspect Tools
The organization inspects the maintenance tools carried into a facility by maintenance personnel for improper or unauthorized modifications. If, upon inspection of maintenance tools, organizations determine that the tools have been modified in an improper/unauthorized manner or contain malicious code, the incident is handled consistent with the organization IRP.

Security Tip: Many cordless power tools have built-in Bluetooth technology. These type of devices may not be permitted inside SAPFs. 

Example: The DCF888 Cordless Impact Driver is based on the latest DEWALT® XR® Brushless Impact Driver (DCF887). Integrated Bluetooth® technology connects to the Tool Connect™ free mobile app and Inventory Manager web portal so you can track, manage and customize the tool. With Bluetooth® integrated within the tool.

MA-3(2) Inspect Media
All media containing diagnostic and test programs shall be checked for malicious code before the media are used in the information system. Media must remain within the facility. Prior to entering the facility, maintenance personnel must be advised that they will not be allowed to remove media from the facility. If deviation from this procedure is required under special circumstances, then each time the diagnostic test media is introduced into the facility it must undergo stringent integrity checks (e.g., virus scanning, checksum, disk closure, etc.) prior to being used on the IS, and before leaving the facility, the media must be checked to assure that no classified information has been written on it. Such a deviation must be approved by the ISSM or designee.

MA-3(3) Prevent Unauthorized Removal
Maintenance equipment introduced to the facility, to include cable flukes, laptops, etc. (approved by the PSO) will be inspected for organizational information before removal. If organizational information is found, the equipment will be retained pending sanitization of the equipment (currently under moratorium).

MA-4 Non-Local Maintenance
Non-local maintenance on information systems by communications through a network outside of the system's boundary is not authorized/permitted in our facilities unless specifically approved by the AFTC AO.

For non-local maintenance on devices or components of information systems that require shipment for repair or diagnostics, units must receive SAPCO approval for sanitization prior to release.

For non-local maintenance on devices or special test equipment shipped out for repair, reuse, calibration, modification, or redistribution units must follow the SAPCO-approved Test Equipment clearing procedures which incorporates logs, forms, and waiver notification letters to notify SAPCO of programs processed before clearing processes.

MA-4(1) Auditing and Review
Non-local maintenance on information systems by communications through a network outside of the system's boundary is not authorized/permitted in our facilities and, therefore, no auditing or review of the diagnostic sessions is required.

For non-local maintenance on devices or components of information systems that require shipment for repair or diagnostics, units must receive SAPCO approval for sanitization prior to release and must maintain records of the maintenance and diagnostic sessions.

For non-local maintenance on devices or special test equipment shipped out for repair, reuse, calibration, modification, or redistribution units must follow the SAPCO-approved Test Equipment clearing procedures and must maintain records of the maintenance and diagnostic sessions.

MA-4(2) Document Non-Local Maintenance
Non-local maintenance on information systems by communications through a network outside of the system's boundary is not authorized/permitted in our facilities unless specifically approved by the AFTC AO.  If not used,  no documentation of procedures is required.  If approved, the procedures should be documented and submitted with the system’s authorization.

For non-local maintenance on devices or components of information systems that require shipment for repair or diagnostics, units must receive SAPCO approval for sanitization prior to release that documents the required policies and procedures.

For non-local maintenance on special test equipment shipped out for repair, reuse, calibration, modification, or redistribution units must follow the SAPCO-approved Test Equipment sanitization procedures which documents the required policies and procedures.

MA-4(3) Comparable Security/Sanitization
Non-local maintenance on information systems by communications through a network outside of the system's boundary is not authorized/permitted in our facilities unless specifically approved by the AFTC AO.

If non-local maintenance is required for devices/components or special test equipment, only SAPCO approved sanitization procedures will be permitted for sanitization before the device is sent for repair/calibration.

MA-4(6) Cryptographic Protection
Non-local maintenance and diagnostic sessions on information systems by communications through a network outside of the system's boundary is not authorized/permitted in our facilities unless specifically approved by the AFTC AO.  If these sessions are not used, this control is not applicable and can be tailored out.  If used, this must be addressed in the SCTM or CSOP Addendum.

MA-4(7) Remote Disconnect Verification
Non-local maintenance and diagnostic sessions on information systems by communications through a network outside of the system's boundary is not authorized/permitted in our facilities unless specifically approved by the AFTC AO.  If these sessions are not used, this control is not applicable and can be tailored out.  If used, this must be addressed in the SCTM or CSOP Addendum.


MA-5 Maintenance Personnel
Except as authorized by the AO, personnel who perform maintenance on any program system shall be cleared to the highest classification level of information on the system and accessed to the program in question.

If appropriately cleared/accessed maintenance personnel are unavailable, procedures are documented in this Cybersecurity SOP, para 2.9.2, MA-2, Controlled Maintenance.

MA-5(1) Individuals Without Appropriate Access
Refer to 2.9.5 MA-5 above.
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MP-1 Media Protection Policy and Procedures
SAP-specific policy and procedures related to media protection are defined in the remainder of this section (MP Controls). These controls will be reviewed at least annually and updated if required.

Government issued media may only be used in the performance of assigned duties; personal use of government issued removable media is prohibited. Personally owned media are prohibited on all information systems.

Media which is not write-protected and is placed into an IS must be protected at the highest level of information on the system until reviewed and validated.

MP-2 Media Access
All media is controlled by the ISSM/ISSO. The local facility SOP approved by the PSO as well as the MP controls in this Cybersecurity SOP defines security measures used to control access to media. All media is controlled via Media Control Logs from entry to storage location and eventual destruction using approved equipment, techniques, and procedures.

Personally-owned thumb drives, CDs, and DVDs are prohibited from entering SAP-accredited facilities without PSO approval.

MP-3 Media Marking
All media will be marked IAW DoDM 5205.07-V4, Enclosure 6, Marking IS Storage Media Containing SAP Information. All storage media (removable and non-removable) shall have external security markings clearly indicating the classification and category (e.g., TS//SAR) of the information. All media will be marked with one Standard Form (SF) 700-series classification label or approved substitute and one data descriptor label (SF 711) or locally produced labels containing SF 711 contents.

Pre-printed labels are preferred; however, personnel may use a permanent marker (such as a "Sharpie") as long as required markings are visible and legible, and the marker does not damage the media. For optical media such as CDs and DVDs, markings will indicate a minimum of media's classification/caveat, media contents, scanned and closed date with media control officer's initials, and an media control or accountability number. Caveat markings will display only the program's trigraph, digraph, or other short title and SAR handling caveats as appropriate.

If the media is too small to contain these labels, locally produced smaller sized labels can be used with a control number and classification. The control number must match the media log entry with all the required information.

MP-4 Media Storage
All media is controlled by the ISSM/ISSO by ensuring classified media is secured in a GSA-approved safe and access to the media is restricted by proper clearance, need-to-know and organizational role.

Factory-sealed media does not need to be controlled until opened. Once opened, this media must be brought under control and stored within the SAPF in a locked cabinet under the control of the Media Custodian. At no time will any other users be permitted to have free access to blank media.

Blank optical media (CDs, DVDs) are maintained in a locked room or container preferably outside the facility and only retrieved when needed and then documented in the Media Control Log. If media is kept within the facility, once the factory seal is broken, all media is immediately controlled, stored within the SAPF in a locked cabinet, and marked for tracking. Removable, writeable optical media is controlled with two people until the disk is finalized/closed. If external hard drives are used, they will be encrypted and stored in a GSA-approved safe at the same level as the system the information was gathered from so that access is logged on the safe's Standard Form 702. External hard drives will also be controlled in a Media Control Log.

Commercial software maintained within the facility by IT personnel and used to update systems or maintain proof of license or purchase will also be logged in the Media Control Log and stored with unclassified media and stored out of site. This media must be write-protected or the closed session verified by IT personnel once it was used in a classified computer system. Commercial media still in shrink-wrap may remain this way and be secured in the same cabinet as other commercial media.

All media is protected until destroyed or sanitized using approved equipment, techniques, and procedures.

All TS//SAR media shall be accounted for under the direct management of the Top Secret Control Officer (TSCO).

MP-5 Media Transport
The organization:

a. Protects and controls all types of digital and non-digital classified and HVSACO media during transport outside of controlled areas;
b. Maintains accountability for information system media during transport outside of controlled areas;
c. Documents activities associated with the transport of information system media (e.g., media log annotation or AF Form 310); and
d. Restricts the activities associated with the transport of information system media to authorized personnel.

All classified program and HVSACO media storing data at rest shall be encrypted with FIPS-compliant drives or software using 256 bit encryption.

Appropriately cleared and briefed personnel may be authorized to escort or carry classified media between locations when other means of transmission or transportation cannot be used. Hand-carrying may be authorized only when:

a. The information is not available at the destination and operational necessity or a contractual requirement requires it.
b. The information cannot be sent via a secure e-mail or other secure means.
c. Personnel who transport classified media will use approved courier procedures according to the facility SOP or unit addendum. (Unclassified media will be transported in any approved manner that precludes unauthorized access to the media.)

MP-5(3) Custodians
Couriers are appointed to transport data and media outside of controlled areas utilizing the courier rules annotated in the Facility SOP.

MP-5(4) Cryptographic Protection
The information system implements cryptographic mechanisms to protect the confidentiality and integrity of information stored on digital media during transport outside of controlled areas.

Cryptographic mechanisms during transport outside of controlled areas shall be either NSA approved or FlPS-compliant.

MP-6 Media Sanitization
All media sanitization, destruction, reuse, and release actions/procedures shall be accomplished IAW the DoD CIO Memo, Department of Defense Standards and Reciprocity for Sanitization of Special Access Programs information Technology Devices dated 20 Apr 20 or subsequent guidance. 

Organizations shall sanitize, destroy, reuse, and/or release all media using Component SAPCO or SAO approved procedures.

Incineration, smelting, and disintegration (2mm or less in size) are the only approved methods of sanitization so that it is not usable and there is no known method or technique of retrieving or recovering the data.

Degaussing is no longer an approved form of destruction and may only be used as a risk reduction measure prior to physical destruction.

MP-6(1) Review/Approve/Track/Document/Verify
The organization reviews, approves, tracks, documents, and verifies media sanitization and disposal actions. Sanitization of SAP media must be done IAW DoD and DAF approved procedures.  All media is tracked on media logs and destruction is tracked using the media log and/or approved destruction forms.

MP-6(2) Equipment Testing
The organization tests sanitization equipment and procedures at least annually to verify that the intended sanitization is being achieved. Testing of equipment is documented (i.e., logs, MFRs, databases, etc).

Optical media (CD/DVD) shredders are used frequently and tested during use so annual testing is not required.

Degaussing does not constitute physical destruction but is used for risk reduction in storage or transport to destruction facilities and, therefore, require testing at least annually.

All other approved sanitization or risk reduction equipment will be tested periodically according to the manufacturer's recommendation but at least annually.

MP-6(3) Nondestructive Techniques
The organization uses nondestructive sanitization techniques (e.g., formatting the hard drive, destroying the encryption key) for initial sanitization of media prior to first use and not when the contents of the digital media require retention.

MP-7 Media Use
The organization prohibits the use of personal media or unauthorized/unofficial portable storage devices on systems. Organizations will employ technical and nontechnical safeguards (e.g., policies, procedures, rules of behavior) to restrict the use of information system media. Organizations will restrict the use of portable storage devices, by prohibiting access to certain external ports, or disabling/removing the ability to insert, read or write to such devices (see AC-6(1)). Organizations may also limit the use of portable storage devices to only approved devices including, for example, devices provided by the organization, devices provided by other approved organizations, and devices that are not personally owned. Finally, organizations may restrict the use of portable storage devices based on the type of device, for example, prohibiting the use of writeable, portable storage devices, and implementing this restriction by disabling or removing the capability to write to such devices.

Certain types of electronic media that have been previously classified under one program may be reused by another program of the same classification level or higher (e.g., S// ABC hard disk is transferred to S//XYZ, or S//ABC hard disk is transferred to TS//LMNO).

Best practices for wiping magnetic media or SSD for reuse include:

a. One time overwrite utilizing a known pattern and an AO approved product, and then verifying that the overwrite was successful utilizing a hex editor tool from the first to last sector; or
b. Encrypt the whole media with an AO approved whole disk encryption (WOE) tool and then destroy the key.

For any media type, any labels or evidence of the previous program will be removed prior to handoff to the gaining ISSM or Security Officer.

MP-7(1) Prohibit Use Without Owner
This organization prohibits the use of portable storage devices in organizational information systems when such devices have no identifiable owner.

MP-8 Media Downgrading
The organization prohibits the downgrading of any information system media.  If the data within the media is directed to be downgraded by the OCA, follow applicable program SCGs for downgrading instructions.  .

MP-8(1) Documentation of Process
The organization prohibits the downgrading of any information system media without PSO and AO approval. If downgrading is approved, the unit must document the media downgrading process by providing information such as the downgrading technique employed, the identification number of the downgraded media, and the identity of the individual that authorized and/or performed the downgrading action.

MP-8(2) Equipment Testing
The organization prohibits the downgrading of any information system media without PSO and AO approval. If downgrading is approved, the unit tests the downgrading technique and verifies the data and classification to verify correct performance.

MP-8(4) Classified Information
The organization prohibits the downgrading of any information system media without PSO and AO approval. If downgrading is approved, the unit downgrades using approved sanitization tools,     techniques, and procedures to transfer information confirmed to be classified at a lower level from classified information systems to unclassified media.
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PE-1 Physical and Environmental Protection Policy and Procedures
SAP-specific policy and procedures related to physical and environmental protection are defined in the remainder of this section (PE Controls). All SAPFs must be accredited (and TEMPEST certified as necessary) prior to receiving system authorization to operate.

Entrance into facilities shall be controlled IAW Facility SOP. This SOP and the remaining PE controls are reviewed at least annually and updated if required.

PE-2 Physical Access Authorizations
The organization:

a. Develops, approves, and maintains a list of individuals with authorized access to the facility where the information system resides;
b. Issues authorization credentials for facility access;
c. Reviews the access list detailing authorized facility access by individuals at least annually;
d. Removes individuals from the facility access list when access is no longer required; and
e. Ensures SAP Support Systems are controlled within a SAPF and managed by SAP cleared individuals. SAP Support Systems include card/badge creation systems, card reader systems, alarm systems, and music sound cover systems. These systems may be addressed in the Fixed Facility Checklist (FFC) or Facility SOP.

PE-2(3) Restrict Unescorted Access
The organization restricts unescorted access to the facility where the information system resides to personnel with security clearances and/or formal access approval as defined by the local security policy (i.e., Facility SOP).

Due to the highly sensitive nature of classified information stored within certain facilities, it is important that individuals lacking sufficient security clearances, access approvals, or need to know, be escorted by individuals with appropriate credentials to ensure that such information is not exposed or otherwise compromised.

PE-3 Physical Access Control
The organization:

a. Enforces physical access authorizations at entry/exit points to the facility where the information system resides by;
1) Verifying individual access authorizations before granting access to the facility; and
2) Controlling ingress/egress to the facility using access control systems;
b. Maintains physical access audit logs for facility/room entry/exit points;
c. Escorts visitors and monitors visitor activity;
d. Secures keys, combinations, and other physical access devices;
e. Changes combinations and keys when first installed or used and/or when keys are lost, combinations are compromised, or individuals are transferred or terminated.

PE-3(1) Information System Access
The organization enforces physical access authorizations to the information system with swipe card access. For networked systems, access is limited to computer racks to protect mission critical servers, network routers, etc. by locking the racks or securing the room with access limited to authorized users only.

PE-3(2) Facility/Information System Boundaries
The organization performs security checks monthly at the physical boundary of the facility or information system for unauthorized exfiltration of information or removal of information system components.

PE-3(3) Continuous Guards/Alarms/Monitoring
The organization employs alarms and access control systems to monitor every physical access point to the facility where the information system resides 24 hours per day, 7 days per week.

PE-4 Access Control for Transmission Medium
The organization controls physical access to information system distribution and transmission lines within organizational facilities using limited badge swipe access to prevent accidental damage, disruption, and physical tampering. Security safeguards to control physical access to system distribution and transmission lines include, for example: (i) locked wiring closets; (ii) disconnected or locked spare jacks; and/or (iii) protection of cabling by conduit or cable trays.

PE-5 Access Control for Output Devices
The organization controls physical access to information system output devices to prevent unauthorized individuals from obtaining the output.

Controlling physical access to output devices includes, for example, placing output devices in locked rooms or other secured areas and allowing access to authorized individuals only, and placing output devices in locations that can be monitored by organizational personnel. Monitors, printers, copiers, scanners, facsimile machines, and audio devices are examples of information system output devices.

Best practice dictates that a KVM switch used across classifications or security boundaries should conform to the National Information Assurance Partnership (NIAP) approved Protection Profiles (PP) for peripheral sharing switches and be identified on the NIAP Product Compliant List (PCL) or the NIAP Validated Products List (VPL). Products that have been moved to the NIAP Archived Products List may continue to be used if already deployed within an organization's IT infrastructure.

The following rules apply for KVM switches in SAPFs:

a. Systems using KVM switches shall not use keyboards or mice with wireless technology.
b. Positive and deliberate operator action is required to switch between connected systems; switches that automatically scan and switch between systems are not authorized; hot key switching capability is only authorized when all connected systems operate at the same classification level and accesses.  Note:  A KVM switch between components of the same system (e.g., between a file server and a mail server) need not be certified unless otherwise indicated by the CTTA.
c. Systems using KVM switches shall not employ "smart" or memory enhanced/data retaining keyboards, monitors or mice. These types of interfaces provide memory retention that creates a risk of data transfer between systems of different classifications.
d. Systems joined by multi-position switches shall utilize desktop backgrounds or banner software that display classification banners at the top and bottom. If the placement of the banner affects the functionality of the system, it should be placed at either the top or the bottom. The classification banner will state the overall classification and approved PIDs (or 'SAR') for the system in large bold type, and the banner background will be in a solid color that matches the classification.
e. Screen lock applications shall display the maximum classification of the system currently logged into and shall require the user to re-authenticate to unlock the screen.
f. Data of a higher classification shall not be introduced into a system of a lower classification.
g. The use of switchboxes for print services between classification and compartment levels is prohibited. Switchboxes may be used between the same classification and compartment levels for print services.
h. Users shall ensure different/unique passwords are used for each system connected
i. ISSM/ISSO/Supervisors shall ensure user training and compliance to the requirements associated with the introduction and use of multi-position switches (see KVM Training and Acknowledgement at Appendix Q).
j. All KVM switch positions shall be clearly marked with the appropriate classification labels and corresponding color.

The ISSM/ISSO is responsible for ensuring consistent port order and identification of all KVM switches within the SAPF. Where possible, a blank port shall be used between unclassified and classified networks. In addition, if multiple ports are unused, blank ports shall be placed between classification levels whenever possible. There is no requirement to apply tamper-resistant tape or other physical mechanisms to KVM switches. The following order shall be used for all KVM switches within SAPFs:

· NIPRNet
· S//REL
· Secure Internet Protocol Router Network (SIPRNet)
· S//SAR
· TS Collateral
· Coalition SCI

PE-5(3) Marking Output Devices
The organization marks all output devices in facilities containing information systems that that store, process, or transmit classified information indicating the appropriate security marking of the information permitted to be output from the device. Outputs devices include, for example, printers, monitors, facsimile machines, scanners, copiers, and audio devices.

Output devices such as printers and fax machines of differing security classifications will not be placed in close proximity to one another.

PE-6 Monitoring Physical Access
The organization:

a. Monitors physical access to the facility where the information system resides to detect and respond to physical security incidents; and
b. Reviews physical access logs at least quarterly and, upon occurrence of a possible security incident, contacts the PSO;

Physical access is also monitored by the base Security Forces. Security personnel are notified in the event of alarm activation. The facility has established hours of operation and any work outside of these hours requires GSSO concurrence. Facility access management is described in the Facility SOP. Activity Security Checklists, SF701s, are reviewed monthly.

Security incidents include, for example, apparent security violations or suspicious physical access activities. Suspicious physical access activities include, for example: (i) accesses outside of normal work hours; (ii) repeated accesses to areas not normally accessed; (iii) accesses for unusual lengths of time; and (iv) out-of-sequence accesses.

PE-6(1) Intrusion Alarms/Surveillance Equipment
The organization monitors physical intrusion alarms and surveillance equipment. Physical access is monitored by the base Security Forces. Security personnel are notified in the event of alarm activation. Surveillance equipment (monitors and access systems) are monitored by resident personnel during duty hours.

PE-8 Visitor Access Records
The organization:

a. Maintains visitor access records to the facility where the information system resides for at least two (2) years; and
b. Reviews visitor access records at least every 90 days.

SAPFs follow DoDM 5205.07-Vl guidance for visitor records and the IC Technical Specification for ICD/ICS 705 as referenced in DoDM 5205.07-V3, which require a minimum retention of two (2) years from date of last entry.

PE-12 Emergency Lighting
For facilities containing concentrations of information system resources including, for example, data centers, server rooms, and mainframe computer rooms, the organization employs and maintains automatic emergency lighting for the information system that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility. All facilities are constructed/maintained to the Unified Facilities Code (UFC) 3-530-01 01 which requires emergency lighting.

PE-13 Fire Protection
The organization employs and maintains fire suppression and detection devices/systems for the information system that are supported by an independent energy source.

This control applies primarily to facilities containing concentrations of information system resources including, for example, data centers, server rooms, and mainframe computer rooms. Fire suppression and detection devices/systems include, for example, sprinkler systems, handheld fire extinguishers, fixed fire hoses, and smoke detectors.

PE-14 Temperature and Humidity Controls
The organization:

a. Maintains temperature and humidity levels within the facility where the information system resides; and
b. Monitors temperature and humidity levels continuously. The facility housing the information system resources will be manually monitored. The ISSM/ISSO or system administrators will periodically check the system to ensure the system is properly functioning.

This control applies primarily to facilities containing concentrations of information system resources, for example, data centers, server rooms, and mainframe computer rooms.

Organizations will ensure that temperature and humidity controls with remote maintenance and testing (RMAT) capability are properly configured for use in a SAPF by disabling automatic or remote connection capability. When remote connection capability is required for central management of the HVAC system, it shall be identified on the FFC.

PE-15 Water Damage Protection
The organization protects the information system from damage resulting from water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel. In the event of building water damage, affected information systems should be moved to a dry location or, at least, elevated if a dry location is not nearby.

This control applies primarily to facilities containing concentrations of information system resources including, for example, data centers, server rooms, and mainframe computer rooms. Isolation valves can be employed in addition to or in lieu of master shutoff valves to shut off water supplies in specific areas of concern, without affecting entire organizations.

PE-16 Delivery and Removal
The organization authorizes, monitors, and controls all information system components entering and exiting the facility and maintains records of those items.

The IT staff controls all equipment entering and exiting the facility. In addition to the PSO approved equipment movement forms maintained by all equipment custodians, equipment inventory spreadsheets are maintained and kept up-to-date and equipment is inventoried on an annual basis (see CM-8).

PE-17 Alternate Work Site
If the system availability impact level is low and alternate work sites are not required for the system, this control is not applicable and can be tailored out.

If the availability impact level is moderate or high or the system's mission requires an alternate work site, the unit will address this in their SCTM or CSOP addendum.

PE-19 Information Leakage
The organization protects the information system from information leakage due to electromagnetic signals emanations. RED/BLACK separation in accordance with CNSSAM TEMPEST/1-13 is recommended for all SAPFs when it can be performed - within manageable cost parameters. RED/BLACK installation is specified by the PSO for TEMPEST compliance and SAPFs will follow the installation requirements in CNSSAM TEMPEST/1-13.

Cables should be color coded or labeled to identify the classification of the intended data carried and validate its connections and proximity to emanations security concerns.

Wireless, IR, and radio devices in SAPFs must be reviewed by the CTTA and approved by the CA SAPCO or PSO prior to introduction into the facility. Current guidance to the CTTAs from DNI states that any wireless signal penetrating the boundary of a SCIF / SAPF must be below -120 dB (basically non­ existent).

PE-19(1) National Emissions/Tempest Policies and Procedures
The organization ensures that information system components, associated data communications, and networks are protected in accordance with national emissions and TEMPEST policies and procedures based on the security category or classification of the information.
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PL-1 Security Planning, Policy and Procedures
SAP-specific policy and procedures related to planning are defined in the AFTC How to Get an ATO and the remainder of this section (PL Controls). These controls will be reviewed at least annually and updated if required.

PL-2 System Security Plan
SAP organizations shall ensure an SSP is developed for each information system that:

a. Explicitly defines the authorization boundary for the system;
b. Identifies the tailored controls (tailored in/out/modified) in the SCTM approved by the AO;
c. Provides the security categorization of the information system including supporting rationale;
d. Describes the operational environment for the information system and relationships with or connections to other information systems;
e. Provides an overview of the security requirements for the system;
f. Identifies any relevant overlays, if applicable;
g. Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring decisions;
h. Is approved by the AO through coordination with the SCA prior to plan implementation; and
i. Is reviewed at least annually or when system changes or modification impacts the security of the system.

Information System Owner (ISO) Responsibilities

The ISO is responsible for ensuring development and maintenance of the documentation for a security authorization package, to include the SSP and SCTM. The ISO shall ensure the SSP is reviewed at least annually and updated to address changes to the information system/environment of operation as well as problems identified during plan implementation or security control assessments. Reference [CA-6] for examples of changes requiring SSP updates.

SSP Content Classification

Often times the use of Unclassified Handle Via Special Access Channels Only (U//HVSACO) is used for SSPs to preclude the disclosure of general program-related information outside established SAP channels, minimize OPSEC indicators, and facilitate communication of information within SAPs. Consult your Service/ Agency representatives for proper classification guidance based upon applicable SCGs or other requirements. Black IP addresses captured in an SSP for SAP systems are generally unclassified. Red IP addresses captured in an SSP for SAP systems shall be protected within SAP channels.

PL-2(3) Plan/Coordinate with Other Organizational Entities
The organization plans and coordinates security-related activities affecting the information system with system users before conducting such activities in order to reduce the impact on other organizational entities.

Security-related activities include, for example, security assessments, audits, hardware and software maintenance, patch management, and contingency plan testing.

PL-4 Rules of Behavior
The organization:

a. Establishes and makes readily available to individuals requiring access to the information system, the rules that describe their responsibilities and expected behavior with regard to information and information system usage;
b. Receives a signed acknowledgment from such individuals, indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the information system;
c. Reviews and updates the rules of behavior at least annually; and
d. Requires individuals who have signed a previous version of the rules of behavior to read and resign when the rules of behavior are revised/updated.

Specific rules of behavior for General and Privileged users are noted in the SAP Supplemental guidance in the JSIG.

PL-4(1) Social Media and Networking Restrictions
The organization includes in the General User Guide/Acknowledgement rules of behavior explicit restrictions on the use of social media/networking sites and posting organizational information on public websites.

PL-8 Information Security Architecture
The organization describes the information security architecture of the system through thorough detailed descriptions in the SSP of the system overview, system environment, facility diagram, network architecture, system diagram, and system connectivity. The information security architecture is reviewed at least annually or when changes to the information system or its environment warrant to reflect updates in the enterprise architecture.

PL-8(1) Defense-in-Depth
Information systems that process SAP within the SAPF will enforce security safeguards, both physical and technical. The system will be guarded by alarms in a secure facility as well as a badge access requirement. The location of the system will be monitored for access. The system itself is protected by authentication to access information.

PL-8(2) Supplier Diversity
The organization uses procedures in place for product purchases obtained from different suppliers. Mandated GSA purchases and the software approval process define this control.  IT equipment must be procured in accordance with the AFMAN 17-1023, Information Technology Asset Management.
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PS-1 Personnel Security Policy and Procedures
SAP-specific policy and procedures related to personnel security are defined in the remainder of this section (PS Controls) and will be reviewed at least annually and updated if required.

PS-2 Position Risk Designation
OPM requires that all positions requiring access to SAP or SCI data be designated as 'Special-Sensitive'. Access to individual SAP programs will be completed through the DoDM 5205.07-V2, Personnel Security.

All individuals accessing any SAP information system are required to go through a screening process (see PS-3).

PS-3 Personnel Screening
The GSSO and ISSM/ISSO screen individuals prior to authorizing access to the information system. All individuals nominated for access to advanced programs are required to submit a pre-screening questionnaire. Individuals are rescreened according to personnel security guidelines, to include life changes such as marriage, divorce, co-habitation, arrests or other involvement with law enforcement, medical, or financial conditions. Individuals with clearances and accesses to information systems are rescreened or reinvestigated at least every 6 years.



Organizations shall further ensure that every user accessing an IS processing, storing, or transmitting types of classified information which require formal indoctrination, is formally indoctrinated for all information for which the user is authorized access.

PS-3(1) Classified Information
The organization ensures that individuals accessing an information system processing, storing, or transmitting classified information are cleared and indoctrinated to the highest classification level of the information to which they have access on the system. Clearances are adjudicated using the clearance access database.

PS-3(2) Formal Indoctrination
The organization ensures that individuals accessing an information system processing, storing, or transmitting types of classified information which require formal indoctrination, are formally indoctrinated for all of the relevant types of information to which they have access on the system.

Types of classified information requiring formal indoctrination include, for example, Special Access Program (SAP), Restricted Data (RD), and Sensitive Compartment Information (SCI).

PS-4 Personnel Termination
The organization, upon termination of individual employment:

a. Disables information system access within, if voluntary: as soon as possible, not to exceed 5 working days. If involuntary: Within same day as termination.
b. Terminates/revokes any authenticators/credentials associated with the individual;
c. Conducts exit interviews that include a discussion of the non-disclosure agreement and a discussion of prohibitions against: (i) the removal of classified information from the organization's control; and (ii) direction that information be declassified in order to remove it from the organization's control;
d. Retrieves all security-related organizational information system-related property;
e. Retains access to organizational information and information systems formerly controlled by terminated individual; and
f. Notifies other organizations that may have granted system accesses (for example, collateral systems, database access managed by another agency or organization).

Reference [AC-2] and [IA-4] for additional details.

PS-4(1) Post-Employment Requirements
The organization:

a. Notifies terminated individuals of applicable, legally binding post-employment requirements for the protection of SAP information; and
b. Requires terminated individuals to sign an acknowledgment (access termination/NOA) of post­ employment requirements as part of the organizational termination process.

PS-5 Personnel Transfer
The organization:


a. Reviews and confirms ongoing operational need for current logical and physical access authorizations to information systems/facilities when individuals are reassigned or transferred to other positions within the organization;
b. Initiates reassignment actions to ensure all system access no longer required (need to know) are removed or disabled within ten (10 )working days;
c. Modifies access authorization as needed to correspond with any changes in operational need due to reassignment or transfer; and
d. Notifies other organizations that may have granted system accesses (for example, collateral systems access, database access managed by another agency or organization) of the individual's transfer or reassignment.

Reference AC-2 for additional requirements.

PS-6 Access Agreements
The organization:

a. Develops and documents access agreements for organizational information systems;
b. Reviews and updates the access agreements at least annually; and
c. Ensures that individuals requiring access to organizational information and information systems:
1) Sign appropriate access agreements prior to being granted access; and
2) Re-sign access agreements to maintain access to organizational information systems when access agreements have been updated or at least annually

All users are required to read and sign a Standard Mandatory Notice and Consent provision for all DoD SAP IS, (i.e., General User Access Agreement and Acknowledgement of Responsibilities) prior to being granted access to DoD SAP information systems. In addition, privileged users are required to read and sign a DoD SAP Privileged User Access Agreement and Acknowledgement of Responsibilities prior to being granted elevated privileges to IS and applications. These agreements must be reviewed and updated upon account creation, user transfer or user termination.

The User Access Agreement shall be retained by the ISSM/SA for a minimum of two (2) years after access is removed.

PS-6(2) Classified Information Requiring Special Protection
The organization ensures that access to classified information requiring special protection is granted only to individuals who:

a. Have a valid access authorization that is demonstrated by assigned official government duties;
b. Satisfy associated personnel security criteria; and
c. Have read, understood, and signed a nondisclosure agreement.

PS-6(3) Post-Employment Requirements
The organization:

a. Notifies individuals of applicable, legally binding post-employment requirements for the protection of SAP information; and

b. Requires individuals to sign an acknowledgment (access termination/NOA) of these requirements, if applicable, as part of granting initial access to covered information.

PS-7 Third-Party Personnel Security
Third-party providers are not used by this organization for most units. If a third-party situation applies, the unit must contact your AO, PSO, and/or contracting representative for clarification and guidance. At a minimum, if this is a requirement, the organization:

a. Establishes personnel security requirements including security roles and responsibilities for third-party providers;
b. Requires third-party providers to comply with personnel security policies and procedures established by the organization;
c. Documents personnel security requirements;
d. Requires third-party providers to notify unit Security/Cybersecurity personnel of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges as soon as possible but not to exceed one working day; and
e. Monitors provider compliance.

Third-party provides include, for example, contractors and other organizations providing information system development, information technology services, outsourced applications, and network/security management.

PS-8 Personnel Sanctions
All instances where an individual fails to comply with established information security policies and procedures will be treated as security incidents and handled in accordance with DoDM 5205.07-Vl and User Agreement consequences. The organization will work with the local PSO on security incidents.
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RA-1 Risk Assessment Policy and Procedures
SAP-specific policy and procedures related to risk assessment are defined in the remainder of this section (RA Controls) and will be reviewed at least annually and updated if required.

RA-2 Security Categorization
The organization:

a. Categorizes information and the information system in accordance with FIPS Publication 199 and NIST Special Publication 800-60;
b. Documents the security categorization results (including supporting rationale) in the Security Categorization memo and security plan for the information system; and
c. Ensures that the security categorization decision is reviewed and approved by the authorizing official or authorizing official designated representative.

RA-3 Risk Assessment
The organization:

a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits. The risk assessment shall take into account:
1) Vulnerabilities, threat sources, and security controls planned or in place to determine the level of residual risk posed to organizational operations and assets, individuals, other organizations, and national security based on the operation of the system;
2) Risk to organizational operations, organizational assets, or individuals from external parties (e.g., service providers, contractors’ operating systems on behalf of the organization, individuals accessing organizational systems, outsourcing entities).
b. Documents risk assessment results in the Risk Assessment Report (RAR);
c. Reviews risk assessment results at least annually;
d. Disseminates risk assessment results to the authorizing official; and
e. Updates the risk assessment at least annually or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.
The Information Technology Categorization Selection Checklist is completed and submitted to the AO as a first step in the RMF process for a system.  See template at Appendix R with samples and notes for AFTC submissions.

RA-5 Vulnerability Scanning
Test information systems that process data within the facilities will be scanned for STIG-compliance and vulnerabilities at least quarterly or when major or critical vulnerabilities are announced.

Organizations shall use AO-approved vulnerability assessment tools (e.g., ACAS/Nessus) and procedures on all systems to include weapon systems, satellite systems, networks, information systems and system applications, as appropriate. Vulnerability assessment tools shall have the capability to readily update the list of system vulnerabilities scanned.

The ISSM/ISSO will ensure analysis of all vulnerability scan reports to determine whether reported vulnerabilities apply to the system. Some of the potential vulnerabilities reported by automated scanning tools may not represent real vulnerabilities in the context of the system environment. For example, some of the "vulnerabilities” flagged by the automated scanning software may not be applicable for a particular site (i.e., they may be false positives). Organizations shall attempt to discern what information about the system is discoverable by adversaries, document the information and determine potential risk.

Vulnerability and STIG-compliance scans will not be performed when drives are in dormant status and locked in a GSA-approved safe. Scans will resume once the drives are brought back into operation (Refer to the Dormant Drive Procedures at Appendix H).

In the test environment, some changes to the system or software cannot be made when testing. In those cases, the critical vulnerability scan findings will be added to the system POA&M with an estimated date of resolution/correction.

If scans are not accomplished quarterly, unit will negotiate with SCAR and document their control response in their SCTM or CSOP Addendum. The ISO/PM will work with the ISSM/ISSO to develop time windows to accomplish maintenance tasks on the system including upgrades and finding corrections.

RA-5(1) Update Tool Capability
The organization employs vulnerability scanning tools that include the capability to manually update the information system vulnerabilities to be scanned. STIG-compliance and ACAS/Nessus tools have the capability of downloading vulnerability updates to ensure current vulnerabilities are discovered and corrected.

RA-5(2) Update by Frequency/Prior to New Scan/When Identified
The organization updates the information system vulnerabilities scanned prior to a new scan or when new major or critical vulnerabilities are identified and reported.

RA-5(4) Discoverable Information
The organization determines what information about the information system is discoverable by adversaries and subsequently takes corrective actions to resolve the issue or report the deficiency.

Discoverable information includes information that adversaries could obtain without directly compromising or breaching the information system, for example, by collecting information the system is exposing or by conducting extensive searches of the web. Corrective actions can include, for example, notifying appropriate organizational personnel, removing designated information, or changing the information system to make designated information less relevant or attractive to adversaries.

RA-5(5) Privileged Access
The information system implements privileged access authorization to system components for vulnerability scanning activities. Only system privileged users (e.g., system administrators) are authorized to run the vulnerability scanning tools.

RA-6 Technical Surveillance Countermeasures Survey
If a full TSCM survey is required, this capability will be provided by AFOSI or Tempest qualified personnel. Locally, the facilities are inspected by the PSO prior to accreditation and annually inspected by the facility GSSO. The units also perform quarterly wireless access point scanning (SC-4(14)).
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SA-1 System and Services Acquisition Policy and Procedures
SAP-specific policy and procedures related to system and services acquisition are defined in the remainder of this section (SA Controls) and will be reviewed at least annually and updated if required.

SA-2 Allocation of Resources
The organization:

a. Determines information security requirements for the information system or information system service in mission/business process planning;
b. Determines, documents, and allocates the resources required to protect the information system or information system service as part of its capital planning and investment control process; and
c. Establishes a discrete line item for information security in organizational programming and budgeting documentation.

Resource allocation for information security includes funding for the initial information system or information system service acquisition and funding for the sustainment of the system/service.

SA-3 System Development Life Cycle
The ISSM/ISSO manages information system development life cycles (SDLC) based on technological capabilities of the system, warranty, storage capacity, and maintainability. The SDLC methodology includes information security considerations and IS security roles are identified in the system's SSP.

SA-4 Acquisition Process
The organization acquires information systems IAW applicable Air Force and DoD regulations and instructions. IT equipment must be procured in accordance with the AFMAN 17-1023, Information Technology Asset Management.  All acquisitions are done through the DoD processes and all systems are then secured by the local information technology and security experts and documented in the security controls. Security functionality, strength, assurance, and documentation are all taken into account in the information system acquisition process.

SA-4(1) Functional Properties of Security Controls
If not purchased through the secure DoD/AF required channels, the organization requires the developer of the information system, system component, or information system service to provide a description of the functional properties of the security controls to be employed. All information systems and components are secured and tested by the local information technology experts and documented in the security controls.

SA-4(2) Design/Implementation Information for Security Controls
If not purchased through the secure DoD/AF required channels, the organization requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed. All information systems and components are secured and tested by the local information technology experts and documented in the security controls.

SA-4(6) Use of Information Assurance Products
The organization:

a. Employs only government  off-the-she if (GOTS) or commercial off-the-shelf (COTS) information assurance (IA) and IA-enabled information technology products that compose an NSA-approved solution to protect classified information when the networks used to transmit the information are at a lower classification level than the information being transmitted; and
b. Ensures that these products have been evaluated and/or validated by NSA or in accordance with NSA-approved procedures.

SA-4(7) NIAP-Approved Protection Profiles
The organization:

a. Limits the use of commercially provided information assurance (IA) and IA-enabled information technology products to those products that have been successfully evaluated against a National Information Assurance partnership (NIAP)-approved Protection Profile for a specific technology type, if such a profile exists; and
b. Requires, if no NIAP-approved Protection Profile exists for a specific technology type but a commercially provided information technology product relies on cryptographic functionality to enforce its security policy, that the cryptographic module is FIPS-validated.

SA-4(9) Functions/Ports/Protocols/Services in Use
Functions, ports, protocols and services management will be accomplished by the local developer of the information system (information technology experts). Unnecessary services will be disabled. A ports, protocols and services (PPS) list documenting functionality of the services will be added to the individual information system SSP.

SA-4(10) Use of Approved PIV Products
This control is not applicable for systems that do not use Personal Identity Verification (PIV) capability.  If a system requires the use of PIV products, then it must be addressed within the system artifacts and approved by the AFTC AO.

SA-5 Information System Documentation
Information systems that process data within the facility will contain appropriate vendor specific documentation to configure and install systems. If not supplied, vendor documentation is obtained through vendor support site when needed. Appropriate Security Technical Implementation Guides (STIGs) will be used for security configuration of the system/device.

SA-8 Security engineering Principles
The ISSM/ISSO and ISSE apply information system security engineering principles in the specification, design, development, implementation, and modification of the information system. Systems under development shall assign an ISSE, if available, to ensure the information system is designed, developed, and implemented with required security features and safeguards. For legacy information systems, organizations will apply security engineering principles to system upgrades and modifications to the extent feasible, given the current state of the hardware, software, and firmware within the system.

Examples of security engineering principles include, but are not limited to:

a. Developing layered protections.
b. Incorporating security into the SDLC.
c. Delineating physical and logical security boundaries.
d. Tailoring security controls to meet organizational and operational needs.
e. Reducing risk to acceptable levels, thus enabling informed risk management decisions.

SA-9 External Information System Services
If external Information system services are not used, this control is not applicable and can be tailored out.

If external information system services are used, the organization:

a. Requires that providers of external information system services comply with organizational information security requirements and employ appropriate security controls in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;
b. Defines and documents government oversight and user roles and responsibilities with regard to external information system services; and
c. Monitors security control compliance by external service providers on an ongoing basis.

Any external information system services will require an SLA, MOA, MOU or ISA.

SA-9(1) Risk Assessments/Organizational Approvals
This control is not applicable for most systems as outsourcing of dedicated information security services is not used and can be tailored out.

If dedicated information security services (e.g., incident monitoring, analysis and response, operation of information security-related devices such as firewalls, or key management services) are used, an assessment of risk prior to the acquisition or outsourcing of dedicated information security services will be conducted and the approval of its use must be granted by the system AO.

SA-9(2) Identification of Functions/Ports/Protocols/Services
If external information systems services are not used, this control is not applicable and can be tailored out.

If external information systems services are required, the organization requires providers to identify the functions, ports, protocols, and other services required for the use of such services. The use of external information systems and services must be approved by the system's AO.

The SLA, MOA, MOU, or ISA will include details on ports, protocols, and services required for the external services.

SA-10 Developer Configuration Management
All configuration management of systems within a boundary in the facility is done by the local information technology experts to include design, development, implementation, and operation. All changes will be documented and only organization-approved changes to the system, component, or service will be implemented. Any security-relevant changes to the software or hardware will be documented and validated through continuous monitoring.

SA-10(1) Software/Firmware Integrity Verification
Information systems within the SAPF that provide internal development tools and software will document processes and procedures to ensure the integrity and validity of the code before it is introduced in the IS. Organizations should employ automated code review (software scan) or manual code review to validate.

SA-11 Developer Security Testing and Evaluation
The organization requires the security testing/evaluation of all information systems, system components, or information system services to confirm that the required security controls are implemented correctly, operating as intended, enforcing the desired security policy and meeting established security requirements. Security properties of information systems may be affected by the

interconnection of system components or changes to those components. These interconnections or changes (e.g., upgrading or replacing applications and operating systems) may adversely affect previously implemented security controls requiring additional testing/evaluation through system security scans to correct weaknesses and deficiencies identified. The results of the scans and corrections will be documented.

SA-12 Supply Chain Protection
Organizations shall conduct a due diligence review of suppliers prior to entering into contractual agreements to acquire information system hardware, software, firmware, or services including a review of supplier claims with regard to the use of appropriate security processes in the development and manufacture of information system components or products. The organization will use DoD/AF approved purchase procedures. At a minimum, the country of origin must be verified prior to entering into any contractual agreement. All IA-enabled software/hardware must be vetted by checking the Approved Products List and the approved NIAP equipment list and checked for known vulnerabilities.

SA-15 Development Process, Standards and Tools
Information systems within the SAPF that provide internal software development and integration will follow a documented development process that: (i) explicitly addresses security requirements; (ii) identifies the standard and tools used in the development process; (iii) documents the specific tool options and tool configurations used in the development process; (iv) documents, manages, and ensures the integrity of changes to the process and/or tools used in development; and (v) reviews the development process, standards, tools, and tool options/configurations at least monthly to determine if the process, standards, tools, and tool options/configurations selected and employed meet the appropriate documented security controls.

SA-15(9) Use of Live Data
The organization approves, documents, and controls the use of live data in development and test environments for the information system, system component, or information system service. Use of live data will be addressed in the system's SSP.

The use of live data in preproduction environments can result in significant risk to organizations. Organizations can minimize such risk by using test or dummy data during the development and testing of information systems, information system components, and information system services.

SA-19 Component Authenticity
The organization:

a. Develops and implements anti-counterfeit policy and procedures that include the means to detect and prevent counterfeit components from entering the information system by:
1) Thoroughly researching known vulnerabilities and known counterfeit issues, and
2) Thoroughly inspecting all components upon receipt.
b. Reports counterfeit information system components to Security Personnel and AO.

Sources of counterfeit components include, for example, manufacturers, developers, vendors, and contractors. Anti-counterfeiting policy and procedures support tamper resistance and provide a level of protection against the introduction of malicious code.

SA-22 Unsupported System Components
The organization:

a. Replaces information system components when support for the components is no longer available from the developer, vendor, or manufacturer; and
b. Provides justification and documents approval for the continued use of unsupported system components required to satisfy mission/business needs.

If unsupported system components are required for continued use, it will be added to the system's POA&M and justification for its continued use will be annotated with an estimated replacement date.

This control required to be implemented for all SAP systems. This control is non-tailorable for all SAP systems.
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SC-1 System and Communications Protection Policy and Procedures
SAP-specific policy and procedures related to system and communications protection are defined in the remainder of this section (SC Controls). These controls will be reviewed at least annually and updated if required.

SC-2 Application Partitioning
The information system separates user functionality from information system management functionality.

Information system management functionality includes, for example, functions necessary to administer databases, network components, workstations, or servers, and typically requires privileged user access. The separation of user functionality from information system management functionality is enforced by the operating system (i.e., general user group vs. administrator group or access controls/permissions). This type of separation includes, for example, web administrative interfaces that use separate authentication methods for users of any other information system resources.

SC-3 Security Function Isolation
The Information System isolates security functions from non-security functions through the enforcement of local or network group security policies. Archived Security event logs are isolated and accessible only by auditors. Only system administrators can install/remove software and run antivirus updates and provide account management, as well as perform any other administrative functions on the systems.

SC-4 Information in Shared Resources
The information system prevents unauthorized and unintended information transfer via shared system resources. The operating system accomplishes this by not allowing shared resources from one user session to another. Each user has their own user account with specific group access and permissions. DAC is used to prevent unauthorized and unintended information transfer via shared system resources. See PE-5 for KVM guidance.

SC-4(2) Periods Processing
For organizations requiring the use of periods processing, procedures will be documented in the SSP. Sanitization between periods processing will be accomplished and logged. Bagged and tagged drives not in use will be stored in a GSA-approved container and checked for tampering.
Auditing will be accomplished on bagged/tagged drives prior to storage and when taken out for use.

SC-5 Denial of Service Protection
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.

For systems that travel across boundaries, the information system protects against or limits the effects of denial of service attacks by the use of boundary protection devices, such as firewalls, routers, or other edge device, that can filter certain types of packets to protect information system components on internal organizational networks from being directly affected by denial of service attacks.

SC-5(1) Restrict Internal Users
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.

Information systems with external connections will be configured with appropriate egress filters, e.g, firewall, router, or other edge device, to monitor and restrict the flow of information outbound to protect against individuals having the ability to launch denial of service attacks against external systems. Networked information systems will be configured to monitor attempts of denial of service by using auditing and logging to monitor user activity.

SC-7 Boundary Protection
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.  Internal isolated networks will use private/non-publicly routable IP addresses.

For systems with external connections, the information system:

a. Monitors and controls communication at the external boundary of the system and at key internal boundaries within the system; and
b. Connects to external networks or information systems only through managed interfaces consisting of boundary protection devices (e.g., routers, firewalls) configured and secured using DISA STIGs and/or encryption devices (e.g., TACLANE, approved CSfC).

The system/network diagram will show boundary devices and data flow external to the system boundary.

For systems with connections outside the system boundary to provide test data/communications other than information systems/networks, connections will be addressed in the system SSP and system/network diagram. Boundary protection devices and/or approved encryption devices will be used for protected data entry into your system boundary.

SC-7(3) Access Points
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.  Internal isolated networks will use private/non-publicly routable IP addresses.

Any networked systems connected to external sites will limit the number of external network connections to the information system. The system will be secured using a secure edge device (e.g., firewall, router) and/or NSA-approved encryption device (TACLANE) and network traffic will be monitored.

SC-7(4) External Communications Services
If external voice or data telecommunications services are not used, this control is not applicable and can be tailored out.  If external communications services are used, this must be approved by the appropriate ISA and must be addressed in the SCTM or CSOP addendum.

SC-7(5) Deny be Default/Allow by Exceptions
For standalone workstations with the network interface card (NIC) disabled or removed, this control is not applicable and can be tailored out.

The information system at managed interfaces denies network communications traffic by default and allows network communications traffic by exception (i.e., deny all, permit by exception). This control applies to any system with active network interfaces by using a system firewall or a network device that can filter inbound/outbound traffic (e.g., TACLANE, firewall, router).

SC-7(7) Prevent Split Tunneling for Remote Devices
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.  Internal isolated networks will use private/non-publicly routable IP addresses.

 The use of remote devices is generally prohibited unless approved by the AFTC AO.  If the information system utilizes remote devices then the system must prevent the use of split tunneling as well as prevent users from accessing configuration settings.
SC-7(8) Route Traffic to Authenticated Proxy Servers
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.  Internal isolated networks will use private/non-publicly routable IP addresses.

 Connection to external networks that are outside of the organizational control must be approved within an ISA.  The ISA must include boundary protection controls and demarcation points to include the use of authenticated proxy services.

SC-7(9) Restrict Threatening Outgoing Communications Traffic
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.  Internal isolated networks will use private/non-publicly routable IP addresses.

The information system:

a. Detects and denies outgoing communications traffic posing a threat to external information systems; and
b. Audits the identity of internal users associated with denied communications.

Networked information systems connected to external systems will be configured to deny outgoing threatening communications by use of a network device such as a firewall or router. Traffic will be monitored and audited to detect possible threats.

SC-7(10) Prevent Unauthorized Exfiltration
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.  Internal isolated networks will use private/non-publicly routable IP addresses.

The organization prevents the unauthorized exfiltration of information across managed interfaces by use of a network device (e.g., firewall, router). Managed interfaces controlled by external connections will be addressed in the system's ISA and authorizations to operate will be current on each connected system.

This control enhancement is closely associated with cross-domain solutions and system guards enforcing information flow requirements.

SC-7(11) Restrict Incoming Communications Traffic
For standalone workstations with the network interface card (NIC) disabled or removed, this control is not applicable and can be tailored out.

Any information system with network interface enabled will restrict incoming communications not permitted on the system by use of a firewall or other managed interface (e.g., firewall, router, TACLANE) allowing communications by source/destination address, ports and protocols, or application (allowed communications).

SC-7(12) Host-Based Protection
For standalone workstations with the network interface card (NIC) disabled or removed, this control is not applicable and can be tailored out.

The organization implements hardware or software based protection (hardware firewall or Windows firewall) to secure system incoming and outgoing traffic.

SC-7(13) Isolation of Security Tools/Mechanisms/Support Components
For standalone workstations, this control is not applicable and can be tailored out.

If possible, networked systems that provide security tools/mechanisms will implement physically separate subnetworks with managed interfaces. As a mitigating technique, the location of these tools will be segregated and permitting only privileged users' access.

SC-7(14) Protects Against Unauthorized Physical Connections
The organization protects against unauthorized physical connections at any managed interface that crosses security domains or connects to an external network; such as but not limited to: cross domain solutions, a network boundary with a WAN, a partner network, or the Internet.

Information systems operating at different security categories or classification levels may share space within organizational facilities. To protect against unauthorized physical connections, units will employ clearly identified and physically separated cable trays, connection frames, and patch panels for each side of managed interfaces with physical access controls enforcing limited authorized access to these items. (See SC-8)

SC-8 Transmission Confidentiality and Integrity
The information system protects the confidentiality and integrity of transmitted information.

This control applies to both internal and external networks and all types of information system components from which information can be transmitted (e.g., servers, mobile devices, notebook computers, printers, copiers, scanners, facsimile machines). Communication paths outside the physical protection of a controlled boundary are exposed to the possibility of interception and modification.

Protecting the confidentiality and/or integrity of organizational information can be accomplished by physical means (e.g., by employing protected distribution systems) or by logical means (e.g., employing encryption techniques).

Networked systems connected to external systems will use NSA Type-1 encryption devices (TACLANEs) to protect the confidentiality and integrity of transmitted information.

When more than one computer network exists within a SAPF, a color coding scheme shall be developed to assist in the proper handling of classified information. Color coding of cables may be met by any of the following:

a. Purchasing/making cables with the proper color.
b. Placing colored tape every five feet along the cable length.
c. Wrapping tape around the length of the cable run.

If communications paths extend outside the facility, they will be protected with either Type-1 encryption or with a protected distribution system as defined in SC-8(1).

SC-8(1) Cryptographic or Alternate Physical Protection
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.  Internal isolated networks will use private/non-publicly routable IP addresses.

The information system implements cryptographic mechanisms to prevent unauthorized disclosure of, and detect changes to, information during transmission unless otherwise protected by alternative physical safeguards such as keeping transmission within physical areas rated IAW the sensitivity of the information or within a Protected Distribution System (PDS) when traversing areas not approved for the sensitivity of the information. Any isolated network connected to external systems will use NSA Type-1 encryption devices (TACLANEs) to protect the sensitivity of transmitted information.

SC-8(2) Pre/Post Transmission Handling
The information system maintains the confidentiality and integrity of information during preparation for transmission and during reception. All systems processing information are protected by encryption at the lowest level and only transmitted externally using NSA Type-1 encryption devices (e.g., TACLANEs). Any transmissions from indirect connections are transferred by trained and cleared agents and the information will be scanned on both the source and destination systems.

SC-8(3) Cryptographic Protection for Message Externals
Externally networked information systems within the SAPF will use NSA approved encryption devices so all traffic will be encrypted. Alternate physical safeguards include, for example, approved protected distribution systems.

SC-8(4) Conceal/Randomize Communications
For standalone systems or isolated networks without external connections, this control is not applicable and can be tailored out.  Internal isolated networks will use private/non-publicly routable IP addresses.

The information system uses secure tunnels created by NSA Type-1 encryption devices (e.g., TACLANEs or approved CSfC) to conceal all communications traffic transmitted over external networks. When practical, internal network traffic is concealed by operating system traffic encryption or the integral encryption capability provided by some of the installed applications. In addition, all internal network traffic is protected from intercept/flow analysis by being contained within a PSO-approved, secure operating facility or a protected distribution system. Methods to produce continuous fixed/random traffic patterns within our traffic flow are not currently in operation, and are not fiscally/operationally cost effective. This weakness is partially mitigated by our traffic patterns having limited direct correlation to real-world events, and also in that our external connections only communicate with a fixed, unvarying set of destinations.

This control enhancement prevents the derivation of intelligence based on communications patterns and applies to both internal and external networks or links that may be visible to individuals who are not authorized users. Encrypting the links and transmitting in continuous, fixed/random patterns prevents the derivation of intelligence from the system communications patterns. Alternative physical safeguards include, for example, protected distribution systems.

SC-10 Network Disconnect
For standalone workstations, this control is not applicable and can be tailored out.

The information system terminates the network connection associated with a communications session at the end of the session or after no more than one (1) hour of inactivity.

This control applies to both internal and external networks. Terminating network connections associated with communications sessions include, for example, de-allocating associated TCP/IP address/port pairs at the operating system level, or de-allocating networking assignments at the application level if multiple application sessions are using a single, operating system-level network connection. Time periods of inactivity may be established by organizations and include, for example, time periods by type of network access or for specific network accesses.

Organization account holders are trained to log off their systems to terminate any connections when leaving a system for longer than 6 hours or for the day and lock the system when walking away. Due to the mission of our systems, users may need to remain connected for testing and lock a system for continued activity. The mitigating factors are that users are limited on isolated networks to authorized and cleared users only and access to the system are limited requiring badge and swipe access. (See AC- 12)

Configuration Tip:

On Windows servers IAW the server STIG, configure the policy value for at Computer Configuration\
\Windows Settings\Security Settings\Local Policies\Security Options\MSS: (KeepAliveTime) How often keep-alive packets are sent in milliseconds to "300000 or 5 minutes (recommended)" or less.

SC-12 Cryptographic Key Establishment and Management
Test systems in the organization are configured with Bitlocker or LUKS (or equivalent) to encrypt the operating systems and verify boot process integrity and provide centralized management.

If keys are created and stored manually, they must be secured (sealed envelope) and stored in a GSA­ approved container with limited access.

Units will create a Key Management Plan (KMP) or use the KMP template attached (Appendix M).

SC-12(1) Availability
The organization maintains availability of information in the event of the loss of cryptographic keys by users.

Systems administrators can implement BitLocker/LUKS on managed devices within the isolated network to ensure that data while at rest stays protected. Backups of the encryption keys are made. By leveraging operating system or third party encryption methods, recovery keys can be stored for later retrieval in the event there's an emergency need to recover data on devices.

For systems using manual methods to encrypt all the systems, previously stored keys in sealed envelopes and stored in a GSA-approved container with limited access will be used for system recovery.

SC-12(2) Symmetric Keys
When symmetric keys are used, the organization produces, controls, and distributes cryptographic keys using FIPS-compliant or NSA-approved key management technology and processes. (See NIST SP 800-57Pt3R1)

Symmetric keys are used for the majority of encryption methods employed for both encryption of Data at Rest (DaR) and encryption in transport. Encryption of DaR must be performed using at least FIPS­ compliant technology and processes and the key should be controlled and distributed IAW FIPS 140-3. Encryption of data in transport inside of facilities, when utilized, must be performed using at least FIPS­ compliant technology and processes. To do this, the computer systems must be configured to operate in a FlPS-compliant manner. Encryption of data in transport outside of facilities will be accomplished using NSA-approved Type I encryption and the key will be controlled and distributed IAW NSA-approved technology and processes.

SC-12(3) Asymmetric Keys
When asymmetric keys are used, the organization produces, controls, and distributes cryptographic keys using FIPS-compliant or NSA-approved key management technology and processes. (See NIST SP 800- 57Pt3R1)

Asymmetric keys are rarely used, but when used, the technology should at least be FIPS-compliant. Asymmetric keys are generally associated with Public Key Infrastructure and is currently not used on most AFTC systems.

SC-13 Cryptographic Protection
The information system implements NSA-approved cryptographic algorithms in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and standards. See SC-8 for transmission and SC-28 for information at rest. The list of approved algorithms can be found in CNSSP 15 Annex B.

Configuration Tip:

In a Windows domain, Bitlocker configuration can be set in Group Policy at Computer Configuration> Policies> Administrative Templates> Windows Components> Bitlocker Drive Encryption. Confirm encryption algorithm is XTS-AES-256 by running the following command: manage-bde /status.

SC-15 Collaborative Computing Devices
Collaborative computing devices include, but are not limited to, VTC, VoIP telephones, VVolP, networked white boards, video cameras, and microphones. All collaborative computing equipment located in SAPFs must be approved by the PSO prior to introduction into the facility.

The following requirements apply to the use of all collaborative computing devices, regardless of whether they are used on SCI, SAP, collateral classified, or unclassified networks or systems.

a. Collaborative computing devices shall not be remotely activated -no exceptions, nor may they invoke auto-answer capabilities that automatically activate the video and audio recording/transmitting devices. Activation of collaborative computing devices requires an explicit action by the user (e.g., in the case of a VTC, the user is required to explicitly turn on the camera, speaker, and microphone) and an explicit indication that the equipment is in use and active.
b. Collaborative computing devices that provide video and/or audio conference capabilities shall provide a clearly visible indication that the video and audio mechanisms are operating to alert personnel in the facility when a collaborative computing session is in progress.
c. Camera lenses shall be covered with an opaque covering when the camera is not in use. No systems, documents, or media of higher classification may be displayed or in view of the camera.
d. Microphones must have a mute or hold capability (e.g., on/off switch).
e. While conducting a collaborative computing session, users shall take all reasonable measures to ensure that no unintended information is made audible or visible via the collaborative computing device. Users shall advise all personnel in the immediate area that the collaborative computing device will be operating and shall sanitize all sensitive material/systems that may be in view of the collaborative computing device.
f. Users shall not leave the collaborative computing device unattended while a session is in progress. Once the collaborative session is completed, the user shall take explicit action to disconnect/terminate the collaborative computing device. Users will ensure camera indicator light is off before leaving the facility/room where the VTC was connected.

SC-17 Public Key Infrastructure Certificates
The organization has not implemented any PKl certificates on information systems.  If PKI certificates are not used, this control is not applicable and can be tailored out.  

If PKI certificates are used, this control must be addressed in the system’s SCTM or CSOP Addendum.

SC-18 Mobile Code
The organization:

a. Defines acceptable and unacceptable mobile code and mobile code technologies;
b. Establishes usage restrictions and implementation guidance for acceptable mobile code and mobile code technologies; and
c. Authorizes, monitors, and controls the use of mobile code within the information system.

Mobile code is software obtained from remote systems outside the system authorization boundary, transferred across a network, and then downloaded and executed on a local system (e.g., a computer with a web browser) without explicit installation or execution by the recipient. 'Transferred across a network' includes transfers via media, aka sneakernet. Mobile code technologies are software technologies that provide the mechanisms for the production and use of mobile code. Mobile code technologies include, but are not limited to, Java, JavaScript, ActiveX, PDF, .NET, Postscript, Shockwave movies, Flash animations, and VBScript.

Mobile code transferred to isolated systems can only be accomplished by authorized, designated, and trained data transfer agents and are antivirus scanned before entering the classified system. Only system administrators can install executable files or designees given this isolated permission granularly for specific, developed mobile code. Some systems develop mobile code or other software and this is addressed in the system's SSP.

Additional Information:

DoD SAP policies define three risk categories for mobile code. Following a thorough risk assessment, each mobile code technology is assigned to one of three risk categories:

a. Category 1 (High Risk): These mobile code technologies provide broad functionality, allowing unmediated access to workstation, host, and remote system services and resources. Category 1 mobile code technologies have known security vulnerabilities with few or no countermeasures once they begin executing. They pose a severe threat to DoD SAP operations, and the high risk associated with their use outweighs almost all possible benefits.
b. Category 2 (Medium Risk): These mobile code technologies have full functionality, allowing mediated or controlled access to workstation, host, and remote system services and resources. They also have known fine-grained, periodic, or continuous countermeasures or safeguards against security exploits. Category 2 technologies pose a moderate threat to DoD SAP information systems; when combined with prudent countermeasures against malicious code and exploitation, their use can afford benefits that generally outweigh the risks.
c. Category 3 (Low Risk): These mobile code technologies provide limited functionality with no capability for unmediated access to workstation, host, and remote system resources and services, and they have fine-grained, periodic, or continuous security safeguards against security exploits. Category 3 technologies are of limited risk to DoD SAP systems. When combined with vigilance comparable to that required to keep any software system configured to resist known exploits, the use of Category 3 technologies affords benefits that generally outweigh the risks.


Organizations shall comply with mobile code requirements, usage restrictions, and implementation guidance for acceptable mobile code and mobile code technologies as follows:

a. Emerging mobile code technologies, that have not undergone a risk assessment and been assigned to a Risk Category by the AO, shall not be used.
b. Category 1 mobile code shall be signed by a trusted Certificate Authority. Use of unsigned Category 1 mobile code is prohibited. Use of Category 1 mobile code technologies that cannot block or disable unsigned mobile code (e.g., Windows Scripting Host) is prohibited.
c. Category 2 mobile code which executes in a constrained environment without access to system resources (e.g., Windows registry, file system, system parameters, and network connections to other than the originating host) may be used.
d. Category 2 mobile code which does not execute in a constrained environment may be used when obtained from a trusted source over an assured channel (e.g., JWICS, SIPRNet, SSL connection, S/MIME) or when signed with an approved certificate.
e. Category 3 mobile code may be used.

SC-18(1) Identify Unacceptable Code/Take Corrective Actions
Mobile code transferred to isolated systems can only be accomplished by authorized, designated, and trained data transfer agents and are antivirus scanned before entering the classified system. Only system administrators can install executable files or designees given this isolated permission granularly for specific, developed mobile code. Some systems develop mobile code or other software and this is addressed in the system's SSP.

Antivirus scanning tools and auditing policies will be used to prevent the unauthorized introduction of mobile code. Corrective action when unacceptable mobile code is detected include, for example, blocking, quarantine, or alerting administrators during scanning procedure.

SC-18(2) Acquisition/Development/Use
The organization ensures that the acquisition, development, and use of mobile code to be deployed in the information system meets all criteria for the transfer of data (mobile code - see SC-18 and 18(1) above) and use of mobile code software. All systems where the system use is for the development of software/mobile code will address procedures/restrictions in the system SSP.

All software acquisitions are done through the software approval process with new or foreign software requiring approval through the AO.

SC-18(3) Prevent Downloading/Execution
The information systems are isolated without internet connection and, therefore, prevents the download of any software/mobile code. All mobile code is either developed on the system and addressed in the system SSP or transferred via sneakernet by authorized, designated, and trained data transfer agents. Only system administrators can install executable files or designees given this isolated permission granularly for specific, developed mobile code which will also be addressed in the system SSP.

SC-18(4) Prevent Automatic Execution
The information system prevents the automatic execution of mobile code. Preventing automatic execution of mobile code includes disabling auto execute features on information system components employing portable storage devices such as Compact Disks (CDs), Digital Video Disks (DVDs), and Universal Serial Bus (USB) devices.

Configuration Tips:

In Windows, enable Computer Configuration\Administrative Templates\Windows Components\Autoplay Policies\Turn off Autoplay. Then select all drives in the Turn off Autoplay box to disable autorun on all drives.

In Linux, Autofs is disabled. It if is not disabled, it must be configured to not automatically mount/execute CD/DVD/USB storage. The default RedHat GUI, Gnome, has a built-in auto-mount feature that must also be disabled to limit via dconf.

SC-19 Voice Over Internet Protocol
If Voice Over Internet Protocol (VoIP) systems are used in the facilities, regardless of network classification, the organization establishes usage restrictions and implementation guidance for VoIP technologies based on the potential to cause damage to the information system if used maliciously.

For AFTC SAP Systems with VoIP capabilities, the unit authorizes, monitors, and controls the use of VoIP within the information system.

VoIP telephone instruments shall have a "Consent to Monitor'' label (e.g., DD Form 2056) or banner and an appropriate classification label or banner.

VoIP telephone instruments must be used in such a way to ensure, when in classified mode, no unintended conversations are picked up and transmitted outside the facility. SAFPs are used for classified discussions and users are trained in notifications to individuals in the area of classified conversations.

SC-20 Secure Name/Address Resolution Service (Authoritative Source)
For systems not using DNS, this control is not applicable and can be tailored out. If DNS is used, the DNS will be configured IAW the applicable STIG. 

Information systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to assure the authenticity and integrity of response data.

SC-21 Secure Name/Address Resolution Service (Recursive or Caching Resolver)
For systems not using DNS, this control is not applicable and can be tailored out. If DNS is used, the DNS will be configured IAW the applicable STIG.

Information systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to assure the authenticity and integrity of response data.

SC-22 Architecture and Provisioning for Name/Address Resolution Service
For systems not using DNS, this control is not applicable and can be tailored out. If DNS is used, the DNS will be configured IAW the applicable STIG. The information systems that collectively provide name/address resolution service for an organization are fault-tolerant and implement internal/external role separation. 

SC-23 Session Authenticity
For standalone workstations and isolated networks, this control is not applicable and can be tailored out.

Systems with external connections will used approved NSA encryption devices placed at each endpoint site to protect the authenticity of communication. Other mitigating factors for all systems are protected facility requiring badge and swipe access, system protections such as port protection, and escort of non­authorized personnel.

SC-23(1) Invalidate Session Identifiers at Logout
For standalone workstations, this control is not applicable and can be tailored out.

The information system invalidates session identifiers upon user logout or other session termination. Users on information systems that process data in the facility are trained to logout of their session. Applications (e.g., web applications) should be configured to not allow cached logons and enable session termination.

SC-23(3) Unique Session Identifiers with Randomization
For standalone workstations not using web applications, this control is not applicable and can be tailored out.

The operating system generates a unique session identifier for each session and recognizes only session identifiers that are system-generated.

For systems using web applications, unique session identifiers for each session shall be used.

Configuration Tips:

For web applications using IIS:

Open the IIS Manager.
Click the site name.
Under the "ASP.NET" section, select "Session State".
Under "Session State" Mode Settings, verify the "In Process" mode is selected.

Alternative method:
Click the site name.
Select "Configuration Editor" under the "Management" section.
From the "Section:" drop-down list at the top of the configuration editor, locate
“system.web/sessionState".
Verify the "mode" reflects "lnProc".

SC-23(5) Allowed Certificate Authorities
In general, information systems that process data in the facility are not configured to use certificates for the purpose of establishing a session.  For standalone workstations and networks not using certificate authorities, this control is not applicable and can be tailored out.

For information systems using certificate authorities for web applications, reliance on certificate authorities (CAs) for the establishment of secure sessions includes, for example, the use of Secure Socket Layer (SSL) and/or Transport Layer Security (TLS) certificates. These certificates, after verification by the respective certificate authorities, facilitate the establishment of protected sessions between web clients and web servers.

SC-28 Protection of Information at Rest
The organization will protect the confidentiality and integrity of program data residing on non-volatile devices (e.g., hard drive, tapes, optical discs, flash drives) to include workstations, servers and off-line storage. The organization will use FIPS-compliant, 256-bit cryptographic algorithm devices/methods to protect all program data.

To protect confidentiality, cryptographic mechanisms shall be implemented to complement protection of DAR (also known as information at rest), using approved cryptographic algorithms methods identified in SC-13. Reference MP-5 for data encryption as well as media transport requirements, i.e., mobile devices and removable media.

Full drive encryption is the preferred best practice over other forms of DAR encryption.

Standalone workstations and isolated networks will use Bitlocker, LUKS, self-encrypting drives, or similar encryption methods to encrypt data at rest on systems.

SC-28(1) Cryptographic Protection
The information system implements cryptographic mechanisms to prevent unauthorized disclosure and modification of information on systems/networks in the SAPFs. (See SC-28)

Control Tip:

Organizations using the Wnidows 10 OS for their information system will implement data at rest for internal hard drives by using the built-in Bitlocker software using a 256-bit cryptographic algorithm.  External drives used for indirect connections will be FIPS-compliant using a 256-bit cryptographic algorithm.  Units using RHEL will need to set FIPS compatibility during OS installation or kernel build.

SC-38 Operations Security
The organization limits the sharing of information to protect key organization information throughout the system developmental life cycle. Though user initial and annual security training, users are reminded of operations security and the importance of safeguarding all information to protect the confidentiality of key information. The Security Classification Gulde (SCG) ls a vital document for to safeguard the confidentiality of key program information.

SC-39 Process Isolation
The information system maintains a separate execution domain for each executing process. Use of a modern operating system meets this control for most systems as core isolation features are available.

SC-42 Sensor Capability and Data
The ISSO/ISSM will disable any wireless capability from mobile devices. Wireless and Bluetooth cards will be physically removed, if possible, or disabled. The ISSO/ISSM will then disable all mobile device sensors with the capability to collect and record data entering the secure facility. Some examples of mobile devices sensors include cameras, microphones, Global Positioning Systems (GPS), by disabling the sensors; this will prohibit the remote activation of it in the facility.

SC-42(3) Prohibit Use of Devices
All residents/visitors are prohibited from bringing in cell phones, two-way pager and other prohibited devices as outlined in the local facility SOP. Residents are briefed of prohibited devices during initial and annual security awareness training. Visitors are asked to remove any prohibited items before entering the secure facility.

[bookmark: _Toc107234385]System and Information Integrity (SI)

SI-1 System and Information Integrity Policy and Procedures
SAP-policy and procedures related to system and information integrity are defined in the remainder of this section (SI Controls), Cybersecurity SOP and Addendums, and system SSPs. These controls and documents will be reviewed at least annually and updated if required.

SI-2 Flaw Remediation
The organization:

a. Identifies, documents, and corrects information system flaws;
b. If possible, tests software and firmware updates related to flaw remediation for effectiveness and potential side effects before installation. If test/development systems do not exist, the unit will research updates for known issues and run system compliance and vulnerability scans before the update and after to determine any security-related changes;
c. Installs security-relevant software and firmware updates. Updates will be installed according to the frequency noted in RA-5. If an update is critical and installation mandated, the update will be installed unless an extension is requested. Some RTD&E systems have unique software requirements and these organizations don't have control of the software installed or update on their information systems. The System Program Office (SPO) provides software updates based on the SPO software test environment and update schedule. Some RTD&E systems have dedicated test periods which place the system in static status for an undetermined period of time. During this test period any variables introduced into the test environment could nullify test results, which could result in an increase in program cost and delays in the testing schedule.
d. Incorporates flaw remediation into the organizational configuration management process.

Flaw remediation refers to software patch management.  Nessus and ACAS are the recommended vulnerability scanners. Organizations will scan information system at least quarterly (see RA-5), download software patches from reliable resources, test patches, if possible, to avoid breaking the operational system and then install patches. The system/network administrator will also routinely review vendor sites, bulletins and notifications and proactively patch software with ISSO/ISSM approval. Software vulnerability research and system vulnerability scan should be combined to provide a more complete status of system vulnerability.

In the test environment, some changes to the system or software cannot be made during active test missions. In those cases, the vulnerability scan finding will be added to the system POA&M with an estimated date of resolution/correction. For long periods of testing, the organization should establish maintenance windows with the test engineers for critical patches. They should receive updated test schedules to assist in establishing these maintenance windows. For test systems that cannot meet the maintenance window and critical patches cannot be installed in 6 months timeframe, discussions with the SCA/SCAR are required.

Flaw remediation will not be performed when drives are in dormant status and locked in a GSA­ approved safe. Flaw remediation will resume once the drives are brought back into operation (Refer to the Dormant Drive Procedures at Appendix I).

SI-2(1) Central Management
 Flaw remediation management includes the planning, implementation, assessing, authorizing and monitoring of the system flaw remediation process as defined by the organization. ISSO/ISSM will retain and document flaw remediation installations on information systems (maintenance logs) and information system configuration settings as part of central management.

SI-2(2) Automated Remediation Status
The organization employs automated mechanisms to determine the state of information system components with regard to flaw remediation. The organization will conduct scans of their systems using ACAS/Nessus tools or another approved scanning software/tool to provide output of the system state with regards to flaw remediation. (see RA-5)

SI-2(3) Time to Remediate Flaws/Benchmark for Corrective Actions
Every RDT&E information system is unique in the software used and their operational environment. Trend analysis from previous flaw remediation should be used to determine the time for flaw identification, flaw testing and flaw remediation. The organization will:

a. Measure time flaw identification and flaw remediation by using documented 155O/ISSM notification of flaw and referring to maintenance logs to determine the time required for flaw remediation; and
b. Determine the benchmark (time frame) for taking action for flaw remediation.

SI-2(6) Removal of Previous Versions of Software/Firmware
When updated versions of software/firmware are installed, the system administrator will verify that all previous versions have been removed. If not, the system administrator will manually remove previous software and or firmware once the software has been updated to a newer version. Failure to remove older software could provide an additional attack surface for the adversary to exploit and potentially make the system non-compliance with SA-22.

In some instances, the previous versions of software will have to be maintained if newer software is not backward compatible. If this is the case (e.g., Matlab), the SIA requesting the new software will document the requirement to maintain the previous versions.

SI-3 Malicious Code Protection
The organization:

a. Employs malicious code protection mechanisms at information system entry and exit points to detect and eradicate malicious code;
b. Updates malicious code protection mechanisms, at a minimum, monthly;
c. Configures malicious code protection mechanisms to:
1) Perform periodic scans of the information system at least weekly and real-time scans of files from external sources at endpoints and network entry/exit points as the files are downloaded, opened, or executed in accordance with organizational security policy; and
2) Block and quarantine malicious code then provide an alert to the Cybersecurity personnel who will, in turn, proceed with incident response procedures in the organization's IRP; and
d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.

Malicious code updates will not be performed when drives are in dormant status and locked in a GSA­ approved safe. Updates will resume once the drives are brought back into operation (Refer to the Dormant Drive Procedures at Appendix I).

SI-3(1) Central Management
 A client/server antivirus model will be identified within the system SSP and SCTM. ISSO/ISSM will retain and record malicious code protection updates and information system configuration settings (maintenance logs) as part of central management.

SI-3(2) Automatic Updates
For standalone workstations, malicious code protection signature and software will be manually updated by designated system administrator. For systems deploying workstation/server managing malicious code protection, the ISSO/ISSM will ensure the software and signature definitions will be automatically updated to clients. If the network doesn't have the capability (e.g., software) to automatically update clients, all systems will be updated. The unit will log the antivirus update installation in the system/network maintenance log.

SI-3(10) Malicious Code Analysis
The organization does not analyze and/or test malicious code. Malicious code analysis will be conducted by a trained forensics team. However, if any malicious code is introduced to the information system, it will be evaluated and documented and included in incident response training and an Incident Reporting Form will be initiated and completed.

SI-4 Information System Monitoring
The organization:

a. Monitors the information system through to detect information systems attacks and unauthorized local or network connections;
b. Identifies unauthorized use of the information system through information systems' security audits, port protection logs (if using third-party tools (e.g., P3)), firewall logs (if firewall is enabled and used), and system vulnerability scans to identify unauthorized use of the information system;
c. Protects information obtained from any intrusion-monitoring tools, if used, from unauthorized access, modification, and deletion;
d. Heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information;
e. Obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations;
f. Provides information system monitoring information to Cybersecurity personnel for trend analysis; and
g. Reports to the PSO if there are any indications of activities that may violate federal laws, Executive Orders, directives, policies or regulations.

For networked systems that include monitoring devices (e.g., intrusion detection or prevention systems), the devices will be deployed strategically within the information system and at ad hoc locations within the system to track specific types of transactions of interest to the organization Strategic locations for monitoring devices include, for example, selected perimeter locations and near server farms supporting critical applications, with such devices typically being employed at the managed interfaces.

SI-4(1) System-Wide Intrusion Detection System
For standalone systems and isolated networks, this control does not apply and can be tailored out. 

For networked systems, system­ wide intrusion detection systems are recommended; however, these systems are connected to other systems using an NSA Type-1 encryption device (e.g.,TACLANE, or approved CSfC) and those connections are terminated to only security-peer organizations with the same level of personnel, security, and mission assurance standards. This control's mitigating countermeasures are secure boundary devices and in-depth auditing practices.

SI-4(2) Automatic Tools for Real-Time Analysis
Automatic tools for Real-Time Analysis are not used on standalone and isolated networks, due the connectivity of these systems. For system connected to external networks, organization will implement host based, network-based, transport-based or storage based event monitoring tools. On single workstation connected to external connections, the OS firewall setting will be enabled and the firewall audit events will be tracked via system audits for any alerts and notifications generated by information system.

SI-4(4) Inbound and Outbound Communications Traffic
For standalone workstations with the network interface disabled or removed, this control is not applicable and can be tailored out.  Manual audit reviews will be conducted for unauthorized activities. 

For networks or systems with external connectivity, boundary devices will be configured for monitoring inbound and outboard communication traffic. If boundary devices are not deployed, the OS firewall setting will be enabled and the firewall and security audit events will be tracked via audits for unusual/unauthorized inbound and outbound communication traffic.

SI-4(5) System-Generated Alerts
Information system will be configured to generate security relevant event alerts pertaining to audits records, malicious code protection software, intrusion detection or prevention mechanisms or boundary protection devices such as firewall, gateways and routers. The information systems operate within a secure environment and are not authorized to notify cybersecurity personals by telephone, electronic email messages or text messaging. Once cybersecurity personnel detect an alert, they will notify the auditor to conduct a review of the audits for security events, such as inappropriate or unusual activities.

SI-4(10) Visibility of Encrypted Communications
For standalone workstations and isolated networks without external connections, this control is not applicable and can be tailored out.

The organization considers confidentiality of communications traffic to be the primary goal, and the design and operation of the information system reflects that concern. NSA-approved Type-1 encryption (e.g., TACLANE, approved CSfC) is used at the security boundary for every external connection, and those connections are terminated to only security-peer organizations with the same level of personnel, security, and mission assurance standards. Although we do not monitor any encrypted traffic, mission assurance is maintained by sending all external traffic via the Type-1 encrypted secure tunnels, by housing the information system in a PSO-approved, secure operating facility, and staffing them with only highly experienced, trained, and security-vetted personnel.

SI-4(11) Analyze Communications Traffic Anomalies
For standalone workstations and isolated networks without external connections, this control is not applicable and can be tailored out.  

For systems with external connectivity, boundary devices will be configured to monitor outbound communication traffic for network anomalies. If boundary devices are not deployed, the OS firewall setting will be enabled and the security audit events will be tracked by audits to identify outbound communication traffic anomalies.

SI-4(12) Automated Alerts
. If the capability exists for automated alerts, the information system will be configured to generate security alerts for inappropriate or unusual activities. The systems security logs, will at a minimum, be configured to log unauthorized access attempts and unauthorized system usage and will be reviewed during system audits.

SI-4(14) Wireless Intrusion Detection
The organization employs a wireless intrusion detection system to identify rogue wireless devices and to detect attack attempts and potential compromises/breaches to the information system.

Organizations will proactively monitor for unauthorized wireless connections, including scanning for unauthorized wireless access points at least quarterly. The scan results will be documented and maintained by the unit ISSO/ISSM. Unauthorized wireless devices require reporting and response in accordance with the organization incident response plan.

SI-4(15) Wireless to Wireline Communication
The organization employs a wireless intrusion detection system to identify any wireless to wireline communications.

Organizations will proactively monitor for unauthorized wireless to wireline connections by scanning for unauthorized wireless access points at least quarterly. The scan results will be documented and maintained by the unit ISSO/ISSM. Unauthorized wireless to wireline communications require reporting and response in accordance with the organization incident response plan.

SI-4(16) Correlate Monitoring Information
Standalone and isolated networks comprised the bulk of the systems operating the test environment, system audits and malicious virus detection software are the foundation to reveal unseen attack pattern. For large networks with host/network monitoring devices or software, the data from these devices will be correlated to provide a comprehensive view of information system activity and to maintain an effective monitoring program.

SI-4(19) Individual Posing Greater Risk
This organization implements the monitoring of individuals that have been identified by the PSO as posing an increased level of risk. The monitoring of individuals is closely coordinated with GSSO and PSO and complies with federal legislation, Executive Orders, policies, directives, regulations, and standards.

SI-4(20) Privileged User
All privileged use access is monitored in the security event log and audited IAW system audit frequency requirement. AU-2 control addresses this security control.

Audit Tip:

For Windows 10 OS, recommend reviewing 4672 security event for "special privilege assigned to new logon."

SI-4(21) Probationary Periods
Additional monitoring will be instituted upon notice of personnel termination or result of incident response. Local ISSO/ISSM will work closely with PSO/GSSO if a user is placed on a probationary period and provide additional monitoring as required. This control may be implemented and defined at the time of incident.

SI-4(22) Unauthorized Network Service
For standalone workstations, this control is not applicable and can be tailored out but unused or unauthorized services should be disabled. 

For networked systems, unused or unauthorized services are be disabled. For networked systems with firewalls, the firewalls are configured to deny all and then allow by exceptions; only known, approved services have ports/applications opened on these systems. The system audits will include review of unauthorized network services.

SI-5 Security Alerts, Advisories and Directives
The organization:

e. Receives critical information system alerts, advisories, and directives from higher headquarters, OSI, and base cybersecurity office;
f. Monitors information system security alerts, advisories, and directives from a variety of sites that provide warnings of system vulnerabilities or ongoing attack (see additional information below);
g. Shares security alerts, advisories, and directives to ISOs, ISSM/ISSOs, system administrators, and security personnel, as appropriate; and
h. Implements security directives in accordance with established time frames, or notifies the issuing organization of the degree of noncompliance.

Additional Information:

A variety of sites are available that provide warnings of system vulnerabilities or ongoing attacks. The DoD Information Assurance Vulnerability (IAV) Management (IAVM) process was created to develop and disseminate mitigating actions for critical software vulnerabilities to DoD Components. US Cyber Command (USCYBERCOM) and DISA jointly manage the IAVM and Computer Network Directives, and both identify and publish vulnerabilities or directives. IAVM notices have three levels of criticality:

a. IAV Alert (IAVA)- most critical - a vulnerability posing an immediate and potentially sever threat to DoD systems.
b. IAV Bulletin (IAVB)- less critical than IAVA, but pose a threat to DoD systems.
c. IAV Technical Advisory (!AVT) - !ess critical than !AVB. !AVAs and !AVBs are maintained by USCYBERCOM and DISA.

Additional sources of alerts and advisories which may be monitored include:

a. Department of Homeland Security (DHS) US Computer Emergency Readiness Team (US-CERT).
b. Military service computer security incident response teams (CSIRT) (i.e., Air Force Network Operations and Security Center Network Security Division (AFNOSC NSD), Army CERT - Computer Network Operations (ACERT-CNO), Navy Cyber Defense Operations Command (NCDOC), and Marine Corps Network Operations and Security Command (MCNOSC)).
c. Advisories from the IC Security Coordination Center (IC-SCC) such as Intelligence Community Vulnerability Alerts (ICVA) and Intelligence Community Vulnerability Management (ICVM) releases.
d. IAVAs and IAVBs maintained by USCYBERCOM and DISA.

SI-7 Software Firmware and Information Integrity
The organization utilizes the native operating systems tool within the information system to monitor and record integrity checks for critical software, firmware and system information as identified by the organization. Integrity checks of identified software, firmware or system information will be annotated in logs and reviewed during the system's audits. Installation of software by users is prohibited unless it is done by privileged users IAW the AO approved process (See CM-4 for process). The event logs will be used to identify any unauthorized changes to software, due to errors or malicious activity (e.g., tampering).

SI-7(1) Integrity Checks
The organization utilizes the native operating systems tool within the information system to monitor and record integrity checks for critical software, firmware and system information quarterly and annotate in the system maintenance log. Organizations will automatically initiate an integrity review with the identification of a new threat to which organizational are susceptible and the installation of new hardware, software, or firmware.

Administration Tips:

In Windows, the System File Checker (SFC) tool can be used on an elevated command prompt. The system should be checked first without repairing the files to find out if any system files have changed. SFC can be used with the following command options:

	SFC Command Parameters
	Description

	/scannow
	This option instructs SFC to scan all protected operating system files and repair as necessary

	/verifyonly
	This option is the same as /scannow but without repairing

	/scanfile=file
	This option is the same as /scannow but the scan and repair is only for the specified file.




The "/verifyonly" command should be used to perform the integrity check and allow you to see the results. Once the command is complete, run the following to create a file to view any findings:

Findstr /c:"[SR]" %windir%\logs\cbs\cbs.log >"%USERPROFILE%\Desktop\SFC_details.txt

Linux systems can use the Advanced Intrusion Detection Environment (AIDE) to create a database of files on the system and then use the database to ensure file integrity and detect system intrusions.

	Commands
	Description

	yum install aide
	Installs the AIDE package

	Rpm -qa I grep aide
	Verifies the installation.

	aide -v
	Checks Aide version.

	



aide -init
	Generates an initial database. In the default configuration, the aide -init command checks just a set of directories and files defined in the
/etc/aide.cont file. To include additional directories or files in the AIDE database, edit /etc/aid.cont
accordingly.

	
mv /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz
	To start using the database, remove the “.new" substring from the initial database file name.

	aide -check
	Initiates a manual check.



SI-7(7) Integration of Detection and Response
The organization incorporates the detection of unauthorized security-relevant changes to the information system into the organizational incident response capability. This is done IAW the organization IRP which documents unauthorized security-relevant changes in the Incident Response Reporting Form to ensure that detected events are tracked, monitored, corrected, and available for historical purposes. Maintaining historical records is important both for being able to identify and discern adversary actions over an extended period of time and for possible legal actions. Security­ relevant changes include, for example, unauthorized changes to established configuration settings or unauthorized elevation of information system privileges.

SI-7(8) Auditing Capability for Significant Events
The information system, upon detection of a potential integrity violation, provides the capability to audit the event and generates an audit record. The audit records will be reviewed during the system audit log review and incident reported IAW the organization IRP if found.

SI-7(14) Binary or Machine Executable Code
The organization prohibits the use of binary or machine-executable code from sources with limited or no warranty and without the provision of source code and provides exceptions to the source code requirement only for compelling mission/operational requirements and with the approval of the authorizing official.

SI-8 Spam Protection
For standalone workstations and isolated networks without external connections, this control is not applicable and can be tailored out.

For systems with external connections, spam protection mechanisms include use of a boundary protection device (e.g., router, firewall, controlled interface) and an NSA Type-1 encryption device (e.g., TACLANE, approved CSfC) at the security boundary for every external connection, and those connections are terminated to only security-peer organizations with the same level of personnel, security, and mission assurance standards. If firewalls or routers are used with SPAM protection capability, it will be enabled and updates when releases are available or during quarterly system scans.

SI-8(1) Central Management
For standalone workstations and isolated networks without external connections, this control is not applicable and can be tailored out.

Due to the lack of network connectivity between unit systems, an organization-wide central management and implementation of spam protection mechanisms is not feasible but, for systems with external interconnections, connections will be managed, secured and monitored including any spam protection boundary device modules implemented.

SI-8(2) Automatic Updates
In our isolated, classified, test environment automatic updates are not permitted. All updates will be manually installed and configured. This control is not applicable for most of our systems and can be tailored out.

SI-10 Software Firmware and Information Integrity
The threat of a crafted exploit or malicious code is very low due to systems having no external connections except to security-peer organizations over Type-1 secure tunnels, being housed in a secure facility, and having very experienced, trained, security-vetted personnel. Our information systems must generally rely on the input validation capabilities included with mature, commercial off the shelf (COTS) products which have been refined by broad use in the field. If procuring a custom solution, specifications should include input validation to the maximum extent practical. Users are trained to use the available system input validation features. All approved and released operating system and application hotfixes/updates will be installed to reduce susceptibility toward executing some code or buffer overflow

SI-10(3) Predictable Behavior
Our information systems generally rely on the capabilities and behaviors provided by mature, commercial off the shelf (COTS) products. Because these solutions have undergone rigorous input validation testing and a significant period of use in the field, their behavior when receiving invalid inputs is usually documented and predictable. When vendors become aware of new issues and patch their products, the local information technology experts ensure those patches are applied to the system. If procuring a custom solution, specifications should include input validation and predictable behavior if presented with invalid input.

SI-11 Error Handling
The built-in system audit logs record security-relevant errors that are reviewed manually or pulled into reports by event log management software. Only privileges users are able to access the audit log information to reduce access to system errors and logs that could reveal sensitivity or security-related information to adversaries.

SI-12 Information Handling and Retention
Each organization will handle and retain internal and output system information in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standard, and operational requirements. The PSO and program Security Classification Guide (SCG) provides oversight for information retention pertaining to data associated with program test information/data. The AO provides oversight for information retention pertaining to data associated with the information system (e.g. audits, maintenance logs). In the absence of AO specific guidance, National Archive and Records Administration (NARA) provide guidance on record retention.

SI-16 Memory Protection
The information system uses modern/current operating systems to protect its memory from unauthorized code execution.

Data Execution Prevention (DEP) is a security feature included in modern Operating Systems. It is available in Linux, Mac OS X, and Microsoft Windows operating systems and is intended to prevent an application or service from executing code from a non-executable memory region.

Address Space Layout Randomization (ASLR) is a memory exploitation mitigation technique used on current versions of all major operation systems (iOS, Android, Windows, macOS, and Linux). ASLR will not be disabled in the operating system.

Configuration Hints and Tips:

Windows

DEP is built into Windows 10 and adds an extra layer of security that stops malware from running in memory. It is enabled by default and designed to recognize and terminate unauthorized scripts from running in reserved areas of computer memory. Some applications/programs conflict with DEP (Event ID 1000 in the event logs are indication of program conflicts)

To configure DEP in Windows:

1. To open System Properties, click Start, point to Settings, click Control Panel, and then double- click System.
2. Click the Advanced tab and, under Performance, click Settings.
3. Click the Data Execution Prevention tab.
4. DEP can be configured to protect the system but turned off for programs that have a problem with DEP by adding it as an exception.

How to confirm that hardware DEP is enabled in Windows:

1. Click Start, click Run, type cmd in the Open box, and then click OK.
2. At the command prompt, type the following command, and then press ENTER: wmic OS Get DataExecutionPrevention_Available. If the output is "TRUE," hardware-enforced DEP is available.

How to confirm that ASLR is enabled in Windows:

Ensure Exploit Protection system-level mitigation, "Randomize memory allocations (Bottom-Up ASLR)" is turned on. The default configuration in Exploit Protection is "On by default" which meets this requirement.

1. Open "Windows Defender Security Center".
2. Select "App & browser control".
3. Select "Exploit protection settings".
4. Under "System settings", configure "Randomize memory allocations (Bottom-Up ASLR)" to "On by default" or "Use default()".
Linux

For systems running Red Hat-compatible operating system kernel, then ensure that the "kernel.exec­ shield" kernel parameter is set to "1". If the system is running an Oracle Unbreakable Enterprise Kernel, this parameter does not exist. When an Unbreakable Enterprise Kernel is booted, Oracle's Data Execution Prevention (DEP) feature will leverage the hardware-enforced NX (never execute) bit of compatible CPUs to protect against code being executed from the stack. By default, DEP is enabled. If DEP is not enabled, ensure that the string "noexec=off'' does not appear in /boot/grub/grub.conf.

First, determine if the system is operating an Oracle Unbreakable Enterprise Kernel (UEK):

# uname -r I grep uek

If no value is returned, the system is running a Red Hat-compatible kernel. Edit (or add if necessary) the entry in /etc/sysctl.conf for the "kernel.exec-shield" kernel parameter. Ensure that this parameter is set to "1" as in:

kernel.exec-shield = 1

If this was not already the default, reboot the system for the change to take effect.

If the system was found to be running an Unbreakable Enterprise Kernel, then ensure that the string "noexec=off" is not found in /boot/grub/grub.conf:

# grep noexec=off /boot/grub/grub.conf

If found, remove the offending kernels from /boot/grub/grub.conf.

How to confirm ASLR is enabled in Linux:

Run one of the following commands:

$   cat/proc/sys/kernel/randomize_va_space
2

$ sysctl -a -pattern randomize Kernel.randomize_va_space=2

The output of these commands should be 2:
0=Disabled
l=Conservative Randomization 2=Full Randomization
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PM-1 Information Security Program Plan
Air Force Instructions and DoD directives establish policy, responsibilities, and procedures for managing the security program. Corresponding documents (Facility SOP, CSOP, SSP, SCTM, etc.) provide the details of the implementation of the information security program. These documents are reviewed annually or as higher HQ implements new policy.

These documents provide an overview of the requirements for the security program and common controls in place; include the identification and assignment of roles; reflects coordination among the different entities within the organization (e.g., technical, physical, personnel, cyber-related); and all documents are approved by the official with responsibility and accountability for the risk (e.g., PSO approves facility SOP, AO approves system BoE).

PM-2 Senior Information Security Officer
The Chief Information Security Officer is appointed by the SAF/CIO. The organization appoints a senior information security officer with the mission and resources to coordinate, develop, implement, and maintain an organization-wide information security program. The local PSO, PM, and GSSO/ISSMs are appointed with the responsibilities and resources to develop and maintain the information security program.

PM-3 Information Security Resources
The ISO/PM has provided the necessary resources and assigned specialized expertise and resources as needed. The organization has the proper manning of ISSO, system administrators and DTA to execute audits, perform system configurations, test system for security posture changes, transfer data between systems and provide status of information system to Authorizing Official to maintain ATO. The organization is in compliance with this control if the ISSO/ISSM can maintain the frequency of system CONMON without deviations. (See AC-5 Separation of Duties MFR)

PM-4 Plan of Action and Milestone Process
The organization:

a. Implements a process for ensuring that plans of action and milestones for the security program and associated organizational information systems:
1) Are developed and maintained;
2) Document the remedial information security actions to adequately respond to risk to organizational operations and assets, individuals, other organizations, and the Nation; and
3) Are reported to the AO and updated at least quarterly.
b. Reviews plans of action and milestones for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.

Plans of Action and Milestones (POA&Ms) developed for authorization packages for authorization [CA-5) of systems within the organization must be reviewed from an organizational perspective, prioritizing risk response actions and ensuring consistency with the goals and objectives of the organization.

PM-5 Information System Inventory
All equipment entering the facility is approved by the ISSM/ISSO, GSSO and PSO or designee. Once approved, the equipment is added to the organization's equipment inventory and inventoried IAW CM- 8.

The SSP captures external information systems in proximity to the system under assessment, i.e., within the accredited area. The organization's information security program maintains an inventory of information systems under its purview; ensuring information related to the number, size, and mission of SAP information systems is maintained within SAP channels.

PM-6 Information Security Measures of Performance
The organization develops, monitors, and reports on the results of information security measures of performance.

All employees who have access to the facility are required to receive annual security awareness (through Security personnel training) and information assurance awareness (through ADLS) in order to maintain their accesses to facilities and systems. The security training is tracked/monitored either by Security/Cybersecurity personnel or the unclassified NIPRNet system authorized personnel. All information systems must have an approved system security plan in their authorization package artifacts. Packages and approval are tracked by unit ISSO/ISSM personnel.

PM-7 Enterprise Architecture
The enterprise architecture for all SAP system/networks under the purview of AFTC must take information security and the resulting risk into consideration during the design phase. By defining the categorization and potential impact on the information system, the enterprise architecture will be developed to sufficiently support the necessary protection level. The risks are documented in the risk assessment report.

PM-8 Critical Infrastructure Plan
The organization addresses information security issues and identifies and documents critical infrastructure and key resources providing the organization with the fundamental understanding of what assets need protection, at what level, ensuring focus on the mission/business objectives, and supporting contingency planning. All information system resources and its infrastructure are identified and detailed in the system specific SSP.

PM-9 Risk Management Strategy
Organization risk management strategy consists of reviewing the approved artifacts for the information system ATO for any changes affecting the risk of the system. System categorization, SCTM, hardware and software EOL, risk assessment report and direct connections as outlined in the system's authorization package BoE should be the minimum, but not all the encompassing documents reviewed to for the risk management strategy. The review of other documents as it pertains to the risk of the system should be included to provide a better assessment of the risk management strategy. The risk management strategy will be reviewed at least annually or for any changes affecting the risk of the system.

PM-10 Security Authorization Process
The organization manages the security state of the various organizational information systems through completion of the ATO process and corresponding continuous monitoring. Based on the continuous monitoring, a report is provided to the AO. ISSMs, ISSOs, and ISSEs are appointed by letter. The system administrators, data transfer agents, information system owners, etc. are identified in the specific SSPs.

The ISSM/ISSO will obtain PM/ISO approval and signature on the system BoE for authorization and will provide the PM/ISO specific information concerning system responsibilities.  The attached ISSM and ISO review spreadsheet (APPENDIX T) will help guide the ISSM/ISO in discussions with the PM/ISO when BoE approval is required.

The security authorization process will be integrated with the overall Division-wide risk management program. The authorization process no longer is strictly cybersecurity. It includes other areas like personnel and physical security.

PM-11 Mission/Business Process Definition
Organization mission, simply stated, is the organization process to define the risk to organizational operations, asset, individual, as well as other organization and the Nation. The system categorization and selection checklist is the foundation in determining risk associated with information system. The levels of low, moderate, high correlating with system integrity, confidentiality and availability will provide insight into risk related to the system. The Security Classification Guide (SCG) will further define system risk by identifying Critical Program Information (CPI) as related to data processed on the information system. The SCG and system categorization will provide a holistic image of organization risk to all stakeholders for system approval.

PM-12 Insider Threat Program
The Insider Threat Program includes personnel screening, media control, TPI, and training and awareness. Incident Response Plan addresses insider threat and how to report. CNSSD_504 (Directive on Protecting National Security System from Insider Threat) provides guidance on Insider Threat.

Security and Cybersecurity personnel are part of the insider threat incident handling team working with the local PSO and Center/MAJCOM office.

PM-13 Information Security Workforce
This organization's information security workforce development and improvement program includes:

a. Defining the knowledge and skill levels needed to perform ISSM, ISSO, and ISSE duties IAW AFMAN 17-1303, AF Cybersecurity Workforce Improvement Program;
b. Obtaining training programs for individuals assigned to information security duties; and
c. Creating standards for measuring and building individual qualifications for applicants for information security-related positions.

Privileged users have a working knowledge of system functions, security policies, technical security safeguards, and operational security measures. These individuals are required to maintain certification IAW DoD 8570.01-M and DoDD 8140.01.

PM-14 Testing, Training and Monitoring
The organization:

a. Implements a process for ensuring that organizational plans for conducting security testing, training, and monitoring activities associated with organizational information systems:
1) Are developed and maintained; and
2) Continue to be executed in a timely manner;
b. Reviews testing, training, and monitoring plans for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.

The ISSO/ISSM provides oversight for security testing, training and monitoring for organizational information systems. The security testing is conducted after each configuration change of the information system and for the frequency outlined in the system CONMON. The system is monitored after each configuration change to ensure the system is still able to execute its defined function. The system is also monitored during the audit review for any changes in security posture of the system. Training of information system is conducted by the ISSO/ISSM/SA to the information system users and documented with users reading general users, privileged users or dedicated transfer agent guide and acknowledging the initial and annual training.

PM-15 Contacts with Security Groups and Associations
This organization supports contact with security-relevant groups to facilitate ongoing security education and training for personnel, to maintain currency with recommended security practices, techniques and technologies, and to share current security-related information. This organization maintains contact with higher headquarters and other SAP ISSM groups to stay up to date with the latest security policies, practices, techniques and technologies and to further disseminate this information as required.

PM-16 Threat Awareness Programs
This organization is a DoD unit and as such receive threat awareness notifications through the chain of command. The information system security personnel are included in distribution lists used to disseminate threat awareness articles and information to assist in providing awareness and knowledge of ongoing and new threats and vulnerabilities.

APPENDICES:
APPENDIX A - Sample User Account Form
APPENDIX B - Account Verification Spreadsheet
APPENDIX C - General Users' Guide and Acknowledgement Form 
APPENDIX D - Privileged User Agreement and Acknowledgement Form 
APPENDIX E - DTA Agreement and Acknowledgement Form 
APPENDIX F - Assured File Transfer (AFT) Procedures
APPENDIX G - Separation of Duties Modification MFR Template
APPENDIX H - Dormant Drive Procedures
APPENDIX I - Privileges to Clear Security Event Log White Paper 
APPENDIX J - Continuous Monitoring Plan
APPENDIX K - Configuration Management Plan (CMP)
APPENDIX L - Sample Key Management Plan
APPENDIX M - Security Impact Analysis Template 
APPENDIX N - Information System Contingency Plan (ISCP) 
APPENDIX O - Incident Response Plan (IRP)
APPENDIX P - KVM Training and Acknowledgement Form 
APPENDIX Q – AC-6(1) Restrict Use of Removable Media
APPENDIX R – IT Categorization Selection Checklist Template
APPENDIX S – AFTC Windows Advanced Auditing Recommended Settings
APPENDIX T – ISSM and ISO Review Spreadsheet
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