Tech Memorandum
Configuring User Permissions Via Windows Group Policy (GPO) to Control Clearing of the Security Events Log and other Log Rights 

PREFACE
The Windows event logs plays a very special role in the auditing of Windows computer systems.  They contain information which is vital for detecting suspicious or malicious activity on the system, determining what user account was involved with that activity, and even predicting malicious activity which has not yet occurred.  The Security Events log provides particularly sensitive security-relevant information concerning actions taken by users and/or made to the system.  For this reason, Microsoft protects the Security Events log to a higher degree than the other Windows event logs.  While each log has its own distinct set of rights, the security log’s is the most restrictive:
· Only the Local Security Authority (Lsass.exe) has write permissions for the security log
· Only members of the Local Administrators group can clear the log
· Any other account has—at best—read only permissions

ISSUE
ISSMs in the 96 TW recently discussed how to approach the issue of blocking the Local Administrators group from being able to clear the security log, and give that right instead to the Auditors group.  The intent is to prevent an administrator—or an attacker who has by some means gained administrative rights—from taking unauthorized actions on the system, and then deleting the log to cover their tracks.  Those accounts which are members of the Auditors group should be non-privileged accounts, and therefore have much less power to make forbidden changes to the system.

[bookmark: _Hlk40626672]PURPOSE
This paper will present a step-by-step guide to changing the rights for the event logs to prevent privileged users from taking malicious activity and then covering it up by clearing the logs.  Though primarily concerned with the Security Events log, the paper also covers changing the rights to other logs as well.



DISCUSSION
Bottom Line up Front:  
By default, Microsoft assigns the right to clear the Security Events log to the Administrators group.  However, Windows allows for changing this assignment via the Registry or GPOs, and the DISA STIGs allow for moving the clear right to the Auditors group (and only to the Auditors group).  Using GPOs to set the rights is Microsoft’s preferred method, and allows for centralized configuration control of network systems.  Of course, standalone systems will need to be individually configured.  
Limitations 
ISSMs should be aware of the shortcomings of relying on this method to protect the event logs. 
· An account which is a member of the Administrators group always possesses the rights necessary to thwart these modified Administrator rights, and delete the logs anyway.
· Any application software which relies on the Administrator group rights to clear an event log may have problems after the rights are removed.  For example, the credentials for Corner Bowl may need to have both Administrator and Auditor rights on systems where this type of change is made.
Configuring Permissions 
Changing the configuration is different for the security log than for the application, system, and other logs, so they will be described separately.
Security Events Log  
On a network, configuring rights for the security log is a multi-step process which will be accomplished using the tools on your domain controller.  For a standalone, the process is essentially the same, but will be accomplished using GPEdit (Local Group Policy Editor) to modify the same keys and values in each machine’s Local Computer Policy object.


Prepare 
· Create and populate the Auditors group.  
· For networks, use the Active Directory (AD) Users and Computers tool
· For standalones, use the Computer Management tool from the Start menu.
· [bookmark: _Hlk40679451]For networks:  Using PowerShell, get the Security Identifier (SID) of the Auditors group using the command 
[bookmark: _Hlk40267907]Get-ADGroup -Identity “Auditors”
We need the SID, the number starting with S-1-5…  The SID will be used later, so it’s best to save it in a text file for now.  One way to create the text file is to redirect the output:
[bookmark: _Hlk40628804]Get-ADGroup -Identity “Auditors” > yourpathandfilename.txt
[image: ]
[bookmark: _Hlk40436408]
· [bookmark: _Hlk40628790]For standalones:  Using PowerShell x64, get the Security Identifier (SID) of the local Auditors group using the command 
[bookmark: _Hlk40680565][bookmark: _Hlk40629864][bookmark: _Hlk40630983][bookmark: _Hlk40683859](get-localgroup auditors).sid > yourpathandfilename.txt
The SID is the second number, labeled Value
[image: ]


· Network and standalone:  Get the current security log configuration using the Win Event Log Utility (wevtutil.exe).  Once again, you will need the information later, so redirect the output to a file using:
[bookmark: _Hlk40359971]wevtutil gl security > your2ndpathandfilename.txt (gl means “get log configuration info”).  
[image: ]
· What we will need from this output is the line labeled channelAccess.  The string after the colon is called an SDS (Security Descriptor String—which in written in a format called Security Descriptor Definition Language (SDDL)—and that string defines the rights to that particular log.  We will come back to the SDS later, but for now just hold on to the text file.

Edit GPOs
This paper assumes these edits will be made to the default GPO objects.  If you want to make these edits in a different/locally generated group policy object, the process is the same, but make sure the linking and hierarchy are such that the changes will have precedence.
[bookmark: _Hlk40633145]Standalones:  Use GPEdit and make the following changes to the Local Computer Policy.
[bookmark: _Hlk40291570][bookmark: _Hlk40292651]Edit the Default Domain Policy Windows Settings
· [bookmark: _Hlk40433398]From server manager, select Tools  Group Policy Management.


· Right-click Default Domain Policy and click Edit
[image: ]
[bookmark: _Hlk40278407]
· Drill down:  Computer Configuration  Policies  Windows Settings  Security Settings  Local Policies  User Rights Assignment and open Manage auditing and security log.
[image: ]
[bookmark: _Hlk40363696][bookmark: _Hlk40278620]

· If Administrators (or any other user/group) is listed in the large box below Define these policy settings: highlight that user/group and click the Remove button to clear the box.
· Put a check in the box Define these policy settings: and then click the button Add User or Group…
· At the Add User or Group input box, click the Browse button
· Type in audit and click the Check Names button
· When Auditors fills in and becomes underlined, click OK  OK  Apply 
· Auditors alone should appear in the large box in the center.  If not, try again….
· [bookmark: _Hlk40292506]Click OK to close the Properties box, then close the Group Policy Management Editor
[image: ]

Edit the Default Domain Controller Policy Windows Settings   
The process here will look basically the same as for the Default Domain Policy, except this time the Controller policy will already be defined, with Administrators as the selected group. 
[bookmark: _Hlk40633313]Standalones:  skip this step—go to Create a New SDS below.
· [bookmark: _Hlk40435017]Right-click Default Domain Controller Policy and click Edit
[image: ]


· Drill down:  Computer Configuration  Policies  Windows Settings  Security Settings  Local Policies  User Rights Assignment and open Manage auditing and security log.
[image: ]




· By default, the box Define these policy settings: will already be checked and the Administrators group will already appear in the large box in the center.  
· If not already checked, put a check in the Define these policy settings: box.
· Click the button Add User or Group…
· At the Add User or Group input box, click the Browse button
· Type in audit and click the Check Names button
· When Auditors fills in and becomes underlined, click OK  OK  Apply 
· Administrators should now be joined by Auditors in the center box.  If Auditors is not there, try again….
[image: ]



· If present, click Administrators to highlight it in the center box and then click the Remove button to remove Administrators from the box.
[image: ]

· Click Apply.  Only Auditors should remain in the center box.
· Click OK to close the Properties box, then close the Group Policy Management Editor

Create a new SDS to define the desired rights for the Security Log
[bookmark: _Hlk40347382]For the next GPO modification, we will need to have a new SDS in the SDDL format which will define the rights we need for the Security Events log.  

Earlier, we ran the command 
[bookmark: _Hlk40359984][bookmark: _Hlk40360536]wevtutil gl security > your2ndpathandfilename.txt 
to get the default (or existing) SDS for the Security Events log.

Networks ran the command
[bookmark: _Hlk40369336]Get-ADGroup -Identity “Auditors” > yourpathandfilename.txt  
[bookmark: _Hlk40680632]to get the SID of the AD Auditors group

Standalones ran the command 
(get-localgroup auditors).sid > yourpathandfilename.txt
to get the SID of the local Auditors group
	
· Open a new text file using Notepad or another text editor and name it newSecSDS.txt.  
· [bookmark: _Hlk40365563]Open the file yourpathandfilename.txt. 
· Networks:  In the line starting with SID: copy everything after the colon and paste it into newSecSDS.txt.
· Standalones:  Copy the second group of numbers, labeled Value, and paste it into newSecSDS.txt.
· Open the file your2ndpathandfilename.txt with Notepad or another text editor.  
· In the line starting with channelAccess: copy everything after the colon and paste it into newSecSDS.txt.
· Close yourpathandfilename.txt and your2ndpathandfilename.txt.
NewSecSDS.txt now looks like this (of course your SID will be different and unique):
S-1-5-21-1109362993-1975621590-2656697751-1604
[bookmark: _Hlk40370807]O:BAG:SYD:(A;;0xf0005;;;SY)(A;;0x5;;;BA)(A;;0x1;;;S-1-5-32-573)

For just a touch of background information, the SDS (the last line) can be broken down as follows:
[bookmark: _Hlk40369849][bookmark: _Hlk40369200][bookmark: _Hlk40372417]O:BA – This is the SID for the owner of the security log object; BA is a defined constant representing the SID for the well-known group Built-in Administrators
NOTE:  During research, changing the owner SID in the SDS did not actually take ownership away from Built-in Administrators.  Log ownership—and the denying of write access from all objects except the Local Security Authority (Lsass.exe)—seem to be baked into the core Windows security model.
[bookmark: _Hlk40374387]G:SY – The SID for the owner of the security log object; SY is a defined constant representing the SID for the well-known account Local System 
D: -- DACL (discretionary access control list).  D: is followed by one or more Access Control Entries (ACEs) that determine user/group access to the Security Events log.  Each set of parenthesis defines one ACE.  In a very simplified description, the ACE consists of:
· A;; -- A means the rights are allowed, D means denied
· 0xf0005;;; -- The last digit controls the access, and is the sum of: 
1 for read, 2 for write, 4 for clear (but 2 is not allowed for the security log).
· [bookmark: _Hlk40374450]Finally, the SID of the user/group being allowed/denied access.  BA and SY you have already seen; S-1-5-32-573 is the group Event Log Readers
 The end result:  
· [bookmark: _Hlk40375032]Built-in Administrators group is the security log owner and has read and clear rights
· Local System is the primary group and has read and clear rights
· Event Log Readers group has read-only rights
With this knowledge, we are ready to create the new SDS.  We need to add an ACE with read and clear rights for the Auditors group and make the Built-in Administrators group read-only.
· In NewSecSDS.txt, copy and paste the default SDS line to create a working copy.
[bookmark: _Hlk40379138][bookmark: _Hlk40378475]S-1-5-21-1109362993-1975621590-2656697751-1604
O:BAG:SYD:(A;;0xf0005;;;SY)(A;;0x5;;;BA)(A;;0x1;;;S-1-5-32-573)
O:BAG:SYD:(A;;0xf0005;;;SY)(A;;0x5;;;BA)(A;;0x1;;;S-1-5-32-573)
· Copy the middle ACE (the “BA” ACE) and paste it to the end of the working copy.  
[bookmark: _Hlk40681490]S-1-5-21-1109362993-1975621590-2656697751-1604
O:BAG:SYD:(A;;0xf0005;;;SY)(A;;0x5;;;BA)(A;;0x1;;;S-1-5-32-573)
[bookmark: _Hlk40378709][bookmark: _Hlk40378541]O:BAG:SYD:(A;;0xf0005;;;SY)(A;;0x5;;;BA)(A;;0x1;;;S-1-5-32-573)( A;;0x5;;;BA)
· [bookmark: _Hlk40631672]Copy the SID line and paste it to replace “BA“ in the working copy’s just-created final ACE 
S-1-5-21-1109362993-1975621590-2656697751-1604
O:BAG:SYD:(A;;0xf0005;;;SY)(A;;0x5;;;BA)(A;;0x1;;;S-1-5-32-573)
O:BAG:SYD:(A;;0xf0005;;;SY)(A;;0x5;;;BA)(A;;0x1;;;S-1-5-32-573)( A;;0x5;;; S-1-5-21-1109362993-1975621590-2656697751-1604)
· In the working copy, change the “BA” ACE rights from 0x5 to 0x1 (read only)
[bookmark: _Hlk40632114]O:BAG:SYD:(A;;0xf0005;;;SY)(A;;0x1;;;BA)(A;;0x1;;;S-1-5-32-573)( A;;0x5;;; S-1-5-21-1109362993-1975621590-2656697751-1604)
· Save the completed NewSecSDS.txt, and copy the working copy of the SDS for use in the next step 
Edit the Default Domain Policy Administrative Settings   
Standalones:  Use GPEdit instead and make the changes to the Local Computer Policy.
· From the Server Manager, select Tools  Group Policy Management.
· Right-click Default Domain Policy and click Edit
[image: ]
[bookmark: _Hlk40435120]

· Drill down:  Computer Configuration  Policies  Administrative Templates:  Windows Components  Event Log Service  Security and open Configure log access.
[image: ]
[bookmark: _Hlk40435155]

· Click the Enabled button, then paste the newly completed SDS into the Log Access box
[image: ]
· [bookmark: _Hlk40435177]Click the OK button to complete the operation, then close the Group Policy Management Editor window.

Edit the Default Domain Controller Policy Administrative Settings 
Standalones:  skip this step—go to Confirm Proper Operation below.
· Right-click Default Domain Controller Policy and click Edit
· Drill down:  Computer Configuration  Policies  Administrative Templates:  Windows Components  Event Log Service  Security and open Configure log access.
· Click the Enabled button, then paste the newly completed SDS into the Log Access box
· Click the OK button to complete the operation, close the Group Policy Management Editor window, then exit Group Policy Management.

Confirm Proper Operation
· Get the current security log configuration using the Win Event Log Utility (wevtutil.exe).  wevtutil gl security   
[image: ]

· The ACE for BA should have rights 0x1, and there should be a new ACE for Auditors with rights 0x5.
· Open the Event Viewer, drill down into Windows Logs, then click Security
· In the right-side Actions menu, click Clear Log…
[image: ]


· Click the Save and Clear button
[image: ]
· Choose a folder and filename for the log and click Save
[image: ]



· At this point, Administrators should see the following screen
[image: ]

· On a Windows workstation, a member of the Auditors group should now be able to successfully Save and Clear the security log from the event viewer.  However, a roadblock may still remain for Windows Server machines.

Take Actions to Allow Auditors to Work with the Security Log on Windows Servers
Update Security Policies to Allow Windows Server Access
Although non-privileged users have rights to log into any Windows workstation, by default they are prevented from logging in to a Windows server.  However, this can be resolved by setting security policies.  
· [bookmark: _Hlk40642874]For networks, recommend setting these keys and values in the Default Domain Controllers Policy and/or the Default Domain Policy as required by the location (in Active Directory) of the Organizational Units (OU) containing the servers, so all necessary machines will receive the changes.  
· For standalone machines running a server-OS (if existing), set these keys and values in the Local Computer Policy for each machine
To make the changes:
· Drill down: Computer Configuration  Policies  Windows Settings  Security Settings  Local Policies  User Rights Assignment
· Add the Auditors group to the following:
· Allow log on locally (if appropriate for your situation)
· Allow log on through Remote Desktop Services (if appropriate)
· Log on as a batch job 
· This setting seems unnecessary for at least Windows Server 2012 and later—it is provided for compatibility with older versions of Windows.
· The scheduled task we create in the next step functions as a batch job.  

Bypass Windows User Account Control (UAC) so Auditors can run Event Viewer 
If a non-administrative user (auditor) right-clicks Start  Event Viewer on a server machine, Windows UAC will still prevent them from opening the Event Viewer without first providing Administrator credentials.  Of course, the purpose of this exercise was to give rights to clear the Security Log to a non-administrative group, so this is not an acceptable situation.  

[image: ]

The following steps will bypass the UAC issue for the Auditors group:
· Right-click the Windows Start button, then click Run.
· Type taskschd.msc and click OK to run task scheduler
· Click Task Scheduler Library in the left pane, the click Create Task in the right Actions pane.
[image: ]

· In the General tab (see below), type any name you want (ex: "EvtViewAudit") for this task, and type an optional description if you like.
· Click the checkbox Run with highest privileges
· At the bottom of the screen, set the Configure for: box to the appropriate server type
· In the middle, click Change User or Group…
[image: ]

· At Select User, Service Account, or Group, click the Object Types… box
· Click the Groups checkbox, then OK
[image: ]

· In the object name to select box, type aud then click Check Names
· When Auditors is selected and underlined, click OK to return to the Create Task box
[image: ]


· Click Triggers, then the New box
· In Begin the task: choose At log on.  
· Any user and Enabled buttons should both be selected
· Click OK
· Back at Create Task, click Actions
[image: ]



· For Action: select Start a program
· For Program/script, click Browse… and drill down to c:\Windows\System32\eventvwr.msc
· Click Open to accept the program
· Click OK to return to the Create Task window
[image: ]

· At Create Task, click OK to save, then close the Task Scheduler.


Configuring the Application and System Event Logs  
When compared to the Security log rights modification process, the primary difference when configuring rights for the Application and System logs is there are no edits to be made to the User Rights Assignment section of the policy—it only requires edits to the SDS strings in the Configure Log Access key in the Administrative Templates.
As a quick example, to give Auditors all rights to the Application log and remove Clear rights for the Administrators:
· Use the Auditors SID previously saved in the file yourpathandfilename.txt
· Get the default SDS for the Application logs with the command 
[bookmark: _Hlk40684958]wevtutil gl application > your2ndpathandfilename.txt 
[image: ]

· Create a newAppSDS.txt file using the SID and SDS from above.  Copy the SDS to make a working copy as we did in the Security Log example.

[bookmark: _Hlk40685492]S-1-5-21-1109362993-1975621590-2656697751-1604

O:BAG:SYD:(A;;0x2;;;S-1-15-2-1)(A;;0xf0007;;;SY)(A;;0x7;;;BA)(A;;0x7;;;SO)(A;;0x3;;;IU)(A;;0x3;;;SU)(A;;0x3;;;S-1-5-3)(A;;0x3;;;S-1-5-33)(A;;0x1;;;S-1-5-32-573)

[bookmark: _Hlk40685416][bookmark: _Hlk40685357]O:BAG:SYD:(A;;0x2;;;S-1-15-2-1)(A;;0xf0007;;;SY)(A;;0x7;;;BA)(A;;0x7;;;SO)(A;;0x3;;;IU)(A;;0x3;;;SU)(A;;0x3;;;S-1-5-3)(A;;0x3;;;S-1-5-33)(A;;0x1;;;S-1-5-32-573)



· Modify the working SDS by copying and pasting the “BA” ACE and the replacing “BA” with the SID
[bookmark: _Hlk40685795][bookmark: _Hlk40685470]O:BAG:SYD:(A;;0x2;;;S-1-15-2-1)(A;;0xf0007;;;SY)(A;;0x7;;;BA)(A;;0x7;;;SO)(A;;0x3;;;IU)(A;;0x3;;;SU)(A;;0x3;;;S-1-5-3)(A;;0x3;;;S-1-5-33)(A;;0x1;;;S-1-5-32-573) (A;;0x7;;;S-1-5-21-1109362993-1975621590-2656697751-1604)

· Change the rights for the “BA” ACE from 0x7 to 0x3 (read + write) then save the file

O:BAG:SYD:(A;;0x2;;;S-1-15-2-1)(A;;0xf0007;;;SY)(A;;0x3;;;BA)(A;;0x7;;;SO)(A;;0x3;;;IU)(A;;0x3;;;SU)(A;;0x3;;;S-1-5-3)(A;;0x3;;;S-1-5-33)(A;;0x1;;;S-1-5-32-573) (A;;0x7;;;S-1-5-21-1109362993-1975621590-2656697751-1604)

· Open Default Domain Policy/Default Domain Controllers Policy (networks normally need to do both).  Standalones open Local Computer Policy.
· Drill down:  Computer Configuration  Policies  Administrative Templates:  Windows Components  Event Log Service  Application and open Configure log access.
[image: ]



· Select the Enabled button, then paste the new SDS into the Log Access box.
· Click OK, then exit the Group Policy Management Editor.
[image: ]

SUMMARY
With proper preparation and attention to detail, our units should be able to implement this configuration change without much difficulty.  The process is much harder to document than it is to actually implement.
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