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[bookmark: _Toc108165714]Background
Security-Focused Configuration Management (CM) is the management and control of secure configurations for an information system to enable security and facilitate the management of risk. CM builds on the general concepts, processes, and activities of configuration management by putting attention on the implementation and maintenance of the established security requirements of the organization and information systems.

An information system is typically in a constant state of change in response to new, enhanced, corrected, or updated hardware and software capabilities, patches for correcting software flaws and other errors to existing components, new security threats, changing business functions, etc.

Implementing information system changes almost always results in some adjustment to the system configuration. To ensure that the required adjustments to the system configuration do not adversely affect the security of the information system or the organization from operation of the information system, a well-defined configuration management process that integrates information security is needed.

[bookmark: _Toc108165715]Overview of System 
The systems in the Test Wing range from single standalone workstations to isolated networks for the majority of the system architectures. Some will require external connections to information systems and some may need an external connection for test or telemetry data in order to ensure complete testing. Each system will be described to show its mission, data flow description, system architecture, and system administration and management activities in its authorization package Body of Evidence (BoE). This Configuration Management Plan (CMP) will take a generalist approach in order to provide configuration management methods for most of the systems and allowing other units to modify this plan and use as a template for their systems.

[bookmark: _Toc108165716]Purpose and Scope 
The purpose of CM is to identify and maintain configurations of the hardware, software and related documentation for purposes of controlling changes and maintaining the consistency, integrity and traceability of the information systems. CM is the process used to identify, control, and report functional and physical configuration.

This CMP describes the CM activities and responsibilities. It defines the CM organization and practices applied. The CM Manager maintains this CMP.
[bookmark: _Toc108165717]CM Program

[bookmark: _Toc108165718]CM Roles and Responsibilities 
The set of roles that are relevant to the SAP CM program and Configuration Control Board (CCB) are defined along with the responsibilities.

a. The Information System Owner (ISO)/Program Manager (PM) is ultimately responsible for ensuring that the established CM policies, processes, and procedures governing information systems under his/her purview are followed.

b. The Information System Security Manager (ISSM) is responsible for maintaining the accreditation of the system and, therefore, needs to be aware of how the proposed changes will affect the system from an accreditation point of view. The ISSM or designated representative is the Configuration Control Board (CCB) Chairperson and approves configuration changes. The chairperson is responsible for the overall system baseline and ensures that the established CM policies, processes, and procedures are implemented.

c. The Information System Security Officer (ISSO) assists the ISSM with implementation of CM for the system, conducts configuration monitoring activities (reporting and analysis), and serves on the CCB as the Configuration Manager. The Configuration Manager provides support and assists the CCB chairperson with implementing the CCB policies, processes and procedures. The Configuration Manager plans, implements, and oversees all day-to-day CM activities including developing and maintaining this CMP.

d. The Information System Security Engineer (ISSE) or Systems Administrator (SA) implements agreed-upon secure baseline configurations, incorporates secure configuration settings for information systems, and assists with Security Impact Analyses (SIA) and configuration monitoring activities as needed. In addition, the SA is included in the process for determining the appropriate baseline configuration for each IS and serves on the CCB. SAs are also responsible for complying with CM policies and implementing/following CM procedures.

e. The Information System Users (e.g., Engineers, Testers) in coordination with the ISSO/ISSM initiates an SIA request to document system configuration changes and functional testing.    

The ISO/PM, ISSM, ISSO, and ISSE/SA will be documented in the system's System Security Plan (SSP).

[bookmark: _Toc108165719]CM Program Administration
Due to the limited amount of authorized and cleared individuals and Cybersecurity personnel, a Configuration Change Board (CCB) consists of the ISSM/ISSO, and ISSE/SA with the ISO/PM as a minimal to approve system changes that do not alter the system security posture. If Authorization Official (AO) approval is required, the unit will follow the guidance in Section 3.3 Configuration Change Control for actions required. 

[bookmark: _Toc108165720]CM Retention, Archiving, Storage and Solutions 
Once a change has been analyzed, approved, tested, implemented, and verified, the ISSM/ISSO ensures that updates have been made to supporting documents such as technical designs and baseline configurations, in addition to security-related documentation such as System Security Plans, Hardware or Software Lists, System/Network Diagrams, and/or Plans of Action & Milestones (POA&M) if necessary. In cases where there is high risk or where significant changes are required, a system reauthorization may be required.

As changes are made to baseline configurations, the new baseline becomes the current version, and the previous baseline is no longer valid but is retained for historical purposes or, at a minimum, the previous baseline documentation is retained. If there are issues with a production release, retention of previous versions allows for a rollback or restoration to a previous secure and functional version of the baseline configuration. Additionally, archiving previous baseline configurations is useful for incident response and traceability support during formal audits.
[bookmark: _Toc108165721]CM Activities
The CM activities are grouped into these areas: identification, baselining, change control, monitoring, and reporting. The following subsections describe the activities in each of these areas.

[bookmark: _Toc108165722]Configuration Identification
The purpose of configuration identification is to document an identification scheme that will allow systems to be uniquely labeled and tracked.

In the context of CM of SAP information systems, a configuration item/system is identified, labeled, and tracked during its life cycle - the configuration item is the target of many of the activities within CM, such as configuration change control and monitoring activities. All items are tracked from receipt of the item until the item is either turned-in or destroyed. Due to the current moratorium (DoD CIO, 20 Apr 20, Department of Defense Standards and Reciprocity for Sanitization of Special Access Programs information Technology Devices) and the National Security Agency Central Security Service NSA/CSS Policy Manual 9-12, NSA/CSS Storage Device Sanitization Manual, no item or system that has processed SAP will leave a SAP facility unless it can be sanitized or destroyed as approved in this guidance or separate SAPCO approved procedures. The organization maintains a current listing of all hardware residing in the facility and completes a full inventory at least annually.

Hardware assets contained within the system's accreditation boundary will be labeled with stickers containing the classification level processed on that device.

[bookmark: _Toc108165723]Configuration Baselining
A baseline configuration is a set of specifications for systems that has been formally reviewed and agreed on at a given point in time, and which can be changed only through change control procedures. The baseline configuration is used as a basis for future builds, releases, and/or changes.

The baseline configuration of systems may evolve over time depending on the stage of the System Development Life Cycle (SDLC). Early in the SDLC, the baseline may be a set of functional requirements. As systems/networks are being developed and implemented, the baseline may expand to include additional configuration items such as the technical design, the software load, the architecture, and configurations of each system/network and its individual components. A baseline configuration may also represent different information computing environments such as development, test, and production.

[bookmark: _Toc108165724]Identification of Application Common Secure Configuration 
Common secure configurations are created based on requirements contained within DISA Security Technical Implementation Guide (STIG) and the Security Requirement Guide (SRG). For all assets, a combination of scripts, batch files and manual configuration will be performed to implement the initial secure state. All technologies contained within the information systems will be configured in accordance with the appropriate STIGs and/or SRGs.  

[bookmark: _Toc108165725]Configuration Change Control 
A well-defined configuration change control process is fundamental to any CM program. Configuration change control is the process for ensuring that configuration changes to SAP information systems are formally requested, evaluated for their security impact, tested for effectiveness, and approved before they are implemented.

The following process steps are used for configuration change requests:

1. Request the change. A request for change will originate from any number of sources including the Engineer/Testers and system users of the SAP information systems, the system's Administration Team, or program management. Some change requests may be mandated by higher headquarters.

2. Analyze the proposed change for its security impact to the SAP information system to determine system security impact (see more details at para 4.3.2 below).

3. Research the proposed change for security and functional impacts and include the resulting information in the Security Impact Analysis (SIA). If changes do not alter the security posture and are minor version changes, e.g., required hotfixes/patches, an SIA is not required and the change can be annotated in the maintenance log. The full name of the patch/hotfix/update must be entered into the maintenance log to provide details of information change and a roll back reference. 

4. Approve the change. Depending on the security impact of the change, this approval may be done at the local ISSM/ISSO and ISO/PM level or be required for submission to the AO for approval.

5. Implement the approved change. Once approved, authorized staff makes the change. Depending upon the scope of the change, it may be helpful to develop an implementation plan. Change implementation includes changes to applicable/related configuration parameters as well as updating system documentation to reflect the change(s). Stakeholders (e.g., users, management, help desk, etc.) are notified about the change, especially if the change implementation requires a service interruption or alters the functionality of the system. In the case of the latter situation, user and help desk training may be required.

6. Verify that the change was implemented correctly (e.g., vulnerability scans, post­ implementation security and functionality analysis, reassessment of affected security controls, etc.). Configuration change control is not complete and a change request not closed until it has been confirmed that the change was deployed without issues. Although the initial security impact analysis and testing may have found no impact from the change, an improperly implemented change can cause its own security issues.

7. Close out the change request. With completion of the above steps, the change request is closed out.


Proposed changes may also originate from vendor-supplied patches, application updates, security alerts, system scans, etc. As these are required system updates, the ISSM/ISSO will determine the security impact and approval level. If these do not require an SIA, the ISSM/ISSO will work with system administrators in order to apply these patches/hotfixes and all updates will be annotated in the system's maintenance logs. The full name of the patch/hotfix/update must be entered into the maintenance log to provide details of information change and a roll back reference. If DISA-approved patches are used, release of the patch is considered as testing and approved.

[bookmark: _Toc108165726]Handling of Unscheduled Changes
When unscheduled changes must be made and time does not allow for following the established configuration change control process, unscheduled changes are still managed and controlled.
Unscheduled changes are reviewed/resolved by the CCB as soon as is practical after unscheduled changes are made.

[bookmark: _Toc108165727]Security Impact Analysis (SIA)
SIA is the analysis conducted by qualified information technology staff to determine the extent to which changes to systems/network affect the security posture. Security impact analysis is incorporated into the documented configuration change control process.

The analysis of the security impact of a change occurs when changes are analyzed and evaluated for adverse impact on security, preferably before they are approved and implemented, but also in the case of emergency/unscheduled changes. Once the changes are implemented and tested, an SIA (and/or assessment) is performed to ensure that the changes have been implemented as approved, and to determine if there are any unanticipated effects of the change on existing security controls.

All hardware and software changes to DoD SAP IS must go through a configuration change control process. Security-relevant changes will follow the processes below. All configuration changes to systems must also be documented in the system's maintenance log. When submitting a change for approval, the SIA will be used for approval submission (Appendix A).

[bookmark: _GoBack]NOTE: Some systems are required to maintain configurations IAW SPO-controlled configuration requirements. In this case, the process will be documented in the system's BoE and SPO documentation for configuration changes uploaded to the system BoE folders.

Significant security-relevant changes will require assessment and may require reauthorization of the information system. If significant security-relevant changes are required, a detailed Security Impact Assessment (SIA) including concept of operations will be submitted to the AO for approval outlining the implementation and assessment process. If in doubt on the significance of a change, the SCAR/SCA shall be contacted to determine whether a change is significant.

The addition of any server/workstation requires the ISSM/ISSO to review the test results pre and post connection to ensure the information system has been configured in accordance with the approved artifacts.

Since the ISSM is responsible for halting practices dangerous to security, the ISSM shall have authority to veto any proposed change he/she believes to be detrimental to security. In cases of disagreement, the change shall be postponed while the ISO or ISSM contacts the AO's office for resolution.

Records of configuration-controlled changes to the information system must be retained for one year or one security review cycle, whichever is longer.

Hardware will not be connected to any system/network without the approval of the ISSM/ISSO.

Modifying, installing, or downloading any software on any computer system may affect system authorization and must be evaluated and approved by the ISSM/ISSO.

Security Relevant - any hardware or software that is "security enforcing," "security supporting," or "security non-interfering" which can affect an IS's configuration, functionality, or users' privileges, and has the potential to change the risk imposed on the IS.

a. Security Enforcing - Operating System (OS), access control applications, audit applications, device control applications, second party applications that perform IA, account management, anti-virus, firewall; capable of making changes to the security substructure of the system: modifies a user's account or changes permissions on objects such as enforcing Discretionary access Control (DAC), Mandatory Access Control (MAC), Network Access Control (NAC).
 
b. Security Supporting - Impacts a security process or procedures: e.g., software used to perform technical review for AFT; software that is only used by privileged users of the system in the performance of their duties; removing a backup server which may affect availability; code or script that authenticates the user and determines authorization.

c. Security Non-Interfering – Does not enforce or support any aspect of the system security policy, but due to its presence inside the security boundary, e.g., code running a privileged hardware mode within the OS, risk is elevated.

[bookmark: _Toc108165728]Recording Requirements
Once the change has been analyzed, approved, implemented, and verified, the organization ensures that updates have been made to supporting documents such as technical designs and baseline configurations, in addition to security-related documentation such as System Security Plans, System hardware and/or software lists, Plans of Action & Milestones, and any other documentation the change affects. In cases where there is high risk or where significant changes have been made, a system reauthorization may be required.

[bookmark: _Toc108165729]Configuration Change Board
CCB meetings will be conducted when new changes are requested. When changes are required due to STIG-compliance and vulnerability scans and the change does not alter the security posture, the changes will be researched for any issues before installing but a CCB is not required. The changes will be annotated in the system's maintenance log. The full name of the patch/hotfix/update must be entered into the maintenance log to provide details of information change and a roll back reference. For other than patches/hotfixes/settings required from security scans of the system, the CCB will:

a. Review new change requests and associated recommendations.
b. Authorize the approval, rejection, or deferral of each request via a verbal or digital vote. 
c. Any comments/questions raised are addressed verbally or digitally by the board members until a final decision is made.
d. Prioritize and assign approved change requests for implementation and identify an individual to complete the work.

[bookmark: _Toc108165730]CM Monitoring
Configuration monitoring involves activities to determine whether systems are configured in accordance with the organization's approved baseline configurations, and whether the IS components identified are consistent with the IS component inventory being maintained by the organization.

Configuration monitoring helps to ensure that CM controls are operating as intended and are providing effective security while supporting adherence to CM policies and procedures. Additionally, configuration monitoring supports organizations in their efforts to conform to the Risk Management Framework.

[bookmark: _Toc108165731]Organization Level Tools
Following are some tools used to implement and verify system security configuration settings, and examining systems for signs of compromise:
Insert Table

	Tool Name
	Purpose
	Notes

	ACAS/Nessus
	Automated vulnerability identification compliance
	Primarily used to verify IAV compliance

	SCAP
	Automated vulnerability identification compliance
	Primarily used to verify STIG compliance

	HBSS
	Automated host based security and antivirus
	Primarily used to identify rogue devices, provide inventory and protect assets through endpoints

	DISA
	Manual vulnerability identification 
	Primarily used to verify STIG compliance

	Group Policy, scripts, batch files 
	Apply configuration settings 
	Centrally manage security settings 

	Event Logs 
	Determine if system has been compromised
	Specific audit IDs are searched that correlate to suspected compromise activities




[bookmark: _Toc108165732]CM Reporting 
Reports address the secure state of system/network configurations and are used as input to Risk Management Framework information security continuous monitoring requirements. CM Reports are the output product of the CM Monitoring activity. Reports consist of:

a. Scan results (ACAS/Nessus, SCAP)
b. HBSS Reports
c. Incident Reports
d. Any Tool Reports

[bookmark: _Toc108165733]Report Recipients
All Reports will be made available to the CCB and personnel associated with the administration of the authorized system. The raw scan files from STIG-compliance and vulnerability scanning will be submitted to the AO (via CORE Fileshare) at the approved frequency time-periods.

[bookmark: _Toc108165734]Reviewing Reports
Scan reports will be reviewed by the system's system administrators and ISSM/ISSO to ensure no additional system vulnerabilities are found and either corrected or reported to the SCAR/SCA and documented on the system's POA&M.


APPENDIX:
A. Security Impact Analysis Report/Form
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Table 1: Initiative/Release Background
	Initiative/Release Name 
	

	Project Type 
	[Examples only]:
-New Development: [insert description]
-Enhancement: [insert description]
-Maintenance: [insert description]
[Insert project types and descriptions as applicable]

	Type of System
	 Standalone Isolated LAN  LAN  WAN

	System Changes 
	Provide an overview of the chances.

	Security Risks 
	Provide any risks or impacts on the system.

	Planned Deployment Initiate Date
	

	Planned Deployment Completion Date 
	

	Current Security Categorization of Impacted System(s) 
	


 
Table 2: Initiative/Release Description and Potential Security Issues

	What are the mission requirements/justification driving the change?

	

	What is the mission impact(s) if not approved?

	

	Please provide a description of the proposed change(s), including ALL additions, deletions, and modifications.

	

	Is the Technical Lead and/or Project Lead aware of any potential security-related issues or challenges associated with this change? If so, briefly describe them or provide and attachment describing them. A vulnerability check needs to be performed to determine known vulnerabilities. The vulnerability websites on the last page are an example for researching known vulnerabilities.

	

	Actions taken to mitigate any known vulnerabilities:

	



Table 3: Changes Type Worksheet 

In the second column, mark each applicable change type with an "X". Provide make, model, or version number in the Description column. Multiple change types may be selected for a single initiative/release. If none of the change types are applicable, please mark "Other change" and provide a description of the change in the third column. Attach any supporting documentation to support the change type, if applicable (e.g., approved software documentation). (REMOVE HIGHLIGHTED SECTION BEFORE SUBMITTING)

	Change Type
	Applicable? (Mark
X if Applicable)
	Description (If Applicable)

	New network device(s) (e.g., router,
switch, firewall, VPN gateway)
	
	

	New server(s)
	
	

	New workstation(s) (desktops or
laptops)
	
	

	Other new HW
	
	

	Decommissioning of existing HW
	
	

	New virtual server
	
	

	New OS
	
	

	Upgrade of existing OS
	
	

	New COTS application
	
	

	Upgrade or patch of COTS application
	
	

	New custom application
	
	

	Upgrade or bug fix for existing custom
application
	
	

	New DBMS (e.g., Microsoft SQL
Server or Oracle)
	
	

	Upgrade of existing DBMS (e.g.,
Oracle 9i to 10g)
	
	

	Addition of new DB instance
	
	

	Modification of an existing DB instance
(e.g., changes to a table)
	
	

	New or upgraded Middleware
application or service
	
	

	Modifications to ports, protocols, and
services used or provided by the system
	
	

	Changes intended to address security requirements or improve/modify the security of the system (e.g., cryptographic modules, security patch, authentication, authorization, role
changes)
	
	

	New information type processed,
stored, or transmitted on the system
	
	

	Interface change (addition/removed)
	
	

	Change of location
	
	

	Addition of new Program Identifier (PID)    *Note* Additional of a new PID requires SAPCO approval. 
	
	



Table 4: Additional Software Information 
(If more than one software or application request is required, complete additional software information for each item - See continuation sheet)

	Software Title and Version
	

	Manufacturer/Developer
	

	Software Features (What functions does it perform?)
	

	Description of Use (What will it be used for?  If it will be modified, state what features will be modified and who will do it.)
	

	Type of Change (see below for definitions)
	[bookmark: Check5]|_| Security-Relevant Change (Select an option below. Requires AO Approval)
       |_| Security Enforcing
       |_| Security Supporting
       |_| Security Non-Interfering
|_| Non-Security-Relevant Change (Submit for Informational Purposes Only)

	Justification for Type of Change
	

	Type of Software (Check all that apply)
	|_| Commercial Off The Shelf (COTS)
|_| Government Off The Shelf (GOTS)
|_| Freeware  |_| Shareware |_| Open Source
|_| Locally Developed |_| Foreign Owned/Developed


	If foreign developed, provide alternative US manufactured software, if available, and justification for not using US developed software.
	

	If freeware, shareware, or open source, provide alternative COTS software, if available, and justification for not using COTS software.
	

	Source of software
	|_| Purchased media (e.g. CD, DVD, etc.)
|_| Download (URL):
|_| Other (Describe):  

	Is the software on a DoD Approved Products List?
	|_| No   
|_| Yes – Provide link or certification:  


	Other Software Dependencies (Is additional software that is not part of the installation package required to be installed:
	|_| No   
|_| Yes - List required software below:


Table 5: Testing Worksheet

	Please describe the tests that will be conducted against the change(s)? 

	




Table 6: Security Impact Worksheet

	Control Family
	Explanation
	Yes
	No
	Description

	AC
	Will change(s) to system effect how the system limits: (i) information system access to authorized users, processes acting on behalf of authorized users or devices (including other information systems); and (ii) the types of transactions and functions that authorized users are permitted to exercise.
	
	
	

	AT
	Will change(s) affect required system training to ensure that personnel are adequately trained to carry out their assigned information security-related duties and responsibilities?
	
	
	

	AU
	Will change(s) affect how system audit requirements to (i) create, protect, and retain information system audit records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate information system activity; and (ii) ensure that the actions of individual information system users can be uniquely traced to those users so they can be held accountable for their actions.
	
	
	

	CM
	Will change(s) to the system impact the (i) baseline configuration and inventory of organizational information systems; (ii) establishment and enforcement of security configuration settings; and (iii) ability to monitor and control changes to the baseline configurations and to the constituent components of the systems (including hardware, software, firmware, and documentation) throughout the respective system development life cycle.
	
	
	

	IA
	Will change(s) to the system impact how it (i) identifies users, processes acting on behalf of users, or devices; and (ii) authenticates (or verifies) the identities of those users, processes, or devices, as a prerequisite to allowing access to organizational information systems.
	
	
	

	MA
	Will change(s) to the system impact how (i) periodic and timely maintenance is performed; and (ii) provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct information system maintenance.
	
	
	

	MP
	Will change(s) to the system impact how (i) information contained in the systems in printed form or on digital media is protected; (ii) access to information in printed form or on digital media removed from the systems is limited to authorized users; and (iii) how digital media is sanitized or destroyed before disposal or release for reuse.
	
	
	

	PE
	Will change(s) to the system/system environment change how (i) physical access to information systems, equipment, and the respective operating environments is limited to authorized individuals; (ii) the physical plant and support infrastructure for information systems is protected; (iii) supporting utilities for information systems is provided; (iv) and (v) appropriate environmental controls in facilities are provided.
	
	
	

	SC
	Will change(s) to the system effect how: (i) communications (i.e., information transmitted or received by organizational information systems) are monitored, controlled, and protected at the external boundaries and key internal boundaries of the information systems; and (ii) architectural designs, software development techniques, and systems engineering principles that promote effective information security are implemented.
	
	
	

	SI
	Will change(s) to the system effect how (i) system flaws are identified, reported, and corrected in a timely manner; (ii) malicious code protection is employed; (iii) system events are monitored and detected; (iv) the correct operation of security functions is verified; and (v) information is checked for accuracy, completeness, validity, and authenticity.
	
	
	

















	
