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[bookmark: _Toc107553344]INTRODUCTION
Privileged access enables an individual to take actions which may affect computing systems, network communication, or the accounts, files, data, or processes of other users.  Privileged access is typically granted to system administrators, network administrators, auditors, staff performing computing account administration, or other such employees whose job duties require special privileges over a computing system or network.

Individuals with privileged access must respect the rights of the system users, respect the integrity of the systems and related physical resources and comply with any relevant laws or regulations.  Individuals also have an obligation to keep themselves informed regarding any procedures, business practices and DoD operational guidelines and policies.
[bookmark: _Toc107553345]GENERAL PROVISIONS
Below are the general provisions a privileged user must understand and abide by:

a. Privileged access is granted only to authorized individuals. Privileged access shall be granted to individuals only after they have read and signed this Agreement.
b. Privileged access may be used only to perform assigned job duties.
c. If methods other than using privileged access will accomplish an action, those other methods must be used unless the burden of time or other resources required clearly justifies using privileged access.
d. A privileged user accounts is provided to an individual who is authorized to perform security-relevant functions, such as system control, monitoring, data transfer, or administration functions that general users are not authorized to perform.  Examples include:
1) Installing system software;
2) Performing repairs required to return a system to normal function, such as fixing files or file processes, or killing runaway processes;
3) Running security checking programs; and
4) Monitoring the system to ensure reliability and security.
e. Privileged access may be used to grant, change, or deny resources, access, or privilege to another individual only for authorized account management activities or under exceptional circumstances.  Such actions must follow any existing organizational guidelines and procedures.  Examples include:
1) Disabling an account apparently responsible for serious misuse such as attempting to compromise the administrator account, using a host to send harassing or threatening email, using software to mount attacks on other hosts, or engaging in activities designed to disrupt the functioning of the host itself; and
2) Disconnecting a host or subnet from the network when a security compromise is suspected.
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[bookmark: _GoBack]As a privileged user, I understand, acknowledge and consent to the following:

1. I understand that I am responsible for reading and complying with all requirements stated in the General Users’ Guide.
2. I understand that I have the necessary clearance for privileged access to SAP systems. I will not introduce or process data or software for the IS that I have not been specifically authorized to handle. 
3. I understand the need to protect all passwords and other authenticators at the highest level of data they secure. I will not share any password(s), account(s), or other authenticators with other coworkers or other personnel not authorized to access the SAP system. 
4. I understand that I am responsible for all actions taken under my account(s), root, or otherwise. I will not attempt to “hack” the network or any connected information systems, or gain access to data to which I do not have authorized access. 
5. I understand my responsibility to appropriately protect and label all output generated under my account (including printed materials, magnetic tapes, floppy disks, and downloaded hard disk files). 
6. I will immediately report any indication of computer system/network intrusion, unexplained degradation or interruption of system services, or the actual or possible compromise of data or file access controls to the appropriate Information System Security Manager (ISSM) or Information System Security Officer (ISSO). 
7. I will NOT install, modify, or remove any hardware or software (e.g., freeware/shareware and security tools) without approval from the ISSM/ISSO. 
8. I will not install any unauthorized software (e.g., games, entertainment software) or hardware. 
9. I will not add/remove any users’ names to the Domain Administrators, Local Administrator, or Power Users group without the prior approval and direction of the ISSM/ISSO.
10. I will not introduce any unauthorized code, Trojan horse programs, malicious code, or viruses into the SAP systems. 
11. I understand that I am prohibited from the following while using the SAP IS: 
a. Accessing, storing, processing, displaying, distributing, transmitting, or viewing material that is abusive, harassing, defamatory, vulgar, pornographic, profane, or racist; that promotes hate crimes, or is subversive or objectionable by nature, including material encouraging criminal activity, or violation of local, state, federal, national, or international law. 
b. Storing, accessing, processing, or distributing Classified or Privacy Act protected information in violation of established security and information release policies. 
c. Obtaining, installing, copying, pasting, transferring, or using software or other materials obtained in violation of the appropriate vendor’s patent, copyright, trade secret, or license agreement. 
d. Knowingly writing, coding, compiling, storing, transmitting, or transferring malicious software code, to include viruses, logic bombs, worms, and macro viruses. 
12. I understand that if I am in doubt as to any of my roles or responsibilities I will contact the ISSM/ISSO or Information System Owner (ISO) for clarification. 
13. I understand that all information processed on the SAP system is subject to monitoring/auditing. 
14. I will not allow access to any user who is not cleared access to the system/network or any other connected system without prior approval or specific guidance from the ISSM/ISSO. 
15. I will use the special access or privileges granted to me ONLY to perform authorized tasks or mission related functions. 
16. I will ONLY use my PRIVILEGED USER account for official administrative actions. This account will NOT be used for day to day system unprivileged access. 
17. I understand that failure to comply with the above requirements will be reported and may result in the following actions: 
a. Revocation of IS privileged access. 
b. Counseling. 
c. Adverse actions pursuant to the Uniform Code of Military Justice and/or criminal prosecution. 
d. Disciplinary action, discharge or loss of employment. 
e. Security Incident Reporting
f. Revocation of Security Clearance. 
18. I will obtain and maintain required certification(s), according to DoD 8570.01-M and the certification provider, to retain privileged system access.

By signing the separate Privileged User Agreement acknowledgement form, I agree to all of the above as well as the General User Guide agreement.  I acknowledge that I am responsible for all my actions while in the SAP Facility and on any of the information systems I have access to.


