KEY MANAGEMENT PLAN FOR L-XXXXX, SYSTEM NAME

	SYSTEM AND ENCRYPTION INFORMATION

	SYSTEM TYPE:

	
	Standalone Workstation
	
	Peer-to-Peer
	
	Isolated Network (with or without indirect connections)

	SYSTEM OPERATING SYSTEM:

	
	Windows
	
	Linux/Unix
	
	Other: 

	TYPE OF ENCRYPTION USED (mark all that apply)

	
	HWFDE
	HARDWARE FULL DRIVE ENCRYPTION

	
	SWFDE
	SOFTWARE FULL DRIVE ENCRYPTION (i.e., Bitlocker, Luks)

	
	SED
	SELF-ENCRYPTED DRIVES

	
	FE
	FILE ENCRYPTION

	
	AE
	APPLICATION ENCRYPTION

	Explain the type of encryption for your system(s) (i.e., SW used, FIPS-Compliant, which encryption algorithm (i.e., AES-256))

	<Samples:>
(1) The Windows standalone system uses SWFDE with Bitlocker AES-256 bit encryption.
(2) The Linux standalone system uses SWFDE with Luks AES-256 bit encryption.
(3) The Windows network uses SWFDE Bitlocker with Active Directory configured for AES-256 bit encryption. 
(4) Linux network uses a combination of HWFDE, with hard disk controller encryption module and random generator for AES-256 bit encryption. The SWFDE uses spinning disk software encryption with HyTrust KMIP Key Manager.
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	PRE-OPERATIONAL PHASE

	The pre-­‐operational phase is the most critical stage to prepare the environment, users, administrators and risk acceptance personnel. This phase covers the registration of entities (person, device, application, etc.) who will be requesting, consuming and reporting on key compromise. The pre-­‐operational phase covers the generation of the key material, the distribution of key material to authorized entities during the initialization stage, if appropriate, and the algorithm selection if allowed. Note that there are strict guidelines on which algorithms are permitted for protection (confidentiality and/or integrity) of DoD information.

	Registration of Entities:

	
	Network Registration (Registration Authority)
	
	Manual Registration

	Process for Registration:

	(Include configuration for new systems, key generation, initial storage of key(s), who will be requesting, consuming, and reporting on key compromise.)

<Samples:>  
(1) The standalone Windows workstation is configured for secure operation using Bitlocker when operating system is installed on the drive in the production system.  The key management system is a manual process where the keys are saved to optical media and stored in a GSA-approved safe with limited access.  Only privileged users may insert the drives and then power up the workstations. As the number of privileged users and drives are very limited, the list of privileged users, their approval processes, and the media control mechanisms are maintained in the SSP, which is maintained on the appropriate network node. The authorization factor scheme will be passwords.>

(2) The isolated network is configured with Active Directory Bitlocker Drive Encryption Feature.  Active Directory stores Bitlocker Recovery Keys through Group Policy Objects and containers. Only privileged users may configure key management on the workstations. As the number of privileged users and drives are very limited, the list of privileged users, their approval processes, and the media control mechanisms are maintained in the SSP, which is maintained on the appropriate network node. The authorization factor scheme will be passwords.

(3) Linux standalone system is configured for secure operation using LUKS with dm-crypt to generate the plain key which is stored on the disks system use space of the Master Boot Record (MBR).  LUKS allows 5 slots for 5 individual users to generate their own key phrase. The keyphrase is stored in a GSA-approved safe with limited access. The key and phrase are created by the organizations Crypto administrator (CA) and documents the phrase.  The system administrator (SA) completes the installation of the operating system.

(4) Linux networked system can be a combination of LUKS, or LUKS with a KMIP Key Manager server. The LUKS local is performed the same as the Linux standalone. Using the KMIP Key Manager is performed with a CA and SA. The CA performs the key functions on the key manager server and creates the key store for the encryption. The SA completes the administrative task of distribution of the keys to the individual systems.  


	OPERATIONAL PHASE

	The operational phase covers the storage of the key material while in active use, the conditions surrounding the recover and backup of key material (who can request and who is allowed access to manage the key recovery environment), and when keys need to be superseded (rolled over/changed) based on factors such as number of users who have access, volume of data protected by that key, and how long the key has been in use.

	Storage of key material while in active use:

	
	Within network (i.e., Bitlocker, Luks)
	
	Optical Media
	
	Paper Copy in Sealed Envelope

	Backup of Key Material

	
	Yes
	How:
	<Optical Media, Paper Copy, Use of the Key Management Server on the Windows Network>
<SED drive, Paper copy of keyphrase, Use of Key Management server on HyTrust.>

	
	No
	Justification:
	<Backup not needed as the system is a periods processing system used in test for a limited amount of time and data backed up after test, drive wiped and reused in the SAP environment.>
<Backup not needed as long as the test period does not exceed the life of the key generated for Linux. If the test period exceeds key life, the key should be backed up to an optical drive (SED). The key period should be changed to reflect the extended test period.>

	Process for Key Recovery if Lost:

	<Samples:>

(1) On a standalone workstation, recovery is dependent on the recovery password.   This password should be maintained (soft or paper copy) with a backup.  If recovery password is lost, the key cannot be recovered and the hard drive is not accessible. 

(2) Using Windows Active Directory, a system’s key can be recovered by a member of the Bitlocker Recovery Admins Group or Domain Admins Group.>

(3) On a Linux standalone, recovery is dependent on the keyphrase password.  The keyphrase is logged and contained in a GSA-approved safe.

(4) On a Linux network install, the key store, keys and keyphrase are stored in a GSA-approved safe with the assistance of the CA and SA.



	Process for Key Change if Compromised:

	<Samples:>
(1) On a standalone workstation, once the pertinent user data has been copied, the media or paper copy of the key will be destroyed, the hard drive wiped and re-imaged with a new key and data restored.

(2) If the key has been compromised on a networked system, an administrator can delete the key directly from Windows Active Directory.  The key manager will remove it and all of its instances completely and make the recovery of that key impossible.>

(3) Standalone Linux system is the same process as sample 1.

(4) Linux network, the CA destroys the key and key store. The new keys are issued by the CA and SA completes the configuration.



	POST-OPERATIONAL PHASE

	The post-­‐operational phase covers the archiving, revocation management process, and the destruction of key material.

	Entity Deregistration

	<Sample:  When a privileged user is no longer associated with the system, their accesses are removed for the room containing this system, the operating systems, and the safe drawers associated with the system.>

	Key Record Deletion:

	<Samples:>  
(1) There is not expected to be any key deregistration as the keys are associated to particular processing events and media with a short crypto period and very limited distribution.

(2) Crypto-shredding will be used for key record deletion at the test termination.

(3) An administrator uses the network key manager to revoke a key so that it is no longer used for encryption and decryption requests. A revoked key can, if needed, be reactivated by an administrator so that, In certain cases the key can be used to decrypt data previously encrypted with it, like old backups but even that can be restricted.  If the key is no longer in use, an administrator can choose to delete the key entirely from the key storage database of the encryption key manager.  The key manager will remove it and all of its instances to make the recovery of the key impossible.>





