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1. [bookmark: _Toc60751247] OVERVIEW

In early 2020, the Authorizing Official (AO) function for all Air Force Test Center (AFTC) Special Access Program (SAP) Developmental Test & Evaluation (DT&E) systems was transferred to AFTC   The process for Bodies of Evidence (BoE) submissions for authorizations has remained the same since SAF/CNSZ staff were reviewing and assessing AFTC SAP systems but additional tools were incorporated into the assessment process that are more helpful for the units in submission of their system artifacts.

2. [bookmark: _Toc60751248] PURPOSE

The purpose of this procedural document is to provide the AFTC units information on obtaining Authorizations to Operate (ATOs) for their systems.  This will guide the units in the creation of each of the artifacts to ensure the reviewers/assessors have what they need to make a determination for approval.  Although this document will only serve as a guide for the paperwork required for an ATO, it will assist the units in understanding what is required to maintain the security of their systems.  The final step for authorization will be a hands-on security assessment so the units will have to ensure that they are securing their systems in the manner documented in their package.

3. [bookmark: _Toc60751249] NEW SYSTEMS

Any new IT systems (i.e., systems that do not have an AF/DOD Unique Identification (UID)) must be evaluated through the SAP IT Triage process.  The process was developed to help programs rapidly address immediate SAP IT shortfalls using existing AF enterprise and DoD solutions.  The Information System Owners (ISOs) must understand that new systems are not automatically approved.  The current DoD direction is that no new systems should be created when use of enterprise systems will fulfill the requirement of the mission.

If the SAP Triage cannot find a suitable enterprise solution, then the new IT system requirement is forwarded to SAF/CNSZ for an AF/DoD UID.

The process for submitting a new IT system is shown below.

[image: ]

Once a new requirement is approved and given an AF/DoD UID, the unit will submit a New SAP System Purchase Request (NSSPR), DoD Census and Win10/Data at Rest (DaR) report.  The NSSPR will serve as the DoD waiver form for new/unique systems.  The receiving unit will then follow the process below in order to obtain an ATO.

4. [bookmark: _Toc60751250] SYSTEM CATEGORIZATION

The first step for any system is the Air Force Information Technology Categorization and Selection Checklist (AF ITCSC).  

4.1 [bookmark: _Toc60751251]Categorization Memo 

The categorization of SAP IT is a coordinated effort between the Program Manager (PM), ISO, the Information Systems Security Manager (ISSM), the Security Control Assessor Representative (SCAR), the Security Control Assessor (SCA), and the AO.  The PM/ISO identifies information type processing on the system and the potential impact (low, moderate, or high) resulting from the loss of confidentiality, integrity, and availability if a security breach occurs.  The definitions of potential impact per the CNSSI 1253, Section 3.1 are as follows:

· Low:  If the loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.
· Moderate: If the loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals and exceeds mission expectations.
· High: If the loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.

4.2 [bookmark: _Toc60751252]Checklist and Steps for Categorization Selection

The AFTC SCA or designated representative uses the AF ITCSC to review a unit’s system categorization and returns the AF ITCSC with comments to improve the justification and information required for categorization approvals.

The Information Type(s) should be selected from NIST SP 800-60V2.  This publication provides a multitude of information types with explanations for each.  Many of AFTC SAP systems will fall into the D.20.1 Research and Development Information Type but the explanations should be read to determine if your system falls into these types.  The NIST SP 800-60V2 also provides guidance for the impact level of the selected information type, but the impacts can be adjusted based on organization’s mission requirements.

IAW NIST SP 800-60V1, para 4.14, not all information processed by an information system may be identified; therefore, an agency may identify unique information types not listed in this guideline.  However, AFTC only allows the creation of a unique information type if it is described in the same fashion as the NIST SP 800-60V2 information types with strong justifications on the baseline.  This means creating the information type and attaching a description, recommended provisional categorizations, and then providing strong justification in the categorization memo to reflect the suggested categorization.

The justification of categorization must meet the impact guidelines in CNSSI 1253 for Confidentiality, Integrity, and Availability.  The 96 TW has created a template for use in the categorization memo creation providing questions for the unit to answer in the justification and has provided sample justifications to assist the units.  The templates are uploaded to the AFTC Cybersecurity CORE File Share (CFS).  With insider threat being the largest threat to SAP systems, the justification is required to be strong especially in the integrity categorization.  The minimum categorization for any SAP system is Moderate-Low-Low (MLL). The Low integrity categorization must be strongly justified or a Moderate Integrity level should be considered.

The 96 TW categorization memo template also provides guidance on the diagram required for the categorization memo submission.  There is also a sample diagram that shows the boundary of the system as well as data flow (both indirect and direct connections).

Once complete, the unit will obtain the PM/ISO signature for approval of the information type and categorizations selected.  The unit ISSM/ISSO will then submit to the AFTC SCA/SCAR for review/concurrence and submission to the AO for approval.   Some of the previous ATOs were approved without an official Categorization Memo approved by the AO and/or SAF AODR.  All systems, regardless of ATO status, will require an approved Categorization Memo before any system security changes can be approved by the AO.

Approval of categorization will provide the unit information needed to use in their Security Control Traceability Matrix (SCTM) to select controls based on system categorization.

5. [bookmark: _Toc60751253]BODIES OF EVIDENCE (BoE) SUBMISSION

Once the system’s categorization is approved by the AO, the unit will update or create BoE for their system to receive an ATO.  BoE will consist of all of the following documents:

	Current Authorization (if previously approved system)
	Approved Categorization Memo
	System Security Plan (SSP)
	Security Control Traceability Matrix (SCTM)
	Network Diagram/Topology
	Hardware List
	Software List
	STIG Applicability List
	Ports, Protocols, and Services (PPS) List
	STIG-Compliance and Vulnerability Scans

5.1 [bookmark: _Toc60751254]Current Authorization

If the system has already been authorized but near expiration or already expired, the current approved ATO must be submitted with the authorization package BoE.

5.2 [bookmark: _Toc60751255]System Security Plan (SSP)

The purpose of the system security plan (SSP) is to provide an overview of the security requirements of the system and describe the controls in place or planned, responsibilities and expected behavior of all individuals who access the system.  The 96 TW created an SSP template for units with notes, recommendations, and samples for standardization in the SSP submissions.  Below are some helpful hints to guide the units to a well-written SSP.  The SSP provides the reviewers, assessors, and the AO with insight to the type of system, its mission/purpose, and its architecture including the setup, boundary, and data flow.

Below is guidance on different sections of the SSP.  All documents referred to in the SSP needs to be submitted as supporting documentation.

5.2.1 [bookmark: _Toc60751256]AFTC System Types

Section 1.1 System Overview of the SSP calls for the System Type.  Below are the AFTC defined system types of all RDT&E systems under their purview.  

Standalones (SA):  SA system/enclave is a single system or collection of systems that have no network connectivity other than to themselves. The systems/enclaves are all physically, not logically connected and wholly contained within the facility (i.e. same room, same lab, same building or adjacent building). The definition of a SA system is a closed-loop system/enclave with no persistent external connections.  Internal connections include but not limited to optical media, approved external USB hard drives, and isolated switches connecting all nodes.

Point-to-Point (P2P):  P2P systems are isolated, closed-loop systems or enclaves that intermittently connect one-to-one to other approved systems via a tunneling mechanism (e.g. TACLANE) and have no other external connections, except for the approved transport mechanism. The P2P systems are isolated with limited connectivity, i.e., completely closed until connected to another P2P using an approved transport mechanism. An MOA/MOU/ISA is required, along with details about the interconnection such as security controls or protections in place.

Collaborative Enclaves (CE):  CE systems are more complex enclaves performing AFTC mission related functions.  The CE system are usually connected to multiple domains at the same time and bring test components to evaluate.  CE systems have persistent network connections and may be connected to other services or SAP networks.

5.2.2 [bookmark: _Toc60751257]System Categorization

With the use of the categorization memo, the System Categorization section just shows the approved security categorization.  Units should refer to the approved Categorization Memo for more details.

5.2.3 [bookmark: _Toc60751258]Control Selection

The system baseline is the level of Confidentiality, Integrity, and Availability from the approved Categorization Memo.  The overlays selected are based on unique information processed by the system and its connectivity.  If the system is a Standalone or Isolated LAN, units will select only the classified overlay along with any other approved overlay (Intel, PII, CDS, etc.).  Currently, we are not using the Standalone or Isolated LAN overlays as they are not approved overlays on the RMF Knowledge Site.   The baseline and overlays will create the foundation for the required security controls used in the SCTM for securing the information system.

5.2.4 [bookmark: _Toc60751259]General System Description/Purpose

This section in the SSP (Section 4) is to explain and define the system’s mission and purpose.  This section should tell the reviewer/assessor what this system is used for.  Details regarding the mission of the system will help the reviewer/assessor understand the security controls required for this system.  The 96 TW template provides more information and samples.

5.2.5 [bookmark: _Toc60751260]System/Network and Functional Architecture

This section in the SSP (Section 4.1) is used to explain the architecture of the system/network.  This section will include verbiage on the architecture and system diagrams (facility/system layout with networks/systems and a legend to show which networks/systems).  Having a legend and color coding the systems will help show the layout.  

If periods processing is used, explain what happens when the drive is not in use (in a safe) to include no auditing/patching during this time.  Also, if you are periods processing, you must address your sanitization procedures and logs to show who conducted the removal of the drives.  The SSP Template has a sample for this.

The network diagram to show the boundary and data flow can be included but will still be sent as a separate BoE.  (See section 5.4) 

5.2.6 [bookmark: _Toc60751261]User Agreements

General and Privileged User Agreements should be provided with the SSP.  Ensure that the user agreements contain required information IAW JSIG and DISA requirements.  The DISA requirements can be found on Intellink.  The repercussions/consequences of misuse or abuse should be on the agreements as well IAW JSIG AT-3 SAP Supplemental guidance.  

5.3 [bookmark: _Toc60751262]SCTM

Use the SCTM template/cheat sheet provided by the 96 TW that shows controls that can be tailored out by system type and gives guidance on what to submit in order to be compliant.  If a security control cannot be met, the status on the SCTM should reflect this.  Status should be Implemented, Partial, Tailored Out, or Tailored Implementation.  

5.4 [bookmark: _Toc60751263]Network Diagram

The network diagram should show the boundary of your system.  The diagram should reflect all systems in your boundary so it matches your HW list.  If you have 10 workstations, your diagram can show one with an “x10” beside it.  A red dotted line should reflect your boundary.  Direct and indirect connections should also be shown on your diagram.  A solid line reflects a direct connection and a dotted line will show indirect connections.  Pay attention to the direction of the indirect arrows to ensure the diagram is not indicating a high to low transfer.  The indirect connections should show what is used for sneaker net (i.e., CD, hard drive, etc.).  Annotate what type of data is sneaker netted to your system (i.e., AV updates, drivers, tech data, etc.).

This diagram should match the diagram you used for the categorization memo with any changes shown since you submitted the memo.  

5.5 [bookmark: _Toc60751264]Hardware and Software Lists

HW List must match the diagram.  HW list must show End-of-Life (EOL)/End-of-support (EOS).  Search for make/model EOL/EOS.  If found, place date on the worksheet.  If none, then “NO” or “NO EOL” or “NO EOL Found” should be placed in this block on the list.  If HW has reach EOL, address in POA&M for Security Control SA-22. Recommend commenting on security of system (security settings and encryption can still be set/met on this system).  End of Warranty does not mean EOL or EOS.  Support can still be provided on an as-needed basis or purchase of an extended warranty.  EOL/EOS means there will be no support provided by the vendor on this make/model of equipment.  

	Device Type
	Manufacturer
	Model
	Serial Number
	EOL/EOS
	Function/Purpose

	
	
	
	
	
	




SW List must also show EOL/EOS.  Unsupported software must also be addressed in the POA&M for Security Control SA-22.  SW list should show software installed on the system.  Use the template provided in the SSP template appendix.  

Do not screen shot the Programs and Features section for Windows.  If you have installed, for example, SQL Server 2016, you do not need to list all the parts of that installed software (i.e., SQL Server 2016 Management Studio).  Your list should be clean and reflect the software installed on the system.  

Do not list drivers on your SW list.

Go through your software list and make sure all software listed is required.  Only install what is required on your system (i.e., if you need Word and Excel, customize Office on the install so all the other extra applications aren’t installed).  If older software versions are listed for the same type of software installed (i.e., Office 2010 and Office 2016), this could indicate unsupported software which will make SA-22 non-compliant.  When you install newer software, make sure the older software is fully uninstalled if it is not needed.

If you use a specific STIG-compliance scan on your system, that software should be listed on your SW list.  SCARs compare your STIG Applicability List with your software list to ensure your scans are complete.

	Publisher
	Application
	Version
	EOL/EOS
	System
	Function/Purpose

	
	
	
	
	
	




5.6 [bookmark: _Toc60751265]STIG Applicability List

This document should provide a list of STIG-compliance scans run on your system.  All items listed on the system SW list that have a STIG-compliance scan available should be listed on this listing.  This should correspond with your software list and cover all required scans.  The DoD Cyber Exchange has a tool you can use to guide you selecting applicable STIGs.  The tool can be found here: https://cyber.mil/stigs/srg-stig-tools/.

5.7 [bookmark: _Toc60751266]PPS Worksheet

Registration number is not required for systems not connecting outside of the base network infrastructure.  If a network connection (TACLANE to TACLANE) is required and a firewall entry is requested, a registration number will be required.

For any network or standalone system that requires the network interface card (NIC) to be enabled, please provide a PPS worksheet.  AFTC recommends setting the Windows Firewall to allow only required ports on the NIC access to the system/network.  This can also be done by application.  Some sort of security should be shown with an enabled interface.  If ports are used and secured, a PPS is required for submission.

For Direction, please use either inbound, outbound, or bi-directional.

	Service
	FROM
	TO
	Port
	Protocol
	Direction
	Notes

	
	Hostname
	Hostname
	
	
	
	

	
	
	
	
	
	
	




5.8 [bookmark: _Toc60751267]STIG-Compliance and Vulnerability Scans

5.8.1 [bookmark: _Toc60751268]STIG-Compliance Scans

STIG-compliance scans can be found on the DISA website.  All applicable scans need to run against your system/network.  Recommend units use the Security Requirements Guide (SRG)/STIG Applicability Guide and Collection Tool from DISA on the cyber.mil website (referenced above in 5.6).  The purpose of the SRG/STIG Applicability Guide and Collection Tool is to assist the SRG/STIG user community in determining what SRGs and/or STIGs apply to a particular situation or Information System (IS) and to create a fully formatted document containing a “Collection” of SRGs and STIGs applicable to the situation being addressed.  This document can be used to submit the system’s STIG Applicability List required for authorization.

These scans provide a secure configuration snapshot of the software applications, operating systems, and network devices operating on the system, and it also provides the actions to mitigate the vulnerabilities found.  The raw scans (ckl) files should be submitted to SCA/SCAR.  Units can also submit the PDFs to show compliance in an easier-to-read format.  The scans should be viewed by the unit in the STIG-viewer application in order to provide comments to any open items.  These scans are imported into the assessment tool to determine system vulnerabilities and is a critical element of the authorization process.

The 96 TW ISSE has created a guide on how to build and maintain a STIG vulnerability checklist that has been distributed to the units and available upon request. 

5.8.2 [bookmark: _Toc60751269]Vulnerability Scans

Vulnerability scans also need to be run against your system/network (RA-5).  These scans provide a snapshot of patches applied to the software on the systems.  AFTC systems can use either Nessus for standalone workstations or networks with less than 16 IPs for free download on the Tenable site or use the full ACAS software application for network scanning provided by DISA.  The raw scans (.nessus or .csv) files should be submitted to the SCA/SCAR.  Recommend you also submit the reports in an easier-to-read format.  These scans are imported into the assessment tool to determine system vulnerabilities and is a critical element of the authorization process.

Refer to the Tenable site for the number of allowed free licenses in case the “16” IPs referred to above has changed.
6. [bookmark: _Toc60751270]CORE FILESHARE (CFS) UPLOAD OF BoE

Below shows the process for uploading files and how AFTC will maintain standardization in filenames and folder structure.

6.1 [bookmark: _Toc60751271]Naming Convention of Files

Below is the naming convention of all files that are submitted to CFS.  The main folder will contain all of these documents.

1_L-#####_Current Authorization_Date (Classification)
2_L-#####_Categorization_Memo_Date (Classification)
3_L-#####_System Security Plan (SSP) _Date (Classification)
3b_L-#####_SCTM_CatLevel_Date (Classification) 
4_L-#####_Network Diagram Topology_Date (Classification)
5_L-#####_HW List_Date (Classification)
6_L-#####_SW List_Date (Classification)
7_L-#####_STIG Applicability List_Date (Classification)
10_L-#####_Current POA&M_Date (Classification)
11_L-#####_PPS Worksheet_Date (Classification)
12_L-#####_System Test Plan_Date (Classification)
13_L-#####_Letter of Assurance_Date (Classification)

8 and 9 are the STIG-compliance and vulnerability scans and will be placed in the scans folder underneath the UID folder structure.

System Test Plan is for the units requesting an Interim Authorization to Test (IATT).  This document will have to be very detailed to show the AO what tests are planned for this short period of time (usually 3-6 months).

The Letter of Assurance will be the annual review letter to show the SCAR, SCA and AO what changes to the system and documentation are required for this review.  If the updates change the security posture of the system, a reauthorization may be requested.  The units should work with 96 TW ISSMs to determine if a reauthorization is required.

NOTE:  If using the 96 TW SSP template, the SCTM will be at Appendix B and, therefore, the naming convention for the SCTM is placed at “3b”.  The unit can change this to reflect what appendix the SCTM is located at.


6.2 [bookmark: _Toc60751272]Folder Creation and Structure on CFS

Top Level folder will be the system’s L-##### UID.  Underneath the top level folder, the following folders will be created:

8-9 STIG and Vulnerability Scans
ARCHIVE
Assessment Documentation
Security Impact Analysis (SIAs)
SCTM Supporting Documentation
SSP Supporting Documentation

The SSP Supporting documentation should be any of the appendices that are not covered in the main submission of files that the SSP refers to (i.e., System ConOps, GUG, PUG, etc.).

The SCTM Supporting documentation should be the IA SOP or CSOP that the security control responses refers to or any other documentation that the control response refers to (i.e., CMP, ISCP, etc.).

The Assessment documentation folder will be used by the SCAR to submit any of the files created by assessment tools as well as the final Cyber Risk Assessment report submitted to the SCA/AO at AFTC.

6.3 [bookmark: _Toc60751273]Using the ARCHIVE Folder

The ARCHIVE folder will be for any documentation that is replaced by a newer creation for history purposes.  Documentation should not be deleted but placed in this folder.

6.4 [bookmark: _Toc60751274]STIG-Compliance and Vulnerability Scan Submissions

Below the scans folder will be folders created with dates of the scan submissions in the YYYYMMDD format.  As stated above (paragraph 5.8.2), raw scan files must be submitted for SCAR review.

7. [bookmark: _Toc60751275]REVIEW PROCESS

As you complete and submit the above items, communicate with the SCA or SCAR in order to start the review process.  The SCA/SCAR will review the BoE and provided detailed checklists with comments to the unit. These checklists can be used to clarify or correct portions of your BoE that will assist in obtaining an authorization.  These checklists will also be used for the reviewers to provide the assessor information required to determine security compliance of the system.

7.1 [bookmark: _Toc60751276]Current Plans of Actions and Milestones (POA&M)

The initial POA&M will be provided to the units from the SCA/SCAR review.  The SCA/SCAR review consists of tools (e.g., Vulnerator) that pull in the raw scans and the SCAR security control compliance review to create a POA&M for the system.  Once the POA&M is created and shared with the unit, the unit will review the document and complete the POA&M with comments/mitigations, resources required if item is still open, and scheduled/estimated completion dates.  If an open item is completed and resolved, the unit will change the status to complete.  If the unit resolved the item with means other than the STIG recommended fix, the unit should state the resolution or mitigations in place to change the status to complete.

The unit will also be provided the Vulnerator report so they can use the POA&M with all the findings to determine why the control was annotated as non-compliant and will then know what needs to be done in order to mark the item complete.  The unit will look at the control listed as non-compliant on the POA&M.  Then, on the Vulnerator report provided on the POA&M tab, the unit can filter on the security control listed and then filter on “Ongoing” status.  This will show the unit why the control was considered non-compliant and what needs to be done to resolve this finding.

If a control is considered compliant on the SCTM and the scans do not have this control on the Vulnerator report, the SCAR will let the unit know why it was added to the POA&M.

Once complete by the unit, the POA&M will be returned to the SCAR/SCA for review and submission to the AO.  The units should return the completed POA&M as soon as possible to aid in the recommendation for length of ATO.

8. [bookmark: _Toc60751277] ASSESSMENT PROCESS

8.1 [bookmark: _Toc60751278]BoE Paper Assessment

The paper assessment of the BoE will begin with the SCA/SCAR providing checklists and working one-on-one with the units to clarify submissions or to request more information to assist the SCA/SCAR in an authorization determination/recommendation.

Once submitted to the SCA/SCAR, any additional clarifications or further documentation needed will be routed through the unit ISSM in order to gather information from the unit.

8.2 [bookmark: _Toc60751279]System/Network Hands-On Assessment

The SCA/SCAR will assess the system’s paperwork but will follow through with a hands-on assessment where a time will be scheduled for him/her to visit the unit and inspect the system based on documentation submitted by the unit.  This will assist the SCAR in his/her recommendation to the SCA/AO for authorization and the length of the ATO.  This hands-on assessment report will be included in the SCAR submission to the SCA/AO in the assessment documentation.

8.3 [bookmark: _Toc60751280]Cyber Risk Assessment to AFTC

8.3.1 [bookmark: _Toc60751281]ACC Assessment Tools 

ACC has created tools to assist in the assessment of a system’s BoE for authorization.  These tools use the unit’s security control responses along with the raw scans (both STIG-compliance and vulnerability) to determine a systems compliance.  Using these tools, the assessor will create the system RAR and SAR.  The tools will also create a system POA&M that will be provided to the unit for completion (see 7.1 above).

8.3.2 [bookmark: _Toc60751282]System Quality Rubric

The quality rubric is used to assess the system BoE by providing a score to the documentation.  The scores are based on different BoE submissions and if the document meets 100% of requirements, a higher score will be received.  The system is then rated based on the BoE and given a score to determine the length of the ATO.  

This is used to assist the SCAR in his/her recommendation but is not the final determination.  The other assessment tools will be used in conjunction with this score to determine a recommendation for an authorization.

8.3.3 [bookmark: _Toc60751283]Hands-On Assessment Report

This hands-on assessment will play a large part in the SCAR recommendation as it will show the assessor that the system is secured as stated in the system’s BoE

8.3.4 [bookmark: _Toc60751284]Cyber Risk Assessment Report

The SCAR will address the compliance of AFTC critical controls in this Cyber Risk Assessment report and submit a recommendation for the length of an ATO to the SCA/AO.

8.4 [bookmark: _Toc60751285]Receipt of ATO

Once the package and system has been assessed, the SCAR will provide a recommendation to the AFTC SCA for review.  The AFTC SCA will work with the SCAR on any questions, comments, or concerns.  The SCA will then meet with the AFTC AO to recommend authorization.  The ATO will then be approved or disapproved based on determination of risk level for the AO.

9. [bookmark: _Toc60751286] MAINTAINING AN ATO

Once you receive an ATO, you must ensure compliance with security of the system continuously.  The following are some of the required monitoring activities and artifacts required to be submitted.

9.1 [bookmark: _Toc60751287]Continuous Monitoring

The ultimate objective of Continuous Monitoring (CM) is to convey security control effectiveness and provide insight into system vulnerabilities and awareness of threats to the organization and the AO.  After the ATO is issued by the AO for the system, units will continue to monitor the systems as stated in their approved authorization package.  

The 96 TW has created a Wing CM Plan to provide guidance and instructions to formulate a CM strategy, assess system information security controls as approved by the AO and report security control assessments to validate security posture of the information system.  

A critical aspect of the security authorization process is the post-authorization period involving the CM of information system security controls.  Conducting a thorough point-in-time assessment of the security controls is necessary.  Effective information security programs should also include a CM program to check the status of the security controls on an ongoing basis.  The ultimate objective of the CM program is to determine if the security controls continue to be effective over time given the inevitable changes that occur in the system hardware, software, firmware, or operational environment.  The 96 TW has also provided a template to the units in the CM Plan for CM reporting.

9.2 [bookmark: _Toc60751288]Quarterly Reporting

As a condition to your ATO, quarterly reporting is required for your systems.  This quarterly requirement is for STIG-compliance and vulnerability scanning as well as updating the system POA&M.  When a system package is being reviewed and assessed for an ATO, the SCAR will provide the unit with a current POA&M.  Once an ATO is received, the unit will scan their systems every quarter (90 days) and update their latest POA&M.  Any new vulnerabilities or open items from the quarterly scan will be added to the latest POA&M. 

The scans and current POA&M will be uploaded to CFS.

9.3 [bookmark: _Toc60751289]Annual Reporting

Annual reporting of your system’s security posture is required.  Using the 96 TW CM Plan template, report CM by completing the form for all frequency requirements on the system security controls.  This form as well as an annual review memorandum showing any changes to your system is required.  Currently, AFTC is using the SAF/CNSZ Letter of Assurance to report changes.

9.4 [bookmark: _Toc60751290]System Changes – Security Impact Analysis

Information systems (IS) are typically in a constant state of change.  It is important to understand the impact of changes on the functionality of existing security controls.

The organization analyzes changes to the IS to determine potential security impacts prior to change implementation.  Security impact analysis (SIA) is the deliberate consideration of the impact of a change on the security state of the information systems.    

An SIA must be conducted prior to changes to the system (hardware, software, operational, etc.).  If the change on the system is security-relevant, AO approval is required prior to the change being made.  Below are the definitions for security-relevant:

Security Relevant – any hardware or software that is “security enforcing,” “security supporting,” or “security non-interfering” which can affect an IS’s configuration, functionality, or users’ privileges, and has the potential to change the risk imposed on the IS. 
· Security Enforcing – Operating System (OS), access control applications, audit applications, device control applications, second party applications that perform IA, account management, anti-virus, firewall; capable of making changes to the security substructure of the system: modifies a user’s account or changes permissions on objects such as enforcing Discretionary access Control (DAC), Mandatory Access Control (MAC), Network Access Control (NAC). 
· Security Supporting – Impacts a security process or procedures: e.g., software used to perform technical review for AFT; software that is only used by privileged users of the system in the performance of their duties; removing a backup server which may affect availability; code or script that authenticates the user and determines authorization. 
Security Non-Interfering – Does not enforce or support any aspect of the system security policy, but due to its presence inside the security boundary, e.g., code running a privileged hardware mode within the OS, risk is elevated.

Non-security-relevant changes still need to be approved by the system’s ISO/PM and the system ISSM and submitted to the SCA/AO on CFS for notification of change.  The SIA will be submitted to the 96 TW ISSMs and reviewed prior to AFTC submission.  The 96 TW ISSMs have a checklist for the SIA that will assist in SIA finalization.



This checklist can be used to document your progress in package submissions.  Placing the date in the complete column will track the time it takes to finalize documentation and receive an ATO.  Additional rows can be added for more than one return to the 96 TW ISSMs.

	SYSTEM ID:
	SYSTEM NAME:

	STEP
	DESCRIPTION
	COMPLETE
	N/A

	

	If new system, submit AF1067 for requirement approval
	
	

	
	      AF1067 returned for correction
	
	

	
	      AF1067 Submitted to AO
	
	

	

	Once approved, submit Census and Win10/Dar Spreadsheet
	
	

	

	Submit Categorization Memo for approval
	
	

	
	      Categorization Memo returned for correction
	
	

	
	      Categorization Memo Submitted to AO
	
	

	

	Submit System Security Plan (SSP) and supporting documentation
	
	

	
	      SSP returned for correction
	
	

	
	      SSP finalized
	
	

	


	Submit Security Control Traceability Matrix (SCTM) and supporting documentation
	
	

	
	      SCTM returned for correction
	
	

	 
	      SCTM finalized
	
	

	

	Submit Network Diagram/Topology
	
	

	
	      Diagram returned for correction
	
	

	
	      Diagram finalized
	
	

	

	Submit HW List
	
	

	
	      HW List returned for correction
	
	

	
	      HW List finalized
	
	

	

	Submit SW List
	
	

	
	      SW List returned for correction
	
	

	
	      SW List finalized
	
	

	

	Submit STIG Applicability List
	
	

	
	      STIG List returned for correction
	
	

	
	      STIG List finalized
	
	

	

	Submit Ports, Protocols, and Services (PPS) List
	
	

	
	      PPS List returned for correction
	
	

	
	      PPS List finalized
	
	

	

	Submit STIG-Compliance Scans
	
	

	
	      Additional SCANs submitted
	
	

	

	Submit Vulnerability Scans
	
	

	
	      Additional SCANs submitted
	
	

	

	Once received from SCAR, complete and return POA&M
	
	

	

	Receive ATO
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