

	
<DATE>

MEMORANDUM FOR RECORD

SUBJECT:  Separation of Duties Control Modification and Appointment Letter	

1. Due to manning constraints at the <DUTY LOCATION> Special Access Program Facility (SAPF), <DUTY ORGANIZATION> request a modification for the separation of duties requirement outlined in the NIST SP 800-53 Access Control requirement for Separation of Duties (AC-5).  This modification will be required for the following systems:

	SYSTEM UID
	SYSTEM NAME

	L-XXXXX
	<SYSTEM NAME>

	
	


 
2. Currently, there are only two <##> available Information Technology/cybersecurity personnel performing system administrator duties on SAP systems.  <LIST OTHER REASONS DUTIES CANNOT BE EFFECTIVELY SEPARATED>  

3. Due to the current workload, <##/BOTH/THE> administrator(s) <IS/ARE> performing the auditing and system administrator duties.  These duties will be performed by the use of separate accounts on the SAP systems for administrators and auditors.

4. <##/BOTH/THE> Cybersecurity personnel are also performing media custodian and data transfer agent (DTA) duties.  All media use and transfers will be documented in a media control log and, if possible, will require a second person to verify media closure and antivirus scanned.  <TAKE OUT IF NOT NEEDED>

5. This is a known issue that can only be resolved with the employment of additional Information Technology/Cybersecurity specialists.  Once new employees are in place, cleared and trained, separation of duties will be enforced and this modification revoked.

6. The below personnel have been appointed in the identified positions and will be responsible for shared duties as system administrators and auditors:

	NAME
	RANK
	POSITION TITLE

	<LASTNAME, FIRSTNAME>
	<RANK>
	<POSITION TITLE>

	
	
	



7. The below personnel have been appointed in the identified positions and will be responsible for shared duties as media custodians and data transfer agents. <INCLUDE AS NECESSARY.  IF SAME NAMES AS ABOVE, COMBINE PARAGRAPHS 6/7>

	NAME
	RANK
	POSITION TITLE

	<LASTNAME, FIRSTNAME>
	<RANK>
	<POSITION TITLE>

	
	
	



8. [bookmark: _GoBack]This modification is valid for one year from the date of this memorandum and will be reviewed annually for resolution or another memorandum will be completed at that time.  Please contact the undersigned for questions at <PHONE NUMBER>.




		<NAME, RANK>
		Information System Owner/Program Manager
		Organization/Unit

