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[bookmark: _Toc107406012]PURPOSE
When authorized systems have hard drives that go into dormant status, there must be documented procedures to address the dormancy status and how the drives will be secured and documented. 

Dormant status is defined as drives that are placed in tamper proof bags with the drive information annotated on the bag (bagged and tagged) and remain in the safe for a period exceeding the normal periodicity of the approved security control requirement frequency (e.g., weekly audit trail reviews). 

Hard drives can go into dormant status when used in periods processing scenarios or when drives are only operational during tests and secured and dormant in between. Careless methods, shortcuts, and untrained users can compromise sensitive and classified information vital to national security, mission success, and operational processes.

These documented procedures will be used to mitigate any risks associated with all aspects of drive dormancy in between system operations or during periods processing that require the drives to be bagged and tagged for longer that the approved security control requirement frequency. Periods processing must be approved in the authorization documentation for operations at different program levels for different drives or set of drives.

[bookmark: _Toc107406013]SCOPE
[bookmark: _GoBack]This policy covers procedures used for placing and keeping hard drives in dormant status when not in use due to test periods or periods processing.  Drives are not expected to be placed in dormant status and placed in tamper proof bags if expected to not remain in the safe for a period exceeding the normal periodicity of audit trail reviews IAW the approved auditing frequency in the system’s authorization.  An example of this would be drives that are required to be placed in the safe each evening and returned to operation in the morning or shorter length periods processing drives.  These type of drives will continue to be audited, backed up, scanned, and updated IAW the approved frequency.

[bookmark: _Toc107406014]DORMANT DRIVE PROCEDURES

[bookmark: _Toc107406015]Dormant Drive Storage
All drives that are required to go into dormant status must be secured in a GSA-approved safe. The drive(s) must be bagged and tagged. Along with the bag(s) of drive(s), a hard drive monitoring log should be stored in the safe (see a sample log at Appendix A). The drive(s) should be checked for tamper periodically (recommend monthly) and a monitoring log annotated to show proof of check.  If, during the tamper checks, a bag has been found open, damaged, or misplaced or the drive is not found at all, these findings must be brought to the immediate attention of the ISSM/ISSO, GSSO, and PSO and an incident reported following the Incident Response Plan (IRP).  This process replaces the audit trail review for drives in dormant status.  

[bookmark: _Toc107406016]Hard Drive Auditing, Backups, Scanning, and Updating
While the drive(s) are in dormant status and tamper checked:

a. Security event log review will not be accomplished on the drive(s) (AU-6).  The tamper check process will replace audit trail reviews.
b. Backups will not be accomplished on the drive(s) (CP-9).
c. Vulnerability Scanning will not be accomplished on the drive(s) (RA-5).
d. Flaw remediation and system updates will not be accomplished on the drive(s) (51-2).
e. Malicious code periodic scans will not be accomplished on the drive(s) (Sl-3).
f. Malicious code protection software updates will not be accomplished on the drive(s) (Sl-3).
g. Any other scheduled activities IAW approved frequencies will be halted while the drive is dormant.

When the drive(s) come out of dormant status:

a. Audit trail reviews will be accomplished and resumed IAW the approved frequency (AU-6).  
b. Backups will resume IAW the approved frequency (CP-9).  
c. Vulnerability Scanning will be accomplished and resumed IAW the approved frequency (RA-5).
d. Flaw remediation and system updates will be accomplished and resumed IAW the approved frequency (Sl-2).
e. Malicious code periodic scans will be accomplished and resumed IAW the approved frequency (Sl-3).
f. Malicious code protection software updates will be accomplished and resumed IAW the approved frequency (S1-3).
g. Any other scheduled activities IAW approved frequencies will be resumed when the drive goes back into operation status.

Deviations from these procedures will be documented in the system's BoE or in a separate Dormant Drive Procedures.

APPENDIX:
A. Sample Dormant Drive Monitoring Log (sample below and spreadsheet attached)
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	YYYY DORMANT DRIVE MONITORING LOG
FOR SAFE #: _______________

	HDD Serial Number
	<serial number>
	<serial number>
	<serial number>
	<serial number>
	<serial number>
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	DATE CHECKED
	DATE CHECKED
	DATE CHECKED
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	DATE CHECKED
	CHECKED BY:
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