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[bookmark: _Toc106262215]INTRODUCTION
Removable media is one of the primary threat vectors into our information systems.  
· Incoming removable media provides an obvious pathway for malware to be delivered onto a system.
· Outgoing removable media is historically the easiest way for the insider threat to exfiltrate sensitive data.  
[bookmark: _Hlk106225160]For these reasons, we need to fully control the use of removable media in our organization’s facilities and information systems.  However, the default behavior of the Microsoft operating systems (OS) is to allow all users to read/write devices supporting removable media.  In order to thwart this security vulnerability, we must override this default behavior through implementation of specific Windows group policies.  However, the process of setting up these policies on a particular system is not particularly well known or clearly available from the common system documentation.
[bookmark: _Toc106262216]PURPOSE
This document is intended to help system administrators, ISSOs and ISSMs—those responsible for protecting their unit’s Windows information systems—use group policy to restrict the use of removable media to only specific users of a machine, such as an authorized Data Transfer Agent (DTA).  We will accomplish this goal by first denying access to removable storage devices for all users, then creating exceptions for any users who need access to those devices.  Although the process provided here is targeted toward standalone machines, the principles can also be applied to networks, where a domain controller can be used to provide centralized group policy to multiple machines.  This paper will walk you through:
· [bookmark: _Hlk106224597]Determining which users should have read/write access to removable storage devices.
· Denying access to removable storage devices for all users by default.
· Creating an exception to allow read/write access to removable storage devices for specific users.
[bookmark: _Toc106262217]IMPLEMENTING THE POLICIES
The figure below shows the configuration of the example machine.  We will be concerned only with the removable drives: 
· E: -- An external USB drive
· F: -- A DVD drive
· G: -- A USB thumb drive
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Under the Windows default settings, when we select one of the removable drives, the user is presented a listing of the files on the media, and they can read from and/or write to the media as desired.
[image: ]

[bookmark: _Toc106262218]Select Users Who Need Access to Removable Media 
Before starting the group policy process, ensure the users who will need access to the removable media devices are created.  In this case, the available users are jwwhi and Test.  Test is a DTA who needs to use removable media, while jwwhi is the administrator but does NOT need media access.
[image: ]

[bookmark: _Toc106262219]Change the Default Access Rights to DENY
[bookmark: _Hlk106235869]We will first change the default rights to removable devices to DENY.  To accomplish this, we will use the Windows Group Policy Editor tool.  You must be logged in as a user with administrative rights.
Click Start  Run
[image: ]

[bookmark: _Hlk106232648]Type the command gpedit.msc and press Enter (or click OK) to open the editor.  
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Note that the Group Policy editor will be working on the Local Computer Policy, which affects all users on the machine.  Because we want this policy to take effect at the per user level rather than at the computer level, we will work on User Configuration rather than Computer Configuration.
In the left-hand column, under User Configuration, click on Administrative Templates to expand the topic.
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Continue in the left column by expanding System, then click Removable Storage Access.  
NOTE:  Although it is possible on this page to work with granular Read/Write access to each individual device class (DVD, Floppy, etc.), we will instead take the safer/more general route and deny access for ALL devices.
In the right-hand column, double-click All Removable Storage classes: Deny all access.  
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[bookmark: _Hlk106235525]On the settings page, click Enabled, then Apply and OK
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[bookmark: _Hlk106235723]All Removable Storage classes: Deny will now show Enabled.  At this point, NO users will be able to use removable storage devices.  You may need to log out/log in before the new policy gets applied.
Exit the Group Policy Editor by clicking the X at the upper right corner of the window.
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Verify that when a user tries to access a removable device, an Access Denied error occurs and the device cannot be accessed.
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[bookmark: _Toc106262220][bookmark: _Ref107235232][bookmark: _Ref107235249][bookmark: _Ref107235321]Create an Exception for an Authorized Removable Storage User
In order to negate the global DENY policy we just created, we must override it via a new policy which will take precedence.  To create this new user policy, we will use the Group Policy Object editor, which is a separate snap-in for the Microsoft Management Console (mmc.exe).
To create the exception, follow the steps below for each user that needs access to removable storage.
You must be logged in as a user with administrative rights.
Click Start  Run, then type the command mmc.exe and press Enter (or click OK) to open the console.
[image: ]
Click File  Add/Remove Snap-in.
[image: ]

Click Group Policy Object editor, then the Add button.
[image: ]
Click the Browse button
[image: ]

Click Users
[image: ]
Click the user which needs the exception, in this example Test.  Then click OK.
[image: ]

[bookmark: _Hlk106234706]Click Finish to select the Group Policy Object named Local Computer\Username (Local Computer\Test in this example)
[image: ]
Because the Test Policy is below the Local Computer in the policy hierarchy, it will take precedence.
Click OK.
[image: ]

Click Local Computer\Test Policy in the left column to expand it.
[image: ]
Expand Administrative Templates  System, next click Removable Storage Access, then double-click All Removable Storage Classes: Deny all access in the right column.
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On the settings page, click Disabled, then Apply and OK
[image: ]







All Removable Storage classes: Deny will now show Disabled.  At this point, user Test will be able to login and read from/write to removable storage devices.  
To give additional users access to removable storage devices, repeat the section Create an Exception for an Authorized Removable Storage User (page 9) for each user needing access.
[bookmark: _GoBack]When finished, exit the Microsoft Management Console by clicking the X at the upper right corner of the MMC window.  Click NO when asked whether to save the Console Settings.
[image: ]

Log in as user Test to verify the new exception—Test is now able to read and write the removable storage devices.  Users with no exception will still be locked out from these devices.
[image: ]

[bookmark: _Toc106262221]CONCLUSION
By following the examples in this paper, you should now be able to: 
· Use the Group Policy editor (gpedit.msc) to override the Windows system defaults and DENY access to removable storage devices.
· Use the Microsoft Management Console (mmc.exe) to create an exception to allow specific users to access those devices.
If you run into problems or questions you can’t seem to overcome, feel free to contact the 96 TW/AP ISSMs or IASSE so we can give it a shot.  And if you learn a new trick or hint which could be useful to others, please share it so we can all benefit. 
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