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[bookmark: _Toc108437627]Overview
The ultimate objective of the organizational Information Security Continuous Monitoring (ISCM) program is to convey security control effectiveness and provide insight into system vulnerabilities and awareness of threats to the organization and Authorizing Official (AO). The Information ISCM program is a critical element of step 6 "Monitor Security Controls" of the Risk Management Framework (RMF) process. The primary function is executed during step 6, after the initial Approval to Operate (ATO) is issued by the AO for the system. The effectiveness of the ISCM program provides sufficient knowledge of the current security state of the information systems under the purview of the AO and is vital in supporting ongoing authorization and reauthorization decisions.
[bookmark: _Toc108437628]Purpose
The purpose of this document is to provide guidance and instructions to formulate a continuous monitoring strategy, assess system information security controls as approved by the AO and report security control assessment to validate security posture of information system to the AO. The document provides a fundamental framework for an ISCM program, but the AO can mandate additional requirements and documents to maintaining system authorization that might not be addressed in this guidance.
[bookmark: _Toc108437629]Monitor Strategy Requirement 
A critical aspect of the security authorization process is the post-authorization period involving the continuous monitoring of information system security controls. Conducting a thorough point-in-time assessment of the security controls is necessary. Effective information security programs should also include a continuous monitoring program to check the status of the security controls on an ongoing basis. The ultimate objective of the continuous monitoring program is to determine if the security controls continue to be effective over time given the inevitable changes that occur in the system hardware, software, firmware, or operational environment.

The organizational will implement a continuous plan that will contain the following elements:

a. Establishment of organization-defined frequencies for monitoring and organization-defined  frequencies for assessments supporting such monitoring;

1) The frequency criteria reflect the organizational priorities, the level of risk and approved security controls for the information system. Controls that are volatile (e.g., where the control or the control implementation is most likely to change over time), critical to certain aspects of the protection needs for the organization, or identified in POA&M, Security Assessment Report (SAR) and Risk Assessment Report (RAR)  may require more frequent assessment. 
2) [bookmark: _GoBack]This guidance/plan has provided a ConMon spreadsheet with suggested frequencies and system security controls (Appendix B). Organizations can use the template as a foundation for their own ISCM program but must tailor the controls and frequency to achieve and maintain their system authorization.

b. Ongoing security control assessments in accordance with the organizational continuous monitoring strategy;

1) At a minimum, all security controls, including common and hybrid controls implemented at the system level, are assessed for effectiveness in accordance with the system security plan and the methods described in NIST SP 800-53A and the JSIG. The organization will adhere to the frequency schedule as approved in the system ATO. The organization should, however, constantly examine trends to determine if the frequency of security control assessment is adequate to maintain the security posture of the system. All other security controls without a frequency annotated will be reviewed during the system BoE annual review for accuracy. 
2) Organization-wide monitoring cannot be efficiently achieved through manual processes alone. Organizations are encouraged to use automated solutions to assist in the ongoing assessment of security control; the benefits derived from them can lower cost, enhance efficiency and improve monitoring of security related information. The use of automated tools (e.g., vulnerability scanning tools, network scanning devices) can provide pattern recognition and relationships that may escape the notice of human analysts. Automation makes security-related information readily available in an environment where ongoing monitoring needs change. During step 3 "Implement Security Controls" of the RMF process, the organization should consider capabilities in available technology to support the ISCM program in determining how best to implement a given control.

c. Ongoing security status monitoring in accordance with the organizational continuous monitoring strategy; and

d.	Correlation and analysis of security-related information generated by assessments and monitoring.  The organization analyses the combination of security controls and their frequency as well as vulnerability scanning results/reports to determine if system security posture has been degraded and if adjustments are needed to maintain system authorization.
[bookmark: _Toc108437630]Reporting Requirement

The organizational will implement continuous monitoring reporting that will contain the following elements:

a. Response actions to address results of the analysis of security-related information;

1) The organization responds to any security controls degrading the security posture of the system. If these issues can't be immediately resolved, then these items need to be added to the current POA&M and ensure the AO is aware of the change in security posture of the approved system. If the security related items can be immediately resolved, the corrective actions will be documented in the maintenance log. 
2) The organizational corrective actions taken after the correlation and analysis of the information system assessment can result in adjustments to the current ISCM program (e.g., additional or revised assessments, modifications to existing common or PM security controls, or additional controls) based on the results of ongoing monitoring activities and assessment of risk.

b. Reporting the security status of organization and the information system to the SCAR/SCA and AO at least annually or when there is a significant change to the system, or to the environment in which the system operates. The annual continuous monitoring report consist of two main elements, Letter of Assurance (LOA)(see Appendix A)  and ConMon report (see Appendix B).

1) The LOA is a summary of all annual changes approved by the AO or submitted as informational purposes for the system. The ISSO/ISSM will review all BoE MFRs and SIAs and incorporate all system changes on the LOA. The LOA serves as an annual check and balance for validating all changes to the system has been approved and documented. Once completed the letter is reviewed and annotated by the PM/ISO to ensure awareness of system changes.  The organization is only required to provide a signed annual review letter and ConMon spreadsheet for the annual revalidation of the system security posture, if there are no changes to the current approved system's security posture. If changes were identified during the ISCM assessment process that impact the security posture, the organization will submit a Security Impact Assessment , ConMon spreadsheet and annotate the POA&M if changes to the security posture can’t be immediately resolved. All other ISCM support system documentation (e.g. audits reports, user training) need to be retained by the organization to preserve system authorization and for internal reference and tracking. The ISCM support documents will not be required to be submitted to the SCAR/SCA and AO, unless requested. However, the STIG-compliance and vulnerability scanning reports will require submissions to the SCAR/SCA to show compliance. Any changes to the BoE for the system will also need to be provided with the annual report.

2) The ConMon report template in this guidance is provided as a checklist for the ISSO/ISSM to validate the security controls required to maintain an operational ATO. The attached ConMon Report is tailorable and controls can be added or removed and the frequency can be adjusted based on your approved authorization package security controls. If controls are added or removed from previous submission, an explanation will be added to the comments section and an SIA is required to be submitted, if the controls wasn’t previously approved by the AO. Any findings and the mitigation/resolution must be addressed in that section of the report. Once completed the report is reviewed and annotated by the PM/ISO to ensure awareness of system changes.

3)  Once both documents are completed and uploaded to the system BoE folder, the ISSM/ISSM will notify the completion of the annual review to the SCAR/SCA.   
[bookmark: _Toc108437631]Conclusion 
The guidance in this document provides the organizations with a foundation for an effective ISCM program and incorporating the factors outlined in this guidance is instrumental in achieving and maintaining system authorization from the AO. This plan details the strategy to regularly evaluate the security controls and the security posture of the authorized system and submit changes and continuous monitoring reports to the SCA/AO in order to ensure the security of the system throughout its lifecycle.
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[bookmark: _Toc108437632]APPENDIX A:  Letter of Assurance Template
Date

MEMORANDUM FOR  AFCT/CA (AO)
(ATTN: AUTHORIZING OFFICIAL)

FROM: XXX/XXX

SUBJECT:  Letter of Assurance for <AF ID>

1. Request an <Authorization to Operate/Interim Authorization to Qperate/Test (ATO/IATO/IATT)> for <AF ID> and <if applicable> Authorization to Connect (ATC) to XXX. <If it is an IATT, include test period dates>. <If this is a continuance of current ATO - "Request a continuance of our Authorization to Operate (ATO) for L-XXXXX.">

2. General information:

a. Location(s):
b. Security Control Assessor (SCA): Jesus Flores, Civ, 412 TW/IPIM, 661-277-8193 (DSN 527), jesus.f1ores.l7@us.af.mil
c. Program Manager (PM)/Information System Owner (ISO): <Name, Rank/Grade, Org/Ofc sym, phone nbr, email>
d. Information Systems Security Manager (ISSM): <Name, Rank/Grade, Org/Ofc sym, phone nbr, email>
e. Information Systems Security Officer (ISSO): <Name, Rank/Grade, Org/Ofc sym, phone nbr, email>

3. <Enter last authorization information. Include conditions if applicable and if they were met or not met. Include System Type, Security Categorization and ATO date and expiration date.>

4. <Enter system description/information.>

5. Changes since last authorization:
<a. The following hardware has been added:>
<1) One (1) Application Server (IAW Approved SIA 96TW-2021-XXXX)>
<2) Six (6) CISCO Switches 2130G (IAW Approved SIA 96TW-2021-XXXX)>
<b. The following software has been updated:>
<1) AFRL Port Protection Program (P3) (IAW Approved SIA 96TW-2021-XXXX)>
<2) ComerBowl Auditing Software (IAW Approved SIA 96TW-2021-XXXX)>
<c. DTAs have been added and removed (IAW DTA Changes MFR, dated XX XXX XXXX)>
<d. PIDs have been added and removed (IAW Approved AFTC PID Addition Letter, dated XX XXX XXXX)>

6. Impact if disapproved: <Impact>


7. My assessment and authorization POC is <Name, phone nbr, email>.






ISO/PM's Signature Block


[bookmark: _Toc107396670][bookmark: _Toc108437633]APPENDIX B:  Annual ConMon Report Template

	ID
	CONTROL NAME
	FREQUENCY
	RESPONSE
	REVIEW COMPLETED BY
	COMMENTS

	AC-1
	Access Control Policy and Procedures
	Annually
	Review of Access Control Policy and Procedures and AC controls has been
accomplished.
	
	

	AC-2
	Account Management
	Annually
	Review of accounts for compliance with account management requirements
has been accomplished.
	
	

	AC-2(3)
	Disable Inactive Accounts
	Quarterly
	Accounts were reviewed quarterly and all accounts inactive for 90 days were
disabled.
	
	

	AC-2(12)
	Account Monitoring/Atypical Usage
	Weekly
	System accounts were monitored for atypical usage during the weekly system
audits.
	
	

	AC-6(7)
	Review of User Privileges
	Quarterly
	Privileges assigned to privileged users were reviewed quarterly and
reassigned or removed if necessary.
	
	

	AT-1
	Security Awareness and Training Policy
and Procedures
	Annually
	Review of Security Awareness and Training Policy and Procedures and AT
controls has been accomplished.
	
	

	AT-2
	Security Awareness Training
	Annually
	Security Awareness annual training has been accomplished.
	
	

	AT-3
	Role-Based Security Training
	Annually
	Role-Based Security annual training has been accomplished.
	
	

	AT-3(2)
	Physical Security Controls
	Annually
	Physical Security training annual training has been accomplished.
	
	

	AU-1
	Audit and Accountability Policy and
Procedures
	Annually
	Review of Audit and Accountability Policy and Procedures and AU Controls
has been accomplished.
	
	

	AU-2(3)
	Reviews and Updates
	Annually
	Review of audited events on system(s) has been accomplished and updated if
necessary.
	
	

	AU-6
	Audit Review Analysis and Reporting
	Weekly
	Weekly audits have been performed on the system(s). Any missed audits
have been annotated with reason/justification.
	
	

	AU-8(1)
	Synchronization with Authoritative Time
Source
	Weekly (stand-alone)
Monthly (network)
	Time on system(s) was checked IAW frequency of system type and any
changed time was annotated on maintenance log.
	
	

	AU-9(2)
	Audit Backup on Separate Physical
Systems/ Components
	Quarterly
	Backups to separate systems/components were done quarterly.
	
	

	
CA-1
	Security Assessment and Authorization Policies and Procedures
	
Annually
	Review of Security Assessment and Authorization Policies and Procedures and CA controls was accomplished.
	
	

	CA-2
	Security Assessments
	Annually
	Review of all security controls on the system(s) and the environment of
operation has been accomplished.
	
	

	CA-3
	System Interconnections
	Annually
	Interconnections Security Agreement (ISA) has been reviewed and updated if
required.
	
	

	CA-S
	Plan of Action and Milestones (POA&M)
	Quarterly
	POA&Ms have been updated quarterly unless there are no open items.
	
	

	CA-7
	Continuous Monitoring
	Annually
	Continuous monitoring has been accomplished at the required frequenies
and reported annually.
	
	

	CM-1
	Configuration Management Policy and
Procedures
	Annually
	Review of Configuration Management Policy and Procedures and CM controls
has been accomplished.
	
	

	CM-2(1)
	Reviews and Updates
	Annually
	Review of the baseline configuration of the system has been accomplished.
	
	

	CM-S(S)
	Limit Production/ Operational Privileges
	Quarterly
	Review and reevaluation of privileges to change components and system-
related information has been accomplished.
	
	

	
CM-7(1)
	
Periodic Review
	
Annually
	Review of the system(s) to identify unnecessary and/or nonsecure functions,
ports, protocols, and services has been accomplished and unnecessary ones have been disabled.
	
	

	CM-7(5)
	Authorized Software/ Whitelisting
	Annually
	Authorized software programs on the system(s) have been reviewed and
updated if required.
	
	

	CM-8
	Information System Component
Inventory
	Annually
	Information system component inventory has been accomplished.
	
	

	CP-1
	Contingency Planning and Procedures
	Annually
	Review of Contingency Planning and Procedures and CP controls has been
accomplished.
	
	

	CP-2
	Contingency Plan
	Annually
	Review of Contingency Plan has been accomplished.
	
	

	CP-3
	Contingency Training
	Annually
	Contingency annual training has been accomplished.
	
	

	
CP-9
	
Information System Backups
	
Weekly or Quarterly
	Information system backups have been accomplished. If testing prohibits this, it should be addressed in the SCTM and change this response to meet
the test requirement.
	
	

	CP-9(1)
	Testing for Reliability/Integrity
	Quarterly
	Backup information was tested quarterly.
	
	

	IA-1
	Identification and Authentication Policy
and Procedures
	Annually
	Review of Identification and Authentication Policy and Procedures (SSP and
SCTM) and IA Controls has been accomplished.
	
	

	IA-4
	Identifier Management
	Quarterly
	Inactive users were disabled after 90 days of inactivity (see AC-2(3)).
	
	

	IA-5
	Authenticator Management
	Quarterly
	Authenticators were required to be changed every 90 days.
	
	

	IR-1
	Incident Response Policy and Procedures
	Annually
	Review of Incident Response Policy and Procedures and IR controls has been
accomplished.
	
	

	IR-2
	Incident Response Training
	Annually
	Incident Response annual training has been accomplished.
	
	

	IR-3
	Incident Response Testing
	Annually
	Incident Response annual testing has been accomplished.
	
	

	IR-8
	Incident Response Plan
	Annually
	Review of the Incident Response Plan has been accomplished.
	
	

	IR-9(2)
	Training
	Annually
	Information Spillage Response annual training has been accomplished.
	
	

	MA-1
	System Maintenance Policy and
Procedures
	Annually
	Review of System Maintenance Policy and Procedures and MA Controls has
been accomplished.
	
	

	MP-1
	Media Protection Policy and Procedures
	Annually
	Review of Media Protection Policy and Procedures and MP Controls has been
accomplished.
	
	

	MP-6(2)
	Equipment Testing
	Annually
	All sanitization equipment and procedures have been tested.
	
	

	PE-1
	Physical and Environmental Protection
Policy and Procedures
	Annually
	Review of Physical and Environmental Protection Policy and Procedures and
PE Controls has been accomplished.
	
	

	PE-2
	Physical Access Authorizations
	Annually
	Review of the access list authorizing facility access has been accomplished.
	
	

	PE-6
	Monitoring Physical Access
	Monthly and Quarterly
	Facility SF701s have been reviewed monthly and physical access logs from the
access control system have been reviewed quarterly.
	
	

	PE-8
	Visitor Access Records
	Quarterly
	Visitor access records were reviewed at least every 90 days.
	
	

	PL-1
	Security Planning, Policy and Procedures
	Annually
	Review of Security Planning, Policy and Procedures and PL Controls has been
accomplished.
	
	

	PL-2
	System Security Plan
	Annually
	The System Security Plan for each system has been reviewed.
	
	

	PL-4
	Rules of Behavior
	Annually
	Review of Rules of Behavior (GUG and PUG) has been accomplished and
resigned if required.
	
	

	PL-7
	Security Concept of Operations
	Annually
	Review of the Security Concept of Operations in the SSP has been
accomplished.
	
	

	PL-8
	Information Security Architecture
	Annually
	The information security architecture has been reviewed.
	
	

	PS-1
	Personnel Security Policy and Procedures
	Annually
	Review of Personnel Security Policy and Procedures and PS Controls has been
accomplished.
	
	

	PS-2
	Position Risk Designation
	Annually
	Review of position risk designations has been accomplished and updated if
required.
	
	

	PS-6
	Access Agreement
	Annually
	Access agreements have been reviewed and re-signed.
	
	

	RA-1
	Risk Assessment Policy and Procedures
	Annually
	Review of Risk Assessment Policy and Procedures and RA Controls has been
accomplished.
	
	

	RA-3
	Risk Assessment
	Annually
	Review of risk assessment results has been accomplished.
	
	

	RA-5
	Vulnerability Scanning
	Quarterly
	Quarterly vulnerability scanning on the system(s) has been accomplished.
	
	

	SA-1
	System and Services Acquisition Policy
and Procedures
	Annually
	Review of System and Services Acquisition Policy and Procedures and SA
Controls has been accomplished.
	
	

	SC-1
	System and Communication Protection
Policy and Procedures
	Annually
	Review of System and Communication Protection Policy and Procedures and
SC Controls has been accomplished.
	
	

	Sl-1
	System and Information Integrity Policy
and Procedures
	Annually
	Review of System and Information Integrity Policy and Procedures and SI
Controls has been accomplished.
	
	

	
Sl-2
	
Flaw Remediation
	
Quarterly
	Flaw remediation has been accomplished IAW RA-5 vulnerability scanning frequency. (NOTE: If changes were not made due to testing, address it here -
see CSOP.)
	
	

	Sl-3
	Malicious Code Protection
	Weekly and Monthly
	Scans of the system(s) were accomplished weekly and antivirus updates were
updated at least monthly.
	
	

	PM-1
	Information Security Program Plan
	Annually
	Review of Information Security Program Plan and PM Controls has been
accomplished.
	
	

	PM-4
	Plan of Action and Milestone Process
	Quarterly
	POA&Ms have been updated quarterly unless there are no open items. (see
CA-5)
	
	

	
PM-6
	Information Security Measures of Performance
	
Annually
	All information security measures have been tracked/monitored (e.g., security awareness training, cybersecurity awareness training, approved
system security plans).
	
	

	PM-9
	Risk Management Strategy
	Annually
	Review of risk management documentation (System's authorization package
BoE) has been accomplished.
	
	

	INFORMATION SYSTEM OWNER (ISO) CERTIFICATION

	All continuous monitoring freqencies for security control have been met. Any discrepancies or missed frequency is documented in the comments above by the system ISSM/ISSO.

	NAME, GRADE

	SIGNATURE









