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[bookmark: _Toc107401340]INTRODUCTION
Information systems are vital to the organization's mission/business processes; therefore, it is critical that services provided by SAP systems are able to operate effectively without excessive interruption. This Information System Contingency Plan {ISCP) establishes comprehensive procedures to recover SAP systems quickly and effectively following a service disruption.

[bookmark: _Toc107401341]Background
This ISCP establishes procedures to recover SAP systems following a disruption. The following recovery plan objectives have been established:

· Maximize the effectiveness of contingency operations through an established plan that consists of the following phases:

	Activation and Notification phase to activate the plan and determine the extent of damage;

	Recovery phase to restore systems operations; and

	Reconstitution phase to ensure that the systems are validated through testing and that normal operations are resumed.

· Identify the activities, resources, and procedures to carry out system processing requirements during prolonged interruptions to normal operations.
· Assign responsibilities to designated personnel and provide guidance for recovering systems during prolonged periods of interruption to normal operations.

[bookmark: _Toc107401342]Scope
This ISCP has been developed for SAP systems with a low availability impact level. This plan does not address replacement or purchase of new equipment, short-term disruptions, or loss of data at the onsite facility or at the user-desktop levels. Alternate data storage and alternate site processing are not required.

[bookmark: _Toc107401343]Assumptions
The following assumptions were used when developing this ISCP:

a. The system has been established as a low availability impact system. The low availability impact level drives the level of contingency required for the system.
b. Alternate processing sites and offsite storage are not required for this system.
c. Key personnel have been identified in the System Security Plan (SSP) and trained in their emergency response and recovery roles; they are available to activate this contingency plan.

This ISCP does not apply to the following situations:

a. Overall recovery and continuity of mission/business operations. Due to the low availability impact level and a limited adverse effect when inoperable, the unit will determine continuity of operations when an outage occurs. Enterprise networks will be used if available until systems are restored.
b. Natural Disasters. Since natural disasters types are different at different locations, this plan does not address it.  The organization’s facility Standard Operating Procedures (SOP) or specific disaster plan should addresses natural disaster recovery actions. 
[bookmark: _Toc107401344]CONCEPT OF OPERATIONS
The Concept of Operations section provides details about our systems, an overview of the three phases of the ISCP (Activation and Notification, Recovery, and Reconstitution}, and a description of roles and responsibilities of personnel during a contingency activation.

[bookmark: _Toc107401345]System Description
Most of the SAP systems contain stand-alone workstations, isolated networks, and interconnected systems. Each system's specific description can be found in that System Security Plan (SSP) as part of the system’s authorization.

[bookmark: _Toc107401346]Overview of the Three Phases
This ISCP has been developed to recover and reconstitute the systems using a three-phased approach. This approach ensures that system recovery and reconstitution efforts are performed in a methodical sequence to maximize the effectiveness of the recovery and reconstitution efforts and minimize system outage time due to errors and omissions.

The three system recovery phases are:

Activation and Notification Phase - Activation of the ISCP occurs after a disruption or outage that may reasonably extend beyond a short-term disruption for a system. The outage event may result in severe damage to the facility that houses the system, severe damage or loss of equipment, or other damage that typically results in long-term loss.

Once the ISCP is activated, system owners and users are notified of a possible long-term outage, and a thorough outage assessment is performed for the system. Information from the outage assessment is presented to system owners and may be used to modify recovery procedures specific to the cause of the outage.

Recovery Phase -The Recovery phase details the activities and procedures for recovery of the affected system. Activities and procedures are written at a level that an appropriately skilled technician can recover the system without intimate system knowledge. This phase includes notification and awareness escalation procedures for communication of recovery status to system owners and users.

Reconstitution -The Reconstitution phase defines the actions taken to test and validate system capability and functionality at the original or new permanent location. This phase consists of two major activities: validating successful reconstitution and deactivation of the plan.

During validation, the system is tested and validated as operational prior to returning operation to its normal state. Validation procedures may include functionality or regression testing, concurrent processing, and/or data validation. The system is declared recovered and operational by system owners upon successful completion of validation testing.

Deactivation includes activities to notify users of system operational status. This phase also addresses recovery effort documentation, activity log finalization, incorporation of lessons learned into plan updates, and readying resources for any future events.

[bookmark: _Toc107401347]Roles and Responsibilities
The ISCP establishes several roles for system recovery and reconstitution support. Persons or teams assigned ISCP roles have been trained to respond to a contingency event affecting our SAP systems.

Information System Owner (ISO)/Program Manager (PM) will be responsible for the overall management for this ISCP.

Information System Security Manager (ISSM)/lnformation System Security Officer (ISSO) will be responsible for overseeing recovery and reconstitution progress and informing the ISO/PM of disruption of system(s) and recovery status.

System Administrators (SA) will be responsible for the recovery and reconstitution procedures.
[bookmark: _Toc107401348]ACTIVATION AND NOTIFICATION
The Activation and Notification Phase defines initial actions taken once a system disruption has been detected or appears to be imminent. This phase includes activities to notify recovery personnel, conduct an outage assessment, and activate the ISCP. At the completion of the Activation and Notification Phase, system ISCP staff will be prepared to perform recovery measures.

[bookmark: _Toc107401349]Activation Criteria and Procedure
The system ISCP may be activated if one or more of the following criteria are met:

a. The type of outage indicates an active system will be down for a period of time as noted in the system SCTM or CSOP addendum for security control CP-2 (; and
b. The facility housing the active system is damaged and may not be avai!able within the timeframe specified for contingencies in the system SCTM or CSOP addendum.

The following persons or roles may activate the ISCP if one or more of these criteria are met:  ISO/PM or ISSM/ISSO. The attached ISCP Report will be initiated once the ISCP is activated (Appendix A).

[bookmark: _Toc107401350]Notification
The first step upon activation of the system ISCP is notification of appropriate mission/business and system support personnel.

The following method and procedure for notifications are used:

STEP 1- Upon initial discovery of a disruption of service of a SAP system, the user should notify the system administrator or ISSM/ISSO.

STEP 2 - If it's determined to be a short-term disruption, the ISSM/ISSO will work with the system administrator on restoring the system and no notification is needed. If a long-term disruption of an active system is expected that exceeds the ISO/PM acceptable threshold for contingency timeframes, continuation of the following notification steps is required.

STEP 3 -The ISSM/ISSO will notify the ISO/PM immediately of the disruption and expected downtime.

STEP 4 - The ISSM/ISSO or ISO/PM will discuss further notification depending on the expected time of disruption or security risk that may require Program Security Officer (PSO) or Authorizing Official (AO) notification. This will be determined by the possible security risks (loss of critical information) or availability of operations if the system is used for essential testing.

[bookmark: _Toc107401351]Outage Assessment
Following notification, a thorough outage assessment is necessary to determine the extent of the disruption, any damage, and expected recovery time. This outage assessment is conducted by the unit Cybersecurity Team consisting of the ISSM/ISSO and SAs. Assessment results are provided to the ISO/PM to assist in the coordination of the recovery of the system.

The Cybersecurity Team will determine the cause of the outage, identify the potential for additional disruption or damage, assess affected system or physical area and determine the physical infrastructure status, IS equipment functionality, and inventory. The team will notate any items that will need to be replaced and estimated time to restore service to normal operations.
[bookmark: _Toc107401352]RECOVERY
[bookmark: _GoBack]The Recovery Phase provides formal recovery operations that begin after the ISCP has been activated, outage assessments have been completed (if possible), personnel have been notified, and appropriate teams have been mobilized. Recovery Phase activities focus on implementing recovery strategies to restore system capabilities, repair damage, and resume operational capabilities at the original or an alternate location. At the completion of the Recovery Phase, the system will be functional and capable of performing the functions identified in the system SSP.

[bookmark: _Toc107401353]Sequence of Recovery Activities
The following activities occur during recovery of the system(s):

a. Identify recovery location (if not at original location);
b. Identify required resources to perform recovery procedures;
c. Retrieve backup and system installation media;
d. Recover hardware and operating system (if required); and
e. Recover system from backup and system installation media.

[bookmark: _Toc107401354]Recovery Procedures
The following procedures are provided for recovery of the system at the original location. Recovery procedures are outlined per team and should be executed in the sequence presented to maintain an efficient recovery effort.

STEP 1:  The system SA will install operating system on the equipment or replacement equipment and all approved software for that system. The SA will also set security/permission settings as approved by the ISSM/ISSO and authorization package.

STEP 2:  The SA will then run compliance and vulnerability scans on the system with a report provided to the ISSM/ISSO.

STEP 3:  Once report is reviewed and approved by the ISSM/ISSO, the system will be tested for security settings and permissions.

STEP 4:  Once security tested, the SA will use saved backups to restore information system data.

STEP 5:  Once the data is on the system, the ISSM/ISSO will assess the system testing security controls and perform audits to ensure that no unauthorized privileged function was performed.

STEP 6:  The ISSM/ISSO and/or SA will test the validity of the restored data and functionality of the system/applications.

STEP 7:  When the system is operational, the ISSM/ISSO will inform the ISO/PM of its functionality.
[bookmark: _Toc107401355]RECONSTITUTION
Reconstitution is the process by which recovery activities are completed and normal system operations are resumed. If the original facility is unrecoverable, the activities in this phase can also be applied to preparing a new permanent location to support system processing requirements. A determination must be made on whether the system has undergone significant change and will require reassessment and reauthorization. The phase consists of two major activities: validating successful reconstitution and deactivation of the plan.

[bookmark: _Toc107401356]Validation Data and Functionality Testing
Validation data testing is the process of testing and validating data to ensure that data files or databases have been recovered completely at the permanent location. The system users will test the validity and functionality of the software programs and test data to ensure the data is correct and up-to-date.

[bookmark: _Toc107401357]Recovery Declaration
Upon successfully completing testing and validation, the unit ISO/PM will formally declare recovery efforts complete, and that the system is in normal operations.

[bookmark: _Toc107401358]Cleanup
Cleanup is the process of cleaning up or dismantling any temporary recovery locations, restocking supplies used, returning manuals or other documentation to their original locations, and readying the system for a possible future contingency event.

[bookmark: _Toc107401359]Data Backup
As soon as reasonable following recovery, the system should be fully backed up and a new copy of the current operational system stored for future recovery efforts. This full backup is then kept with other system backups.

[bookmark: _Toc107401360]Event Documentation
It is important that all recovery events be well-documented, including actions taken and problems encountered during the recovery and reconstitution effort, and lessons learned for inclusion and update to this ISCP. It is the responsibility of each ISCP team or person to document their actions during the recovery and reconstitution effort.

[bookmark: _Toc107401361]Deactivation
Once all activities have been completed and documentation has been updated, the ISO/PM will formally deactivate the ISCP recovery and reconstitution effort and the event documentation will be maintained with this ISCP.

[bookmark: _Toc107401362]CONTINGENCY TRAINING AND TESTING

[bookmark: _Toc107401363]Contingency Training
Contingency training is provided to information system users in a SAPF initially, when required by information system changes, and annually thereafter as part of their Security awareness and incident response training.  This training is part of the initial and annual Security Training referenced in AT-2 and documented with the units' SAP Training Record Template and updated in JADE.

[bookmark: _Toc107401364]Contingency Testing
This contingency plan is tested annually to determine the effectiveness of the plan and organizational readiness. For system general users, the annual training suffices as Contingency Testing. For organizational members required to participate in an actual contingency and recovery, the testing will be provided as email scenarios, tabletop discussions on the effectiveness of the Contingency Plan, or a Powerpoint presentation on an actual contingency and results.

Natural disaster testing based on geographical location can be used for Contingency Testing.



APPENDIX:
ISCP Report Form (sample below and fillable form attached)





[bookmark: _Toc107401365]APPENDIX A – ISCP REPORT FORM

	INFORMATION SYSTEM CONTINGENCY PLAN REPORT

	SYSTEM UID:
	
	SYSTEM NAME:
	

	ISO/PM NAME:
	

	ISSM NAME:
	

	ISSO NAME:
	

	SA NAME:
	

	LONG-TERM DISRUPTION INFORMATION

	DATE/TIME OF SYSTEM DISRUPTION:
	

	LOCATION OF DISRUPTION:
	

	DISCOVERED BY:
	

	DISRUPTION INFORMATION

	SYSTEM TYPE (Standalone or Isolated Network):
	

	
DEVICE, COMPONENT, OR FACILITY DISRUPTION:

	

	EXPLANATION OF DISRUPTION (Include cause of outage, potential for additional disruption or damage):
(Continue on another sheet if space is needed)











	NOTIFICATION

	STEP #
	STEP DESCRIPTION
	X or NA
	COMMENTS   (Continue on another sheet if space is needed)

	
STEP 1

	Notification to SA or ISSM/ISSO
	
	




	
STEP 2

	Long-term disruption determination
	
	




	
STEP 3

	ISSM/ISSO Notification to ISO/PM
	
	




	
STEP 4

	Further notifications if required (details in comment section)
	
	




	RECOVERY

	
RECOVERY LOCATION:
	

	
REQUIRED RESOURCES FOR RECOVERY PROCEDURES:
	




	RECOVERY STEPS (Provide detailed information to include which team member accomplished the step (SA, ISSM, ISSO) and problems encountered during each step of recovery)

	STEP #
	STEP DESCRIPTION
	X or NA
	COMMENTS   (Continue on another sheet if space is needed)

	

STEP 1


	Install OS and set security permissions
	
	






	

STEP 2


	Scan for compliance and vulnerabilities
	
	






	

STEP 3


	System tested for security
	
	






	

STEP 4


	Restore system using backups
	
	






	

STEP 5


	Assess system
	
	






	

STEP 6


	Notify ISO/PM of system functionality
	
	






	

STEP 7


	Data Validation and Functionality Testing
	
	










