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[bookmark: _Toc99521057]Introduction
Historically, mapping audit settings to OS-agnostic guidance has been difficult at best, but Microsoft made this even harder with their Advanced Auditing settings. Although written with the good intentions of reducing audit trail bloat due to unwanted events and increasing the granularity of recorded activity, the settings have their own quirks that must be understood in order to produce a list of settings relevant to auditors that satisfies regulatory requirements. 
This document is an attempt to organize some thoughts on how Windows auditing settings can be effectively tailored to suit JSIG requirements without overloading the audit trails with extraneous information. It is intended as a guide, and these settings should be discussed with your cybersecurity oversight and tested in a non-operational environment before being implemented on a production system. Each system is different, so although this is an attempt to standardize these settings, the settings may still slightly vary from system to system. 
[bookmark: _Toc99521058]Advanced Auditing Concepts
Microsoft has opened a second layer of auditing settings with Advanced Auditing. The primary settings, still available without turning on Advanced Auditing, are called categories. The advanced settings are called subcategories. 
[bookmark: _Toc99521059]Advanced Auditing Subcategory Settings and the Spreadsheet
The spreadsheet accompanying this document lists recommended Windows auditing subcategory settings based on the role of the computer and the OS used. It breaks down these role/OS assignments into Domain Controller (Windows Server), Member Server (Windows Server), Domain Workstation (Windows), and Peer-to-Peer/Standalone Workstation (Windows). The spreadsheet then identifies the corresponding Event IDs that the audit subcategories will produce when set, the corresponding STIG settings (that may be overridden by JSIG or operational requirements), the JSIG references that apply to the subcategory, and notes applicable to the subcategory that speak to the reasons for implementation and JSIG-specific tips for implementing and reviewing. 
The figure on the next page depicts these recommended settings in a quick-reference format. Although not exhaustive, the figure reflects the primary settings recommended on the spreadsheet and includes subcategory settings that the STIG indicates must be set but that may not produce any results. We recommend setting these in order to avoid negative compliance scan results. 

[bookmark: _Toc99521060]Figure 1: Partial sample display for command ‘Auditpol /get /category:*’
[bookmark: _Toc99521061][image: ]
Windows Security Relevant Object Event Auditing
It is important to develop a security relevant object (SRO) monitoring policy to provide effective auditing of required events in AU-2 while ensuring auditors and audit system resources are not overwhelmed with data that is not useful. 
SROs are files and objects that the system and/or organization relies upon to enforce security policy that maintains the confidentiality, integrity and availability of a system (the security support structure), and other files and objects considered by the program to be critical to mission or program operations and require additional scrutiny during security auditing.
Examples of SROs (not a comprehensive list) on Windows systems include:
· The Security Account Manager (SAM) file at C:\Windows\System32\config\sam
· Registry Editors, including regedit.exe, regedt32.exe, reg.exe
· Security, Application, System, Operational Print Service Log (see Enabling Print Auditing in Windows) and any other logs pertinent to security on the system
· On domain controller systems, Group Policy Objects and some Active Directory objects
· Auditing tools and saved audit logs (and folders containing those files)
· Files and folders requiring auditing identified by the Program Manager  
Management of System Access Control Lists (SACLs) is critical to keeping security audits relevant to auditors. If too many objects are identified for auditing, the security event log will fill up with information with no value to auditors. The management is difficult because there is no Windows GUI tool to manage SACLs centrally, so be careful when setting SACLs. On domain systems, you can use Group Policy to set SACLs. This is not possible on non-domain systems, so you will have to set SACLs manually. 


[bookmark: _Toc99521062]Sources
· Microsoft Advanced Auditing Guide: 
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/security-auditing-overview
· Joint Special Access Programs Implementation Guide with Errata, 8 Oct 2018
· Windows 10 Security Technical Implementation Guide
· Windows Server 2012 R2 Security Technical Implementation Guide
· Windows Server 2016 Security Technical Implementation Guide
· [bookmark: _GoBack]Windows Server 2019 Security Technical Implementation Guide
UNCLASSIFIED
image1.png




image2.png
Design

Loyout  References  Mailngs  Review  View  Acrobat @ Tell mewhat you wantto

Windows Advanced Auditing Recommended Settings - Word

Cut . 2 s — DFind
ﬁ - (Cafbr Body) ~[11_~ | A" AT} A2~ | 4 209 | nasbeene| Assbeene AaBbC( AsBbCcl QB Asebcer AcBbcepc AaBbCD« AashCco. MaBBCDe AaBbCcD AGBLCCD( AMBSCDL AABBCCDD AaBBCcD: ASBBCSDC | o o
Paste - - AW - - lormal lo Spac. leading itle ubtitle ubtle Em. ‘mphasis  Intense rong Juote. Intense: ubtle Intense Re. ook Title ist Para, i
¢ rormatpainter | B T U e x| A A - T Normal | TNo Sp Heading 1 it Subtitle  Subtle Er Emph: IntenseE..  Strong Quote  Intense Q.. SubtleRef... IntenseRe.. BookTitle TListP: N Select
Clipboard 5 Font 5 Paragraph 5 stes 5 Edting
o m 3 . ' . 2 . 3 . B0 : s : . : 7 3
Navigation o
Search document o] B

Headings  Pages  Results
Create an interactive outline of your
document.

It's a great way to keep track of where you are
or quickly move your content around.

To get started, go to the Home tab and apply

Heading styles to the headings in your
document.

Pagetof2  224words [F

AFTC Windows Advanced Auditing Settings Aid for JSIG

Historically, mapping audit settings to OS-agnostic guidance has been difficult at best, but Microsoft made this even
harder with their Advanced Auditing settings. Although written with the good intentions of reducing audit trail bloat due
to unwanted events and increasing the granularity of recorded activity, the settings have their own quirks that must be
understood in order to produce a list of settings relevant to auditors that satisfies regulatory requirements.

This document is an attempt to organize some thoughts on how Windows auditing settings can be effectively tailored to
suit JSIG requirements without overloading the audit trails with extraneous information. It s intended as a guide, and
these settings should be discussed with your cybersecurity oversight and tested in a non-operational environment
before being implemented on a production system. Each system is different, so although this is an attempt to
standardize these settings, the settings may still slightly vary from system to system.
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