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[bookmark: _Toc107396655]PURPOSE
Conducting manual data transfers between security domains can be a time-consuming, labor-intensive process and must be done methodically and accurately to assure integrity of the source information, assure that only the data identified for transfer is transferred, prevent introduction of malicious software, and to prevent data spills. Careless methods, shortcuts, and untrained users have compromised sensitive and classified information vital to national security, mission success, and operational processes.

Assured File Transfer (AFT) procedures will be used to mitigate the risks associated with all aspects of this activity and conducted by individuals trained in the risks associated with transferring data between separate security domains. The Data Transfer Agent (DTA) is responsible for understanding the risks involved in data transfers and following the AFT procedures to ensure any potential risk is managed during the download and transfer process. Only trained and documented DTAs will conduct the AFT.
[bookmark: _Toc107396656]SCOPE
This policy covers all manual data transfers for all locally accredited information systems and external information systems within the organization. All personnel with access to these systems must adhere to this policy or have their own approved AFT procedures in place.
[bookmark: _Toc107396657]DEFINITIONS

[bookmark: _Toc107396658]Assured File Transfer
Assured File Transfer is set of processes and procedures including both human and technical review when moving data in electronic form from one Information System (IS) to another IS, via digital media, across an air gap.

[bookmark: _Toc107396659]Dual Authorization
Dual Authorization is two-person control. Technical separation of roles should support the organization's implemented dual authorization process.

[bookmark: _Toc107396660]High-to-Low (H2L) Transfer
H2L Transfer is a transfer from a higher classification system to a lower classification system. This includes a destination that is higher classification but not authorized for all of the caveats of the source IS. For example, a transfer from an IS with authorization to process SECRET//SAR-A to another IS with authorization to process TS//SAR-8 is a H2L transfer because the destination system is not authorized for all programs contained on the source IS. Even though the destination is authorized for a higher classification, it lacks authorization for all programs approved on the source. On practical example is transferring files from a SECRET or TOP SECRET SAP IS to JWICS.

[bookmark: _Toc107396661]Lateral Transfer
A lateral transfer is a transfer from a source to a destination system with the exact same classification and same exact set of formal access caveats. For example a transfer from an IS with authorization to process TS//SAR-A/SAR-B to another IS with authorization to process TS//SAR-A/SAR-B is a lateral transfer; however a transfer from TS//SAR-A to TS//SAR-B is not a lateral transfer but instead a H2L transfer because the destination is not authorized for SAR-A.
[bookmark: _Toc107396662]Low-to-High (L2H) Transfer
A L2H transfer is a transfer from a source IS to a destination IS with equal or higher classification system and equal or broader formal access caveats. For example, a transfer from an IS with authorization to process S//SAR-A to another IS with authorization to process S//SAR-A/SAR-B is a L2H transfer; however, a transfer from S//SAR-A to S//SAR-B/SAR-C is not a Lateral or L2H transfer but instead a H2L transfer because the destination is not authorized for SAR-A.
[bookmark: _Toc107396663]POLICY
Data transfer authorization enforcement can be performed by the organization, but should have technical separation of roles to support the organization's implemented dual authorization process. Appropriately trained Data Transfer Agents (DTAs) are the only individuals authorized to transfer data from a classified system to removable media. Only System Administrators are authorized to enable permissions to transfer removable media unless the system is configured to allow specific access when logged in with a DTA account.
[bookmark: _Toc107396664]ENFORCEMENT
Any employee found violating this policy will be subject to disciplinary actions prescribed from the associated Government Special Access Program (SAP) Security Officer (GSS0).
[bookmark: _Toc107396665]ASSURED FILE TRANSFER (AFT) PROCEDURES
L2H and lateral transfers can be approved by the ISSO/ISSM; however, H2L transfers must obtain the Program PSO’s approval for a dirty word list and knowledge of transfers from advanced program systems. The ATO for the system is AO acknowledgement and approval of AFT Procedures and AO approval for each transfer is not required.

[bookmark: _Toc107396666]Data Transfer Tracking
All data transfers (e.g., Lateral, L2H, and H2L) must be tracked in a log/form to include date, originator making request, filename, file format, classification and formal access caveat level, source and destination systems, media control/accountability information, and the DTA performing the transfer. H2L transfer logs also require the following information: automated tool used to review content, the Subject Matter Expert signature attesting that no unauthorized information was contained in the files indicated in the log. (See Appendix A for a sample transient/transfer media control logs.)

AFT tools should not be confused with forensic tools. Forensic tools are 'discovery' tools designed for investigation and recovery (e.g., hard drive data), while keeping the files forensically sound and unchanged. An AFT tool performs a deep file inspection into the many complex layers and, in the case of Microsoft Office, the nearly 100 areas where MS Office products store data within a file, also known as metadata. The tool then provides the SME with a 'what you see is what you get' or WYSIWYG view. In addition, the AFT tools address cropped, resized, and hidden images and graphics through a cleansing/flattening/resolution process. AFT tools identify the exact location (page/ paragraph) of keyword hits and cropped/resized graphics. Forensic tools find images and graphics as well as keywords, but do not identify their location, nor do they indicate if an image/graphic was cropped, resized, or hidden.

[bookmark: _Toc107396667]Lateral Transfers
A Lateral transfer process requires:

a. A virus/malware scan prior to introduction to the destination system. The first scan is performed on the media prior to introduction to the destination system; the additional scan required in S1-3 is performed on the destination system or a dedicated authorized virus scanning system. When possible, use virus/malware scanning products from different vendors.
b. Testing of the write protection mechanism by testing the addition of data to finalized disk to determine the write protection of the disk. Best practice is to ensure the disk is "finalized" prior to removing from originating system. NOTE: MS Windows Explorer or Media Player does not close the disc; it only closes the session. Third-party software, e.g. WinZip SafeMedia, or a script is required to properly close the disc for data transfer purposes.
c. Identification of Indirect Connections identified in both source and destination IS System Security Plans (SSPs).
d. Log of the transfer as defined above in the 6.1 Data Transfer Tracking section above. Note that a separate standalone system for virus/malware scanning may be used if this system is covered under an ATO that authorizes the system to process the information on the digital media and be patched and updated IAW its SCTM.

Ensure compliance with all other JSIG requirements that would influence AFT (e.g., media control policy (MP-2), Data-at-rest encryption, Malicious Code Protection (S1-3)).

[bookmark: _Toc107396668]L2H Transfers
L2H transfer requires:

a. All Lateral transfer requirements above.

If, when testing the write protect mechanism on the high side, the test fails and the media is written to, then the media must be classified (and protected at) the higher classification level.

See Appendix B for a sample Lateral or L2H Transfer Request Form.

[bookmark: _Toc107396669]H2L Transfers
Requests for H2L transfers should be extremely rare and only when absolutely necessary. It is the responsibility of the requestor/DTA to ensure the destination system is authorized to process and store the transferred data.

H2L transfer requires:

a. All Lateral transfer requirements above.
b. A technical procedure for executing an automated review using an AFT tool by an individual trained to use that tool. A secondary manual review is required when an automated AFT review is not possible.
c. A review conducted by a SME. Note that this individual shall be well versed with applicable program security classification guides, the program mission, the information under review, and program OPSEC.
d. AO approval on authorization package for use of automated tools and/or a manual transfer process/checklist. AO approval will be the authorization to operate with this document or the unit's AFT procedures submitted as BoE for approval. PSO concurrence will be required with each transfer showing the transfer process or checklist. (See Appendix C H2L Transfer Request Form)
e. A Program PSO approved keyword list that incorporates all current CPI. 
f. A test validating automated AFT tools identify keywords using an existing document (e.g., Security Classification Guide).

For H2L transfer from SAP to non-SAP IS, the following are in addition to the standard H2L transfer requirements:

a. Information Owner approval of automated and manual review processes.
b. A secondary Subject Matter Expert review.


Appendices:
A. Sample Transient (Transfer) Media Control Log (sample below and spreadsheet attached)
B. Sample Lateral or L2H Transfer Request Form (sample below and fillable form attached)
C. Sample H2L Transfer Request Form (sample below and fillable form attached)




[bookmark: _Toc107396670]APPENDIX A:  Sample Transient (Transfer) Media Control Log



	Control #
	Title
	Media Type
	Class
Caveats
	Closed/ Scanned Initials #1
	Closed/ Scanned Initials #2
	Responsible Party
	From/To
	Date In/
Date Out
	Transferred / Destroyed By
	Comments

	Ctrl #
	Full filenames, file types, file classifications or refer to an attachment or transfer form.
	Type of Media (e.g., CD, DVD, HDD)
	Classification of media (including PIDs)
	Initials #1
	Initials #2
	Responsible Party
	From:
	Date In:
	Transferred By:
	Any comments.  Can include where media was transferred to (e.g., “Media transferred to Permanent Media Log.” Or “Media transferred to 96 TW/AP Office.”

	
	
	
	
	
	
	
	From System Name
	Date brought into control
	Name of person transferring disk out of SAPF (Not System)
	

	
	
	
	
	
	
	
	To:
	Date Out:
	Destroyed By:
	

	
	
	
	
	
	
	
	To System Name
	Date Destroyed or Transferred
	Name of person destroying media
	

	
	
	
	
	
	
	
	From:
	Date In:
	Transferred By:
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	To:
	Date Out:
	Destroyed By:
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	From:
	Date In:
	Transferred By:
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	To:
	Date Out:
	Destroyed By:
	

	
	
	
	
	
	
	
	
	
	
	



Highlighted areas in top row explain cell contents.


[bookmark: _Toc107396671]APPENDIX B:  Sample Lateral or L2H Transfer Request Form

	REQUESTOR'S INFORMATION

	
Requestor's Name:

	I have reviewed the files listed below and verified classification of the file(s) is/are correct.

	

Request Date:
	

Signature:

	DATA TRANSFER DETAILS

	Name of File(s) to be transferred (include file types, e.g.. doc, .xls) and classification of the file (in the filename or listed below):

	Data Source System:

	Date Target System:


	If data is transferred via media, disposition after transfer:
	Destroy   ☐
	Retain    ☐

	MEDIA CONTROL OFFICER

	
Media Control Officer Name:

	

Date:
	

Signature:

	DATA TRANSFER PROCESS

	TASK
	YES
	NO

	1.  Media Control Log Completed
	
	

	CONTROL LOG NUMBER:

	2.  Media Scanned on Source System
	
	

	3.  Media Closed/Finalized
	
	

	4.	Media Labeled (Media Control#, Classification)
	
	

	5.	Media Scanned on Target System and verified closed/finalized
	
	

	6.  Media Destroyed
	
	

	7.	Media Retained
	
	

	DATA TRANSFER AGENT CERTIFICATION

	
DTA Name:

	

Date:
	

Signature:


[bookmark: _Toc107396672]APPENDIX C:  Sample H2L Transfer Request Form

	REQUESTOR'S INFORMATION

	
Requestor's Name:
	
	l
	
	

	

	
Requestor' s Signature:

	DATA TRANSFER DETAILS

	Name of File(s) to be transferred (include file types, e.g.. doc, .xis):

	Classification:
	Justification:

	Data Source System and Classification:
	

	Data Target System and Classification:
	

	If data is transferred via media, Disposition after transfer:	I
	
Destroy
	□
	
Retain
	□





	REQUESTOR'S INFORMATION - PAGE 2

	
Requestor' s
	
Name:
	
	
	I
	
Date:

	SME CERTIFICATION

	I certify I reviewed the data in this transfer request. The data is properly marked and contains appropriate data classification levels of the destination facilities, computers or networks. I acknowledge I am fully accountable for the introduction of this data into all destination
facilities, computers, or networks.

	SME #1 CERTIFICATION

	Date:
	

	SME #1 Printed Name:
	

	Signature:
	

	SME #2 CERTIFICATION -Required if transferring to non-SAP system

	Date:
	

	SME #2 Printed Name:
	

	Signature:
	

	ISSM CONCURRENCE

	Date:
	
	I Concur:
	□
	I Nonconcur:
	□

	ISSM Printed Name:
	

	Signature:
	

	GSSO CONCURRENCE

	Date:
	
	I Concur:
	□
	I Nonconcur:
	□

	GSSO Printed Name:
	

	Signature:
	

	ISO/PM CONCURRENCE

	Date:
	
	I Concur:
	□
	I NonConcur:
	□

	Comments:

	ISO/PM Printed Name:
	

	Signature:
	





	REQUESTOR'S INFORMATION - PAGE 3

	
Requestor's
	
Name:
	
	
	I
	
Date:

	PSO CONCURRENCE

	Date:
	
	I Concur:
	□
	I NonConcur:
	□
	

	Comments:

	PSO Printed Name:
	

	Signature:
	

	DATA TRANSFER PROCESS

	TASK
	YES
	NO

	1.  Media Control Log Completed
	
	

	CONTROL LOG NUMBER:

	2.  Media Scanned on Source System
	
	

	3.  Media Closed/Finalized
	
	

	4.  Media Labeled (Media Control#, Classification)
	
	

	5.  Media Scanned on Target System
	
	

	6.  Media Destroyed
	
	

	7.  Media Retained
	
	

	DATA TRANSFER AGENT CERTIFICATION

	
DTAName:

	
Date:
	
Office Symbol:

	
DTA's
Signature:





