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AGENDA

» Differences between Security Authorization Process
(SAP) and Ongoing Authorization (OA)

* Overview of the OA Process, including key components
and tools

* Requirements of the OA Program
* Types of Independent Assessments

Overview of Ongoing Authorization (OA) 2



OBJECTIVES

* Understand the key differences between SAP and OA
* Understand the requirements of the OA Program

* Understand how to record results of control testing in
the Control Allocation Table (CAT)

* Understand when and how to record triggers in the
TRigger Accountability Log (TRAL)

* Understand the requirements of the monthly Risk
Management Board (RMB) meetings

* Understand the types of independent assessments and
the outputs
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DIFFERENCES BETWEEN
SECURITY AUTHORIZATION
PROCESS (SAP)

AND

ONGOING AUTHORIZATION
(OA)



=
! SAP vs OA

New Method:

Ongoing Authorization
* Enables risk-based decisions
* Tracks and reports system security postures in near real-time

 Monitors volatile controls through:
— Defined frequency and documented testing processes
— Periodic and event-driven testing and assessments
— ldentification of trigger events and escalating as appropriate

* Leverages CDM technologies to support authorization and operational
decisions
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AUTHORIZATION? -

* OA shifts the focus from compliance-based security to
risk-based security.

— Continuous evaluation of system risk and timely identification
of vulnerabilities.

i WHAT IS ONGOING B s

— Increases frequency of risk evaluations and openness of
communication with the AO and System Owners (SO).

— Increases system security by placing more scrutiny on critical
and frequently changing controls.

— Allows for flexibility to react to new threats and vulnerabilities.

— Streamlines security authorization testing and reporting
processes.

— Increases awareness of vulnerabilities.

Overview of Ongoing Authorization (OA) 6



and Immigration
y Services

i NIST SP 800-37 ©) 5oy

* National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-37, Guide for Applying the Risk Management
Framework to Federal Information Systems: A Security Life Cycle
Approach, provides guidelines for applying the Risk Management
Framework to federal information systems to:

— Ensure that managing information system-related security risks is
consistent with the organization’s mission and business objectives and
overall risk strategy established by senior leadership through the risk
executive (function).

— Ensure thatinformation security requirements, including necessary
security controls, are integrated into the organization’s enterprise
architecture and system development life cycle processes.

— Support consistent, well-informed transparency of security and risk
management-related information, and reciprocity.

— Achieve more secure information and information systems within the
federal government through the implementation of appropriate risk
mitigation strategies.
Overview of Ongoing Authorization (OA) 7



B NIST SP 800-37
! WHERE DOES OA FIT?

* Ongoing Authorization is part of Step 5, Authorize, and is
dependent on the organization’s continuous monitoring
program which is implemented in Step 6, Monitor, of the Risk
Management Framework as described in NIST SP 800-37.

Step 1

CATEGORIZE
Information
m— Sysiem
Step &
MONITOR
Security Controls ! Ty L
' l

Step 5
AUTHORIZE

Step 3
IMPLEMENT

Information
System

~

Security Controls

Step 4
ASSESS
Security Controis
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 The NIST SP 800-37 Supplemental Guidance on OA was published in June 2014
and includes the following summary points:

— Arobust Information Security Continuous Monitoring (ISCM) program is a key
dependency of a successful transition to OA.

— Automation is a consistent theme with respect to transparency and near real-time
information transfer.

— Implementing OA does not change the security authorization process as defined in
NIST SP 800-37, it makes the process more efficient and produces more timely
information to support risk-based decisions.

— The4 tasks in the Risk Management Framework (RMF) Step 5, Authorize, remain
virtually unchanged as a result of ongoing authorization.
* Task5-1: Unchanged, weaknesses are identified in near real-time as a result of ISCM.

» Task 5-2: Security posture reviews are conducted by the AO and informed by reports from ISCM
automated activities. Greater transparency for the AO into the of risk posture of his/her portfolio.

* Task5-3: Unchanged, the AO still determines the organizational risk resulting from the operation of
the information system.

» Task5-4: Unchanged, the AO remains accountable for understanding and accepting risk based on
the organization’s risk tolerance.
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N USCIS OA PROGRAM: o Ctendp
! BACKGROUND

* Department of Homeland Security (DHS) introduced the
concept of OAin its DHS OA Methodology.

» US Citizenship and Immigration Services (USCIS) was an
early adopter - participated as 1 of 3 Components in the
OA Pilot Program.

* USCIS began transitioning from the traditional SAP to OA
in September 2013.
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ll USCIS OA PROGRAM:
! SUCCESS FACTORS

* Transparency

— Information System Security Officers (ISSOs) have access to scan data near
real-time.

— The Chief Information Security Officer (CISO) and/or AO is briefed monthly
on security posture of systems, escalated risks (triggers), and weakness
remediation plans.

— Allreports, documents, etc. are managed via the Enterprise Collaboration
Network (ECN).

* Accountability

— Governance drives accountability by way of meetings with the AO as well
as monthly OA RMB meetings.

— ISSOs are required to attend training annually.

* Escalation
— POA&Ms and triggers are reviewed monthly during the RMB.

— The OA Manager is an ongoing escalation point for the ISSOs in resolving
issues. If issues persist, they are escalated to the CISO and AO.
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| USCIS OA PROCESS

Phase I:
Initiation

Phase II:
Security Control
Assessment

Phase Il
Security
Authorization

Continuous
Testing & Mitigation

= CDM Testing
» |SS0 Testing

* [SSM Testing

+ Scheduled
Independent
Assessments

Overview of Ongoing Authorization (OA)
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RMB Review Wl
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Meeting .. Decision - - - = Em"atg
« Ad Hoc 10 A0
Escalations
A
‘Conduct

Assessment

Results
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Services

Traditional SAP (Phases |, Il, and Ill) is a prerequisite to OA

Shut Down
System

Concur with RMB
IRl Recommendation

Reprioritize
Tasking/Funding
to Meet S ity

Requirement

Other Action
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* |SSOs are responsible for the following actions in support of the
OA Program:
— Test controls and maintain the CAT.

— Maintain the TRAL, including escalating Severity Level 1 and 2 triggers to
OA Manager upon identification.

— Participate in monthly RMB Meetings, including providing a status on
action items, overdue POA&Ms, web and database scan findings, and
providing justification for negative trends in Anti-virus, Hardening, and
Critical/ High/Medium Vulnerabilities.

— Conduct ISSO-related activities including audit log reviews, POA&M
monitoring, account management reviews, etc.

* ThelInformation System Security Manager (ISSM) and OA
Manager are responsible for ensuring compliance with all
security policy, including OA requirements.
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* OA Manager (A federal employee)
* OATeam (Contractor Team)

* OARMB Meetings

* TRAL Reviews

* CAT Reviews

* Audit Log Reviews

* Account Management

* OA Dashboard

* Assessments are conducted in accordance with the
frequencies defined in the CAT

* At least Quarterly Reviews with the AO and/or CISO

* Annually re-occurring ISSO and OA Training
* OA Data Trending Slides
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KEY TOOLS

* JACS

* Security Center 5 (Nessus)

* SPLUNK

* Weblnspect

* DbProtect

* CAT

* TRAL

* Audit Log Review Tracker

* Account Management Tracker
* SharePoint

Overview of Ongoing Authorization (OA)
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USCIS OA PROGRAM:
TESTING

Shut Down
System

Phase I:
Initiation Continuous
Testing & Mitigation

= CDM Testing

Concur with RMB

RMB Review SR R=commendation

: * Monthly Board
Phase II: » [SSO Testing " . Mesting
Security Control * ISSM Testing MR L A « Ad Hoc
Assessment « Scheduled | Log (TRAL)

Escalations

Independent
Assessments
Re qunpm»—-r t

Phase lli:
Security
Authonzation

Other Action

* Control Testing: In addition to leveraging CDM, the CAT
provides a schedule for control testing, by ISSOs and the
Security Control Assessment (SCA) Team, at pre-defined
frequencies (1 Month, 1 Year, 18 Month, 2 Year, 3 Year, 4 Year,
and 5 Year).
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* The CAT provides the controls to be tested and the frequency for testing.

* The latest version (CAT 3.0) focuses on the role of the SCA Team as the
independent assessor, separating testing requirements and frequencies
for SCA and the ISSO.

* |SSOs are responsible for testing the controls designated as ISSO-
required for their system(s) in accordance with the frequencies outlined
in the CAT.

 The SCAteam isresponsible for testing the controls designated as SCA-
required for all systems in accordance with the frequencies outlined in
the CAT.

* Inaddition, CAT 3.0 includes controls unique to FeEdRAMP-based systems
for systems declared as such in IACS.

i CONTROL ALLOCATION TABLE

* Priorto entryinto the OA program, the OA Team will build a new CAT
based on the results of the last traditional SCA conducted on the system.

Overview of Ongoing Authorization (OA) 18



B GENERATING the CAT

* Generating the CAT
— Step 1: Access the Generate System-Specific CAT Tab of the CAT

\ | INNEFITs Trom L2 Leve|
|_Generate System-Specific CAT .~ System-Specific CAT Table %

— Step 2: Complete the system-specific information

<SYSTEM NAME>
SYSTEM OWMER: <System Owner Name>
I550: <I550 Name=>
Date: <Date of Completion=

Overview of Ongoing Authorization (OA) 19



GENERATING tHe CAT

* Generating the CAT

— Step 3: Complete the system-specific questions using the drop down

options _ _ _
What is the Security Categorization of the System?
Confidentiality: M
Integrity: M
Availability: M
Is the system following Fedramp?| | N
Is the system a Privacy-Sensitive System?| | ¥
Is the system a CFO-Designated System?| | N
Inherits from DHS & USCIS CISO Programs? ¥
Inherits from DC1 Level 17 ¥
Inherits from DCL Level 27 N
Inherits from DC2 Level 17 Y
Inherits from DC2 Level 27 N
Inherits from EHS1? M
Inherits from EH52? N
Inherits from NIOC? ¥
Inherits from ESS? £y
Inherits from CISNet? ¥
Inherits from OCOMNUS? N
Inherits from AWS? N

Overview of Ongoing Authorization (OA) 20



i GENERATING tHe CAT

* Generating the CAT
— Step 4: Click the Build Table button to generate the system-specific CAT

Build Table

— Step 5: Select “Yes” to proceed. Note, this will overwrite any data
previously entered within the System-Specific CAT Table

Microsoft Excel 52 ’/

[l Any data entered into the Systern-Specific CAT will be overwritten,
o Do you wish to proceed (Y/M)?

o | w |
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* Updating the CAT
— Step 1: Access the System-Specific CAT Table Tab W

[ 1

¢ 4 » M| Generate System-Specific CAT | System-Specific CAT Table . ¥J
— Step 2: Review the Control Applicability column for all controls. Mark any
control that is not applicable to the system as Not Applicable (N/A).
Provide a justification in the next column If change made to Control
Applicability, denote why.

Inherited Controls

Only applies to Partially
Inherited and System-Specific
Control . Privacy Control If change made to Control Next ISSO Test

#  Control Name nifn Control Requiremen it < Anplicabili Auolicability. d i b CDM Last ISS0 Test Date <
e wstem pplicability pplicability, denote why Tested? T e

E ] ‘ = £ (=l - |

The information system
Information enforces approved

10 |Flow AC-4 authorizations for controlling Pl N/A
Enforcement the flow of information

within the system and
The organization:

Partially

Inherited N/A No N/A N/A N/A

a. Separates [ASSIGNMENT:
Separation Of ACS ORGANIZATION-DEFINED N/A System-
Duties DUTIES OF INDIVIDUALS]; Specific

11 N/A No N/A N/A N/A

b. Documents separation of
Auvstine nf indiddyale:s and
The organization employs
the principle of least

12 |Least Privilege [AC-6 privilege, allowing only N/A
authorized accesses for users
[or processes acting on

The organization:

System-

specific N/A No N/A N/A N/A

a. Establishes usage
restrictions,

32 |wireless Access |AC-18 3 .
configuration/connection

N/A N/A There is no wireless access within §if  N/A Mo N/A N/A NSA

reguirements, and
implementation guidance
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B UPDATING the CAT

— Step 3: Using the Microsoft (MS) Excel Filtering feature, filter the Control
Applicability column for Fully Inherited and N/A Controls.

— Step 4: Mark the Last ISSO Test Date column as N/A for all controls that are
Fully Inherited and N/A.

Only applies to Partially

Control 5 = Prin Control if chal made to Control & = Next ISS0 Test
# Control Name e Control Requirement Inherited Controls Lt o .m - 2 .nge. ¥ ey CDM Inherited and System-Specific Last 1550 Test Date
Ref # Syste Applicabil Applicability, denote why Date
[~ I - | -8 g - ] controls
Sharing Of
o | el I AC-1 DHS users shall not share Fully N/A
ersona ;
(5.1.1.c) |personal passwords. Inherited
Passwords
The organization:
a. Establishes usage
: restrictions, = 2 SR
32 |Wireless Access |AC-18 i ) Where is no wireless access within t N/A
configuration/connection
requirements, and
imnlementation suidance
The organization:
Security a. Develops, documents, and
Wi Awlarleness ﬁnd AT disseminates to [PERSONNEL N/A
Training Policy AND ROLES AS DEFINED IN
And Procedures DHS 4300A POLICY]:
1 4 sarnpity sawarsngcs and
The organization provides
Security basic security awareness Fully
42 |Awareness AT-2 training to information Inherited N/A
Training system users (including
re caninr ayer itives
The organization includes
Security security awareness training Fully
s L u
43 |Awareness | AT-2 (2] |on recognizing and reporting Ry N/A
Insider Threat potential indicators of ik
insider threat.
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— Step 5: Clear all filters.

— Step 6: Filter on the ISSO Tested Column to identify the controls for which
the ISSO is responsible for testing. Review the Next Test Date column for
any controls overdue or coming due. Next Test Date is auto-populated
based on the ISSO Frequency.

Only applies to Partially

Inherited Controls
Inherited and Svstem-Specific
Control = Pri Control Control Mext 1550 Test
#  Control Name o;'. L Control Requirement i e I_rﬂ bili ﬂnl'mh'l' C Last ISSO Test Date 5
Ref & System Applicability Applicability 1SS0 Tested? 1SS0 Frequency Date
-] M K _ s E K. -] =
Account
Management | The organization employs
Aut ted automated mechanisms to System-
R ket AC-2 (1) N/A il X Yes 1 month 11/6/2017 12/6/2017
System support the management of Specific
Account information system accounts.
IManasement
Account The information system
Management | automatically [SELECTION: ek,
5 |Removal Of  |AC-2(2) |REMOVES; DISABLES] /A 5"' g =t % Yes 1 month 11/6/2017 12/6/2017
Temporary / temporary and emergency e
Emersency accounts affer [ASSIGNRFNT:
Account The information system
Management automatically disables System-
b ey ac2 3 [2utn & N/A S X Yes 1 menth 11/6/2017 12/6/2017
Disable inactive accounts after [30 Specific
Inartive DIAYS FOR | O -
TITE TATOT TG LIUTT SYSIETT.
a. Enforces a limit of [THREE
Unsuccessful 3)] consecutive invalid logon Partiall
18 AC-7 (3] - g Pl N/A i ¥ X Yes 1 month 11/6/2017 12/6/2017
Logon Attempts attempts by 8 user during a Inherited
[ASSIGNMENT: ORGANIZATION
ORI, AR AC DRI ol al
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— Step 7: Test the controls in accordance with NIST SP 800-53A and record
the results by following Steps 8- 9.

* ForISSO’s reference, assessment procedures and evidence guidanceis listed for

each control.

0 pp o d
2l
acific co
ontro p ontro 1550
0 O O O d Pro a a
pplicab s . = = Da
oo
- - - - - . g - - -
The organization: While Interview the S0/I1S50,/54;
. Identifi d selects likely t identify th t ts
Account R “?5 R il System- e jeentriy esvs_em-a_cccrun Upload certification statement
3 AC-2 the following types of N/A 5 Yes 1 month change once 11/6/2017 Jemployed (eg, individual,
Management i _ Specific 5 and screenshots to 1ACS.
information system established, shared, group, system,
accounts to support thic rontrol opestfanonvmnils BMEeroency
Account SR While Interview the S0/1550/54;
The organization employs g i %
Management | 3 unlikely to identify the automated
Automated ik dmeatrary System- h hani ( i il |Upload certification statement
4 e AC-2 (1) |support the management N/A 4 i Yes 1 month 3 angt_e oneE 11/6/2017 ey e E_"E" A R -
System . ] Specific established, or text messaging to and screenshotis) to IACS.
of information system P d .
Account this control automatically notify account
accounts. 3
Manacement merits manaeers when |1sers are
Account The information system While Interview the 50/1550/5A;
Management | automatically [SELECTION: unlikely to determine whether
g Removal Of AC-2(2) REMOVES; DISABLES] m Svste_njl- e i Ehangi_e once 11/6/2017 temporary/emergency Upload certification statement
Temporary / temporary and emergency specific established, accounts are removed ar and screenshotis) to 1ACS.
Emergency accounts after this control dizabled when no longer
Accounts [ASSIGNMENT: merits needed, and after what period
ey The information system While For each system component
e automatically disables unlikely to e.g. O/s, wehb, database),
i i ts after [30 System- h i hot depicti
6 |Disable o [ aetamtalier | N/A e Yes 1month  |TONEEONCE | g gggpp17 [EENCIEE SCIEENSNOLORRICUNG |\ e d screenshot{s) to IACS.
SRR DAYS FOR LOW- Specific established, how the system automatically
N CONFIDENTIALITY SYSTEMS, this control disables accounts after 50
45 DAYS FOR MODERATE merits days of inactivity (for Low-

Overview of Ongoing Authorization (OA)
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— Step 8: Update the Last ISSO Test Date column for all controls tested as
part of the ISSO’s typical monthly duties, such as Audit Log Reviews (AU-3,
AU-6), Account Management Reviews (AC-2) as well as controls covered by
weekly and monthly CDM activities (CA-7, SI-2).

— Step 9: Designate whether the control passed or failed the last test in the
Pass/Fail/Compensated column.

2 2 If cha Only applies to Partially Inherited and
Inherited Controls change g Pass f Fail If Control If Control
Control Pri Control I Sustem Snerii: controls Last ISSO Failed,  Failed, what
Control Name “°'0® | control Requirement biea i .ro . Control DM / = B a_l e Mext 1550 Test Date
Ref & System Applicability R IS550 1550 Frequency  Test Date Compens associated is Impact
a B 'a Te:stedu Freque Justificati atedpey POAZMpR (H/M/L
[~ . - | B. 7 ; [~ | M, denote [~ | - | 1] [~ ] M |
The organization: While
A t . Identifi d selects System- likely t
- SO st oy S e o e N/ |TYEET x Yes 1month |U7EVIR N gy 30017 High 12/3/2017
Management the following types of Specific change oncs Pass
information system established
The information system While
COHESREOT gener?ti_es a_udit rec u_rds System- unlikely to ,
49 1 AlU-3 containing information M/A B X Yes 1 month change oncql| 11/6/2017 | pass High 12/6/2017
Audit Records _ Specific g
that establishes what established
tvpe of event occurred this control
Content Of The information system While
Audit R d t dit d System- likely t
o [RERTEEOREE gy [EEDTISIES EREL ISR ES nfa o |DFEE x Yes 1month  |YTEVIR N gg /60017 | Pass High 12/6/2017
| Additional containing the following Specific change oncy
Andit additinnal information- estahlished
The organization: While
a. Reviews and analyzes unlikely to
Audit Review, information system i em change oncs
53 |Analysis, And |AU-& audit records [AS M/A ; = ® Yes 1 month establishedl|| 11/6/2017 | pass High 12/6/2017
: cific
Reporting DEFIMED IN THE o this control
SECURITY PLAN] for merits
indiratinne nf inrreaced
The organization: Flaws are
a. Identifies, reports, frequently
g and corrects s identified in
372 iy 51-2 information system N/A i i X Yes 1 month all 11/8/2017 | Fail High 12/8/2017
Remediation Specific 3
flaws; categories
k. Tests software and of system
firmware nndates comnnnent

Overview of Ongoing Authorization (OA)
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— Step 10: Clear all filters.

— Step 11: Update the Last SCA Test Date column for all controls tested as part of the
last SCA. Designate whether the control passed or failed the last test in the
Pass/Fail/Compensated column.

Inherited Only applies to Partially Inherited and Pass/ If Control If Control POASM

If Risk Accepted,
Control ? Control i i i i ' Next ISS0 MNext SCA
Control Name Controls e oM System-Specific controls ! FaII_Ed' Fa_IIEd' s S-chedull.?{f associated WEAR
APP'“""'E SCA " . : Compen associa is Im Campletna e Test Dath Test Date
E Testeh stel rn : POAE. [HSM L Date u
Account System-

3 AC-2 A X I th P High 12/3/2017 10/3/2018
Management Specific bk o g /31 /3
Content Of 5

| ek [ 1 month Pass High 12/6/2017 | 10/3/2018
Content Of
Audit Records e

50 || additional ) 11/6/2017 ||10/3/2017)| Pass High 12/6/2017 | 10/3/2018
Audit
Information
Audit Review,

53 |Analysis, And  |AU-6 1 month 11/6/2017 |[10/3/2017)| Pass High 12/6/2017 | 10/3/2018
Reporting
Flawr

372 Remediation 51-2 11/8/2017 [J10/9/2017| Fail 74 High 4/28/2018 | CI5-2017-W-001 | 12/8/2017 | 10/9/2018

Overview of Ongoing Authorization (OA) 27



B UPDATING tHe CAT @ 1 ciesip

and Immigration
Services

— Step 12: For failed controls, if there is an associated POA&M, add the POA&M
number in the If Control Failed, associated POA&M # column and the POA&M’s
Scheduled Completion Date in the POA&M Scheduled Completion Date column.

— Step 13: If there is an approved Waiver or Accepted Risk (WEAR) signed by the
USCIS AQ, include the WEAR tracking number in the If Risk Accepted, associated
WEAR artifact # column. Add the DHS tracking number once it is available.

0 gpplie o Pa d = e and Pa 0 0 Q 0 POAS

0 3 d 0
D associated AR
S50 A S50 A est Date est Date ompen associated pa ompletign =st Date ast Date
- - - - - - - I T _ _ B _ - N - - -l poA - - 0 - A - - -
Account System-

3 AC-2 3 X Y Y 1 th 1 11/3/2017 | 10/3/2017 P High 12/3/2017 § 10/3/2018
Management Specific £ 2] e year 3/ /3/ = e 13/ /3/
Content Of System- =

49 Audit Records AU-3 specific X Yes Yes 1 month 1 year 11/6/2017 | 10/3/2017 Pass High 12/6/2017 | 10/3/2018
Content Of
Audit Records

28 AU-3 System- 2

50 || Additional (1 5 i X Yes Yes 1 month 1 year 11/6/2017 | 10/3/2017 Pass High 12/6/2017 | 10/3/2018
Audit gl
Information
Audit Review, e

53 |Analysis, And |AU-6 s. 2 X Yes Yes | 1month | 1vyear 11/6/2017 | 10/3/2017 || Pass High 12/6/2017 | 10/3/2018
Reporting B

372 |F8W 51-2 A X ¥ ¥ 1 th | 1 11/8/2017 | 107972017 || Fail 74 High 4/28/2018 | CI5-2017-W-001 | 12/8/2017 | 10/9/2018
Remediation Specific = = s T ; e
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NEW POA&Ms i

— Step 14: Reference IACS, and add any new POA&Ms that were  >°©
not previously included in the CAT.

» Scenario: POA&M 93 was created in IACS on 10/28/2017 for updating
the Security Plan to include a newly added minor application. The
POA&M has a Scheduled Completion Date in IACS of 10/28/2018.

— Update Last Test Date to the POA&M Creation Date, 10/28/2017.

— Update Pass/Fail field to Fail.

— Enter93in the If Control Failed, Associated POA&M Number field.

— Enter 10/28/2018 in the POA&M Scheduled Completion Date field.

Inherited and Svstem- If Control If Control POAEM I Risk Accepted
Control Control Last SCA Test Assessment Pass J Fail f Failed, Failed, what is Scheduled 3 5 MNext SCA Test

: associated WEAR
Ref & Applicability SCA = SCA Frequency Date Procedure Compensated associated Impact Completion Date

# Control Name
artifact #

Tested?

- POASM [H/MSL)2 Date

[ - | [-| |- M B B [- ™ [ - [ - | [ - | [~ [-| [-| A
Interview the
S50/1550; determine
258 |Sensitive Pl E) Yes 4 years 10/28/2017 |if routine CREs are Pass Lowr 10/28/2021

PL-1 System-

3.14.5. 5 ifi
t <) bl performed for the

system.
T

CIS0/50/1550;

System System- determine if the SP

260 B PL-2 2 Yes 1 year 10/28/2017 Fail a3 High 10/28/2018 10/28/2018
Security Plan Specific ¥ /28] includes the noted = £28Y; /28/
items; identify who
i ikl £
System Interview the

Security Plan | S50/1550; determine
261 (Plan/ PL 2 (3) Systemm. Yes 1 year 10/28/2017 |NOW Security- Fail 23 High 10/28/2018 1042812018
Coordinate Specific related activities
With Other le.g., security
‘Organizational assessments,
- —
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l UPDATING tHe CAT

COMPLETED POA&M

— Scenario: POA&M 96 was marked completed in IACS on 11/09/2017.

* Update Last Test Date with the POA&M Completion Date, 11/09/2017. The Next
Test Date column automatically adjusts to reflect the assigned frequency of testing
for the control.

» Update Pass/ Fail field to Pass.

Before

Swstem-Soecific controls

Pass / Fail

if Control if Control

P PART),,. -
£S

POASM

U.S. Citizenship
d Immigration

y Services

* Remove reference to POA&M number and POA&M Scheduled Completion Date.

If Risk Accepted,

e ot el Mo Control il e . Last SCA  Assessment T Fall-ed, Failed, what is Schedull.ed e MNext SCA Test
Ref # Applicability IS50 SCA IS50 SCA Erequency Test Date Procedure Compensa associated Impact Completion rtifact # Date
~ Tested? Tested? Frﬂwem& | | . ted POASM a (H/M/L)? Date _ =
-] - . - M. M. -] El [~ [~ -] - | -]
For each
Access System- system layer :
8 AC-3 5 N/A N Y N/A 3 6/5/2017 Fail a6 Moderat 11/13/2017| 6/5/2020
Enforcement Specific / 2 e / years /5[ (e.2. O/, weh i erate 1/13/. J5/
datahaze
Interview the|
e 50/1550/548;
12 |Least Privilege |AC-6 specific N/A Mo Yes N/A 18 months 6/5/2017 |identify each Fail 96 Moderate |11/13/2017 12/5/2018
e UsEer group
and the

After

#  Control Name Lot R
Ref # Applicability

CDM

1550

Tested? Tested? Frequenl&

Svstem-Soecific controls

SCA

1550

Last SCA

SCA Frequency Test Date

Assessment
Procedure

Pass Jf Fail

!

Compensa

ted

If Control
Failed,
associated

If Control
Failed, what is
Impact

POASM
Scheduled
Completion
Date

If Risk Accepted
associated WEAI

artifact #

Next SCA Test
Date

| POASM [H/M/L)?, :
= - - 5. B E_ =@ [~ E| =

For each

8 :::::ement AC-3 ::s:;: N/A Mo | Yes N/A 3 years 11/9/2017 ts:zteon}sla‘i:} Pass Moderate 11/9/2020
datahaze
Interview the’

Systian 50,/1550/54;

12 |Least Privilege |AC-6 specific N/A No Yes N/A 18 months 11,/9/2017 | identify each Pass Moderate 5/9/2019
User group
andthe
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l UPDATING tHe CAT
APPROVED WEAR

— Step 15: Add any approved WEAR not previously included
on the CAT.

* Scenario: Overdue POA&M 73 now has a USCIS-approved waiver.

— Update If Risk Accepted, associated WEAR artifacts with WEAR
number field to include the tracking number for the waiver,
CIS-2017-W-056.

— Update the CAT with the DHS tracking number once it is
received. This can be included in the notes column along with
the WEAR expiration date.

mmigration

y Services

DSD(7

Partiallv i Control If Control POASM If Risk Accepted,

. Control Control Last SCA Test Assessment Pass / Fail / Failed, Failed, what is Scheduled = MNext SCA Test
S (Controt e Ref # Applicability - Date Procedure Compensated associated Impact Completion e w ihtes Date
SCA Fregquency artifact #
= . = 8. = = 2 ""@ """'m ‘@ |
Interview the
Permitted S0/1550/A0;
Actions determine what
24 :::t‘;.:atbn AC-14 2';5:;;_ 5 years 10/28/2017 :;:‘2::1;: 'l::huut Fail 73 Low 5/28/2018 |CIS-2017-W-056 |USCIS Approved - Exp: 09/28/2018 10/28/2022
Or 1&A. Examine the 5P;
Authentication validate that a
rationale is
Interview the
SO/1550,/S4; identify
the different remote
25 |Remote Access |AC-17 2‘:;;‘: 18 months 11/6/2017 |PCcess methods. Moderate 5/6/2019
Examine (for each
remote access
method)
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UPDATING THe CAT
PRIVACY CONTROLS

« The DHS Privacy Office is responsible for testing privacy controls. Record N/Ain
the Pass/Fail column of the CAT for the privacy controls until the results are

received.

Control

#  Control Name Control Requirement

and Svstem-Sopecific controls

Privacy  Control Last SCA Test Pass f Fail /  Next SCA Test
Assessment Procedure

Ref #

System  Applicability SCA Frequency Frequency Date Compensatet Date

| B o B = [~ I - I - E_ £
Examine t '
0 _ While unlikely to TN
The organization describes the % TR, notice; validate the
= S, purpose(s) for which personally estalflish ed. this purpose for which Pll is
e e Y identifiable information (Pl) is X |Privacy Office N/A ’ collected, used, N/A N/A
Specification Sy control merits PR
collected, used, maintained, and S maintained, and shared
shared in its privacy notices. g is included. Generate
scrutiny.
serepnshot of
The organization: Interview the CPO;
R :. Appgoints{::;;i;;:: :gir:\r Official Unlikely to vaiLidate an organization)|
or Privi ief Privi wide governance
414 |And Privacy  |AR-1 ey o X Privacy Office N/A  |change once g N/A N/A
A Officer (CPO) accountable for established program has been
. developing, implementing, and developed/implement
maintainine an onreanizatinn-wide ed/maintained. s/he
A PTA shall be conducted rt of
sf :'wsvust e PIA should be M T
new information system mine the PTA;
il development or wh i fidate the PTA
416 |Impact A N/A  |Privacy Office N/A  |updated, if S N/A N/A
YRR [3.14.2.a) |existing system is significantly iy current, and generate
modified. PTA artifacts expire after iy i screenshot.
three years and a new PTA must be
PIA should be E!?: TE:: EPP::;
DHS Privacy i A PTA shall be conducted whenever reviewed and vamiac:ed? W
417 |Impact an information system undergoes NfA Privacy Office N/A updated, if o E 7 : i ] N/A N/A
(3.14.2.h) : e conjunction with the
Assessment security authorization. necessary,
SA&A effort, and
annually
generate screenshot.
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PRIVACY CONTROLS D

* Oncethe DHS Privacy Office has tested the controls, if all
controls passed, they will set the Privacy Assessment (Task 2) in
IACS to Complete and notify the USCIS Privacy Office.

* The USCIS Privacy Office will notify Information Security
Division (ISD), and ISD will notify the ISSO.

« Ifany of the privacy controls fail, DHS will notify the USCIS
Privacy Office and USCIS Privacy will coordinate further with
ISD and the ISSO to complete the necessary actions.

i U P DATI N G THE CAT af"’”.]i%»?n US. Citizenship
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l UPDATING tHe CAT

PRIVACY CONTROLS

* OncetheISSO receives notification from ISD that all privacy

| mmigration
Services

controls have passed, the ISSO shall update the Last SCA Test Date
column and Pass/Fail column accordingly.

the privacy
While unlikely to notice; validate the
e change once purpose for which Pll is
a13 | Ec"i‘:,;thn AP-2 X |privacy Office N/A  |established, this | 11/8/2017 |collected, used, Pass Moderate N/A
s control merits maintained, and shared is
increased scrutiny. ncluded. Generate
icable
nterview the CPO;
lidat izati
i rmance Unlikely to change aid b
2 : £ governance program
414 .:nd Privacy AR-1 X Privacy Office N/A ance estabished 11/8/2017 R Pass Low N/A
rogram
| g developed/implemented/
! aintained. sfhe
5 PIA should b . ;i
DHS Privacy e .s :d "Z Examine the PTA; validate
416 |Impact N/A  |Privacy Office N/A D 11/8/2017 fthe PTA is current, and Pass High N/A
(3.14.2.a) updated, if
Assessment Jeenerate screenshot.
necessary, annually
Examine the PTA; validate
: PIA should b 7
DHS Privacy i .s :d “: the PTA was conducted in
417 |impact 2 N/A  |Privacy Office N/A rE:t‘:d : 11/8/2017 |conjunction with the Pass High N/A
Assessment S . ' lly effort, and generate
" necessary, annual e
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USCIS OA PROGRAM: -
RISK MONITORING

Shut Down
System
Phase I:
Initiation Continuous | . : . BB
Testing & Mitigation = v ; oncur with RM
_ RMB Review - Al Recommendation
* CDM Testing = Monthly Board - '
Phase II: N * 1SS0 Testing Meeting e Escalate
Security Control ! * ISSM Testing « Ad Hoe S 10 AO
Assessment : = Scheduled Escalations

Independent a

Assessments N _
Phase lli: Sk
Security :

Authorization : .

Other Action

e TRAL: Ensures all risk-related activities are recorded and
managed.

— USCIS tracks risk proactively via the TRAL.

— High severity triggers (risk events) are escalated to the OA Manager as they
occur.
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W, /S .
=Y Services

i WHAT IS A TRIGGER? (@ 0

* ATriggeris defined as an unidentified event or
significant change to the system or its controls, which
may change the security posture of the system.

* Triggers are:

— Detected through ISSO assessments, CDM activities,
independent assessments, ISSM assessments, and/or manual
monitoring.

— Recorded in the TRAL and monitored by the ISSO.

— Escalated within the TRAL to the OA Manager for initial review
and then to the RMB for risk-based recommendations.
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4y Services

i TRIGGER ATTRIBUTES @) i

* Triggers are categorized into 4 groups: People,
Processes, Technology, and Discretionary Frequency
* Triggers can be either routine or non-routine

— Routine: triggers that are normal or scheduled occurrences

— Non-routine: triggers that are out-of-cycle, anomalies, or of
unknown origin or activity

* Discretionary Frequency Triggers

— Triggers that fall outside of the Routine/Non-routine category
(e.g., Management decides that an assessment is needed due
to an excessive number of triggers)
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DATA FIELDS ontHe TRAL

USCIS TRigger Accountability Log

» Trigger ID: Derived from the FISMA ID, followed by a sequential number.
This number is manually input.

— Example: CIS-03516-00001

* Date Recorded: Date trigger was recorded on the TRAL. May not be the
same as the Observed Date. Recognizes a lag time between events and
tracking,.

* Date Observed: Date the trigger occurred or was observed.
* Estimated Completion Date: Date the trigger is expected to be resolved.

* Resolution Date: This field is only completed for triggers once they have
been closed/ resolved.
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B DATA FIELDS onTtHE TRAL

USCIS TRigger Accountability Log

FISMA ID: Drop down selections - FISMA ID of the system.
System Name: Drop down selections - Displayed as an acronym.

Trigger Type: Drop down selections - Indicates what category the trigger is related to;
Database, General, Informational, O/S, POA&M, or Vulnerability.

Description: Clear, concise description of the trigger event.
Category: Drop down selections - People, Processes, Technology.

Severity: Drop down selections - 1=Severe mission and operations impact, 2=Mission and
operations impact, 3=Non-Routine requiring immediate attention, 4=Routine Support

Impacted Controls: NIST/ DHS control(s) impacted by the trigger event.

Tested Controls: This field is only completed for triggers once they have been closed/ resolved
and should reflect the NIST/DHS controls tested to validate resolution.

Test Results: Drop down selections - This field is only completed for triggers once they have
been closed/ resolved and should depict the results of the test(s).
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i DATA FIELDS ontHe TRAL

USCIS TRigger Accountability Log

— Recommendatio |Action/Resolutio

* Escalation Path: Drop down selections - No Escalation Needed, Escalated to
Ongoing Authorization Risk Management Board (ORMB), Escalated to
ORMB/Chief Information Security Officer (CISO), Escalated to ORMB/CISO/AO.

— Use the Trigger Severity Matrix as a guide to determine the recommended Escalation Path, the
OA Manager will adjust as needed (see slide 43).

 Recommendation: This field is used by the ISSO/OA Team to recommend a
course of action to the RMB.

« Action/ Resolution: This field is used by the ISSO/OA Team to record the RMB’s
decision on the course of action. For resolved triggers, this field includes a brief
description of how the trigger was resolved.

* General Comments: This field is to be used by the ISSO to provide a general
status and additional information concerning the trigger event. Include the date
of the update as well.
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i ITEMS 1o RECORD on tHe TRAL

* Allincidents
* AllPOA&Ms are triggers, but all triggers are not POA&Ms

« AllInformation Security Vulnerability Management (ISVM) Alert
notices affecting the system

* Change Requests (CRs) that have been determined could have a
security impact

* Changein hardware/software
* Changes in personnel/ support teams/contracts
* Any controls that failed when tested in accordance with the CAT

* Sudden changes in Continuous Monitoring scan results for Anti-
Virus, Critical/High/Medium Vulnerabilities, or Hardening
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ll TRIGGER SEVERITY MATRIX:
RISK THRESHOLD

* Therisk threshold is a function of the system’s FIPS 199
categorization and the trigger severity.

Trigger Severity
4 3 2 1

LOW

FIP3 199
Categorization MO D
of System HIGH

Mo Escalation Meeded
Escalateto CIS0 throughthe RMB

B c-caiate to AO through RME and CISO

Severity Indicators:

1 = Severe mission and operations impact

2 = Mission and operations Impact

3 = Non-routine requiring immediate attention

4 = Routine support

42
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TRIGGER SEVERITY MATRIX: @ s iy

3. Citizenship
and Immigration

TRIGGER SEVERITY INDEX N e

Severity

DHS OA Methodology, Appendix G: Trigger Severity Index
orovides examples of triggers identified by grouping of
neople, processes, and technology. The table does not

ist all possible triggers, but is a representative sampling
of the most common and prevalent types.

Description

Response
People
1 Insider threat sources (e.g. sabotage, theft) Critical
1 Release of PII/HIPAA Information Crifical
3 Changes in external service providers Expedite
3 Changes in system administrator privileges Expedite
4 The outsourcing of operational staff Routine

Overview of Ongoing Authorization (OA)
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B TRIGGER SEVERITY

mmigration

EXAMPLES -

Non-Routine Trigger

3 - Changes in system (__rJ

1 - Insider threat sources
administrator privileges - | (sabotage, theft, WikiLeaks) -
Expedite Critical
3 - Changes in external service )
providers - Expedite 3 - Changes to privacy policies
and designations, including any
Personally ldentifiable
Information (PIl) contained within 1 - Release of PIHIPAA 1 -System Tota
the system - Expedite Information - Critical Compromise -
Critical

3 - Changes to operating O

procedures for systems -
Expedite 1 - Malware — Zero Day

Low High
seve rlty 2 - System Penetration - severlty
Level Immediate Level

4 - Tool deployment,
upgrade, andfor
retirement - Routine
3 - Additions to or removals from the:."‘)
4 The addiion od remov’ list of inhented controls Expedite |
of systems or server

platforms- Routine

4 - The outsourcing 4 - New system O
of operahor_m! interconnections -
staff - Routine Routine

4 - Changes to business continuity .
and contingency planning processes

and procedures; System migration to

a data center; or changes in the

physical location of a non-cloud based
system - Routine

Routine Trigger
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l TRAL CONDITIONAL
FORMATTING

» System-Level TRALs include conditional formatting to
increase visibility to the following triggers:

— Opentriggers that are older than 90 days - Highlighted Red

— Triggers with Estimated Completion Date (ECD) in the Past -
Highlighted Yellow

—_—_—m e

Aszet Management ACME inventory

; i CIS-00822-MATH
10;01}'11}1]’ 3/28/2018 00075 Informational g . ory changing between 118 and 160 assats

NEWHJ.ghTu]nEI' lnll E.'i-:l.d-Eﬂ. ﬁe-cluﬂﬂpluﬂk

CI8-00829- i CIS-00822-MAJ- o .. |Dashboard .
i 12272017 | 12027/2017 2/28/2018 e ACME Vulnerability

P‘lugm ¥ ulﬂ.embuh

H.lghrulner In].l eaid&n ﬂadmﬂpluﬂkDaahbna:d]a.ﬂ

CI3-0082%- CI3-00322-MATH 5 F g, 2018.
ey I | )
£ 1/49/2018 192018 4172018 25 ACME Vulnerability

Plugin  Vulmerability Number
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TRAL QUICK REFERENCE "o

and Immigration

G U I D E y Services

 The USCIS OA TRAL Quick Reference Guide is located within the
OA Policy, Training and Documentation Library.

 Thisdocumentisintended to provide guidance on how to
complete each column of the system-level TRAL and identify
areas of focus for ISSOs and TRAL reviewers.

TRAL Column Title Review Criteria

Description ® This column should include a brief description of the
issue and the potential risk. A clear, concise description
should address these questions: what, where, who,
when, and how.

o |f atrigger is related to a POA&M, ensure the
description matches the POA&M weakness description
in IACS and identifies the POA&M number in bold.

® Ensure that no IP addresses or host names are included
in the description.

® The trigger description should not be modified after
initial entry. All new updates should be added under the
General Comments column.
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B USCIS OA PROGRAM: RMB

| mmigration
y Services

Shut Down
System
Phase I:
Initiation Continuous o ——
; = oncur with RN
Tosting & M|_l:gat|on , RMB Review Y F\’ec:ornn‘ten:jation
. « CDM Testing Trigser « Monthly Board
Phase II: N * IS50 Testing - Accountability - I Meeting
Security Control ; * [SSM Testing = Lﬂgfﬁlﬁi_ . = Ad Hoc
Assessment : + Scheduled L5 )

i prioritize
Escalations ch-;_m%rm .

RN Tk

Independent
Assessments

Phase lli:
Security
Authorization

3

Other Action

* RMB Meetings: Participate in monthly collaborative meetings where
Board members review and monitor system security posture.

 RMB decides course of action in managing risk.
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MONTHLY OA RMB MEETINGS

and Immigration
y Services

RMB meetings are conducted monthly where members review the security
posture of each system participating in the OA Program.

Reporting elements

have evolved | ACME: OA Trending Data s

considerably since the oo wice o Wesness: MWt | Sw et

Vuln M Ccmf Antr—thsh]Mahvare-
MPM: Yosemite Sam 86% “—EE‘E"'“'

R e e e e

Program. § . i y1t 1
. . : E % e E. 08 BSIR P ca B Mu tw B M| low | Pas Fal Pas | fal
Action items are B e A e[ 99
Feb T e 26 5 L ] ] 1] 1] 1] - - - 167 22 /A N/A
traCked to Closu re and Jan TT% | 559 17 20 788 o 0 o 0 0 0 4 2 @ . . y 324 4 NA NIA
. d Dec 4% ﬁ?‘)ﬁ 25 M2 T3 /] ] 4] 4] 1] Li] 3 2 1 13 i o5 H hrA MIA
Sta tu S I S re p O rte Nov e 5 ] 188 858 1] /] 1] 1] 1] 1 3 4 & 12 10 156 3 N/A MNIA
m O n th ly Oct s 85% FI3 433 w7 (i} (i} o (1] (i} a 3 4 13 2 12 40 156 3 NfA 1LY
Sep 5% £2% 32 170 - i} ] 1] [i] ] 162 4 L 105 3 7 4 156 5 WA N/A
Escalated trigge IS are || w S i T
17 total ISWMs; 1 CIOISVM. 23% of hosts are not affected Compliance Due Date- Jan 12%— Feh gt
Auth Scans: 92 by an 15VM Account Management- Account Management missing a month review

reVi ewe d to d ete rm i n e B DhProtect is currently offline.
. CredCoverage: 97%
course of action.

- CPT PTA 5P FIPS CMP BACKUP SITE ACCT MGMT CAT
g 6/21/18 8/26/19 4/30/18 1/22/19 o 1/7/18 2/8/18
=
°g cP PiA SORN eAUTH 154 MOU/MOA AUDIT LOG TRAL
3 7/25f18 USCIS USCIS 1/2g9/19 0-0-0 = 2/6/18 2/9f18
Next Assessment; 03/02/18 Last Assessment: 10/05,/14 Decommission: OA Entry: 08/22/12 Location(s): DC1, AWS
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i MONTHLY OA RMB MEETINGS

* Each system is scheduled for monthly RMB meetings to
review the previous six (6) months of data and current

POA&M status.

* The meetings are presented using Adobe Connect. The
meeting invitation includes links to the meeting site and
the meeting materials.

* Due dates associated with the RMB meeting are posted
within the OA Calendar on the OA ECN Site.

— OA Compliance itemsinclude: CAT updates, TRAL updates,
Account Management, and Audit Log Review Trackers
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B COLLABORATE wiTH THE (B s ey

and Immigration

W 3
OA TEAM =

* Approximately two days prior to an RMB meeting, the OA Team
will coordinate with the ISSOs to gather the status on action items
assigned at previous RMB meetings.

 The OA Team reviews the TRALs for triggers that require escalation
to the RMB and possibly for further escalation to the AO. The OA
Team will collaborate with the ISSOs if there are any questions
during the reviews.

 The POA&M Management Team also coordinates with ISSOs to
gather statuses on POA&Ms and WEAR, and ensure the TRAL is
updated prior to the RMB meeting.

 Thesystem TRALs are reviewed by the OA Manager during the
monthly RMB meetings.
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l RESEARCH DOWNWARD
TRENDS

 Approximately two days
prior to the monthly RMB

meeting, the OA Team : o N
develops a data trending ‘ ACME: OA Trending Data St S, Sty Ser

slide for each system. ISs0: WileE Coyote  Weakness:  MWAssets:  SWhAssets  VuinMgmt  ConfigMgmt  Anti-Phish/Maluare:
o . . . e SCATTIEmI CodeSli:an
* Datatrendingslidesare | ———-—" ) i, |
posted in each system’s i % PR _%s :i ;5 m— R e e
. . 7 ' F £ £ j& ,i 75. SE|owa e o Lw  Hr Mo low Pss F@ Pas Pl
library onthe OAECN site. |". 1. 2 = = = b . . . . S S
* ISSOsaretoresearchany |=|= ENEEEE =] - - - - [ENEN - B - < -
hanged trends fromthe | o lw fo s w o b o o+ ols o0 o 2 e o e
C Nov 80% 59% 0 189 858 0 0 0 (4] 0 1 3 4 62 & 12 10 156 5 NIA MIA
Nessus scan results, ot o s [ Bl v fo 0o 0 o o [T FEN 4 T 2 e (W o s wm w
. Sep 95% 92% 32 170 - 0 0 0 ] 0 162 1 88 105 3 T 4 156 5 NIA MIA
and/or relating to i — ——
ove rd ue POA&MS Or Auth Sn-ans: 92 E: ;cr.'ltla;\:::rms.; * CIOISUM, 25% cfhosts are not sffected E‘s:.clzl::r;:rﬁ;izi:t:—'::cﬁ:;;::::ement missing a month review
POA& M . d i DbProtect is currently offline.
scoming due CredCoverage: 57%
W|th|n 90 dayS. ISSOS I % 5{;‘:’713 w:;?w 4{32}13. 1{?2?19 2k BACKUP SITE m;;{gfsm 2};:;;13
shoul.d come to the RMB : o soan o = wouon  asorios o
m eetl n gs p repa red to Next Assessment: 09/02/18 Last Assessment: 10/05/14 Decommission: OA Entry: 08/22/12 Location(s): DC1, AWS

discuss these items.
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l REPORT PROGRESS ON
WEB & DB ISSUES

 DataonrecentWeb
and Database scans
will also be presented
at the monthly RMB
meeting. I1SSOs
should come
prepared to discuss
progressin
addressing critical
and high findings. The
scans are posted on
the system’s library
on the SCA ECN.

* Code scan results will
also bereviewed (if
applicable).

Overview of Ongoing Authorization (OA)

| ACME: OA Trending Data

1550: Wile E. Coyote
MPM: Yosemite 5am

#lssets: 102
Auth Scans: 92

CredCoverage: 97%

o CPT
’ E 6/21/18
=B cp

3 7125718

Next Assessment: 09/02/18

C-I-A:M-M-L

Start Secure. Stay Secure.

m%w Anti-Phish/Malware:
33%

"‘""ﬁ"m’&‘?"‘ HW gggets: SR g@w
POAZM Trending Web Scan Trending Database Scan Trending CT(: ::zf‘;"
§ s = Weblnspect DbProtect arcar i Fortity
g‘_ _gﬁ ié ?é Cricll  High Mod Llow High Mod Low Pass Fal [l Pass  Fal
0 [ -o- . ..o” o - - - 167 NA  NA
] o L] o 0 4 2 13 - - - 322 4 @NA NA
o 0 o o 0 3 2 E 1 13 1 165 7 @ NA  NA
] 0 ] o 1 3 B 2 12 10 | 1% 5 NA  NA
(] ] o o 0 3 4 15 2 12 10 | 1% 5 NA  NA
0 o (] 0 162 B 6 | 105 3 7 4 156 5 NA - NA

System Notes:

17 total I5W¥Ms; 1 CIOISVM. 23% of hosts are not affected
by an 15VM

DbProtect is currently offline.

PTA 5P FIPS

B/26/19 4/30/18 1/22/19
piA SORN 2AUTH

UsSCIS USCIS i/29/19

Last Assessment: 10/05/14 Decommission:

Compliance Motes:
Compliance Due Date- Jan 12— Feb ot
Account Management- Account Management missing a month review

cMP BACKUP SITE ACCT MGMT CAT

_ 1/7/18 2/8/18
ISA MOU/MOA AUDIT LDG TRAL

0-0-0 - 2/6/18 2/9/18

OA Entry:08/22/12 Location(s): DC1, AWS
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REPORT PROGRESS ON
SYSTEM STATUS

* Progresson
completion of
Security
Authorization
documentation and
OA Compliance s

reported to the RMB.

e High level system or
compliance notes are
highlighted on the
data trending slide.

* Upcoming and recent
assessment activities
are also included.
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| ACME: OA Trending Data

Auth Scans: 92

CredCoverage: 97%

1550: Wile E. Coyote Weakness: HW Assets: SW Assets:
ITPM: Yosemite Sam 100% 098% B86%
. 08 Trending POA&M Trending

nd Immigration
ervices

C-I-A:M-M-L

Start Secure. Stay Secure.

Vuln Memt; ConfigMemt: Wththatwate

S
Web Scan Trending Database Scan Trending Cﬁgﬁdmzn

ﬁﬁw

g i

Feb 7% %
Jan 7% 559
Dec &% 62%
Nov  20% o
Ot &0% 85%
Sep | 85% 2%
#Assets: 102

17 total I5W¥Ms; 1 CIOISVM. 23% of hosts are not affected
by an 15VM
DbProtect is currently offline.

B i s s

g E g. 3 B ié § é‘ Cifcd  Meh Mod  Llow  Hgh Mol low  Pas  Fal P Fal
25 sﬁ 536 0 cl. e o. 0 E 167 2 NI A
17 250 788 0 0 i 0 0 4 2 18 & - = 324 54 NA NiA
25 302 713 il 0 0 0 ] 3 n 5 1 13 11 165 b N Y
189 858 0 0 [ 0 1 3 4 62 2 12 10 156 5 NiA N
by 433 "7 0 1] o ] ] 3 4 15 2 12 10 156 5 /A /A
32 170 0 0 0 0 162 4 69 105 3 7 14 156 5 NIA NiA

System Notes: Compliance Motes:

Compliance Due Date- Jan 12— Feb ot
Account Management- Account Management missing a month review

o CPT
’ E 6/21/18
=B cp

3 7125718

PTA 5P FIPS

B/26/19 4/30/18 1/22/19
piA SORN 2AUTH

UsSCIS USCIS i/29/19

cCMP BACKUP SITE ACCT MGMT CAT
1/7/18 2/8/18

1SA MOU/MOA AUDIT LOG TRAL
o-0-0 = 2/6/18 2/9f18

Next Assessment: 09/02/18

Last Assessment: 10/05/14 Decommission:

OA Entry:08/22/12 Location(s): DC1, AWS
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DATA TRENDING SLIDE

and Immigration

A CLOSERLOOK .
| ACME: OA Trending Data e

1550: Wile E. Coyote Weakner.s Hw Assets: SW Assets: Vuln Mﬁﬁ __“__W Antr—Phl:sthahuare:
ITPM: Yosemite Sam B6%

o
. 08 Trending POA&M Trending Web Scan Trending Database Scan Trending C;:gﬁdm;ﬂ
8

‘E - E -

BEEFEN T
Feb T l!% 28 % 538 1] 22 M/A MNIA
Jan T 55% i7 250 788 ] ] 1] L] U] 1] 4 2 18 - - - K 4 N/A MIA
Dec B2% 2% 25 2 773 1] ] 0 ] ] ] 3 s 54 1 13 i 165 brd WA WA
Mov 0% 55% 0 183 258 (i [/ 0 [/ 0 i 3 4 Z 12 10 156 5 W/A WA
Oct B0% 25% 7 433 Wi Q ] ] ] (1] a 3 4 15 2 12 10 158 -1 N/A NiA
Sep 85% 52% 32 17 - 1] 0 0 ] ] 162 4 65 105 3 7 4 156 5 M/A MiA
#Assets: 102 System Notes: Compliance Motes:

17 total 1ISVMs; 1 CIOISVM. 23% of hosts are not affected Compliance Due Date- Jan 12— Feh gth

MI"LSCH.HS: 92 by an 15V Account Management- Account Management missing a month review

DbProtect is currently offline.
CredCoverage: 97%

- CPT PTA SP FIPS CMP BACKUP SITE ACCT MGMT CAT
§ 6/21/18 Bf26/19 4/30/18: 1f2219 = 1/7/18 2/8/18
p—
= E' cP PiA SORMN eAUTH 134 MOU/MOA AUDIT LOG TRAL
a 7/25/18 UsCIg Uscis 1/29/19 000 = 2/6/18 2/9f18
Next Assessment: 09,/02/18 Last Assessment: 10/05/14 Decommission: OA Entry: 08/22/12 Location(s): DCL, AWS |

For reference, the OA RMB Data Trending Slide Criteria is posted on the OA ECN.
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DATA TRENDING SLIDE ) oy
A CLOSER LOOK -

ACME: OA Trendlng Data 7 M e

1550: Wile E. Coyote Weakness: HW Assets: SW Assets: 35%35 %W Anti-Phish/Malware:

ITPM: Yosemite Sam 100%: 33%

 ISSO:ISSO Name

* ITPM:ITPM Name

« C-I-A: System’s Confidentiality, Integrity, Availability
* Datafrom the FISMA Scorecard:

— Weakness: Weakness Remediation score - % of POA&Ms meeting timeliness and quality
checks

— HW Assets: Hardware assets score- %
— SW Assets: Software assets score- %

— Vuln. Mgmt.: Vulnerability Management score - % of assets meeting threshold of
assigned risk value for critical and high Common Vulnerability Enumerations (CVEs)

— Config. Mgmt.: Configuration Management score - % applicable assets meeting
threshold of assigned risk value for configuration setting benchmark

— Anti-Phish/ Malware: Antivirus/Anti-Phishing/Malware - % assets meeting endpoint
security requirements
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DATA TRENDING SLIDE {8 U s

d Immigration

‘ \ C L o S E R L O 0 K \ Services
I . . I i 5c
0S5 Trending POA&M Trending Web Scan Trending Database Scan Trending c TE;: :;diln ag n

Ghes W Me Lw Mo e lw P e f

= - - s . - 67 2 NA  NA

« OSTrending data

Hardening: Hardening score from SC5, as reported on the Splunk OA Dashboard

Anti-virus: Anti-virus score from SC5, as reported on the Splunk OA Dashboard

Critical: Number of Critical severity vulnerabilities from SC5, as reported on Splunk OA Dashboard
High: Number of High severity vulnerabilities from SC5, as reported on Splunk OA Dashboard
Medium: Number of Medium severity vulnerabilities from SC5, as reported on Splunk OA Dashboard

*  POA&M Trending data

Open: # POA&Ms in IACS in the following statues: In Progress, Waiver, Exception, Delayed
Overdue: # POA&Ms in IACS in Delayed status

Due in 30 days: # POA&Ms with a Scheduled Completion Date within 30 days

Due in 60 days: # POA&Ms with a Scheduled Completion Date within 60 days

Due in 90 days: # POA&Ms with a Scheduled Completion Date within 90 days
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i DATA TRENDING SLIDE
A CLOSER LOOK

I .

Code Scan

0S Trending POA&M Trending Web Scan Trending Database Scan Trending Trending

- EEEE = « o N - R s 2 v ow
Weblnspect Findings
— #critical, high, moderate, and low findings averaged across # websites scanned
 DbProtect Findings
— #high, moderate, and low findings averaged across # database instances scanned
* ARCAT findings

— Total # of pass and fail findings scanned (cloud systems only)
Code scanning (Fortify) findings
— Total # of pass and fail findings scanned (cloud systems only)
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i DATA TRENDING SLIDE
A CLOSER LOOK

& CPT PTA P FIPS CMP BACKUP SITE ACCT MGMT CAT
g 6/21/18 8/26/19 4/30/18 1/22/19 - 1/7/18 2/8/18
=
= E' CP PIA SORN eAUTH ISA MOU/BOA AUDIT LOG TRAL
a 7/25/18 uscis USCIS 1/29/19 0-0-0 < 2/6/18 2/9/18
MNext Assessment: 09,/02/18 Last Assessment: 10/05/14 Decommission: OA Entry: 08/22/12 Location(s): DC1, AWS

. Contingency Plan Test (CPT) Compliance: CPT expiration date

. Contingency Plan (CP) Compliance: CP expiration date

. Privacy Threshold Analysis (PTA) Compliance: PTA expiration date

. Privacy Impact Assessment (PIA) Compliance: PIA status (required and current, update required, or N/A)
. Security Plan (SP) Compliance: Annual SP due date

. System of Records Notice (SORN): SORN status (required and current, update required, or N/A)
. FIPS Compliance: Annual FIPS 199 review due date

. eAUTH (eAuthentication) Compliance: Annual eAuthentication review due date

. Configuration Management Plan (CMP) Compliance: CMP due date (not yet required)

. Interconnection Security Analysis (ISA): ISA status (Expired/ Upcoming/ Current)

. Backup Site: Hot, Warm, or Cold backup site as identified by the system’s CP

. Memorandum of Understanding (MOU)/ Memorandum of Agreement (MOA) Compliance: MOU/MOA status
(not yet required)
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i DATA TRENDING SLIDE
A CLOSER LOOK

= CPT PTA P FIPS CMP BACKUP SITE ACCT MGMT CAT
§ 6/21/18 8/26/19 4/30/18 1/22/19 = 1/7/18 2/8/18
=
= E' CcP PIA SORN eAlTH 154 MOU/B0A AUDIT LOG TRAL
a 7/25/18 Uscis uscIs 1/29/19 0-0-0 i 2/6/18 2/9/18
MNext Assessment: 09,/02/18 Last Assessment: 10,/05/14 Decommission: OA Entry: 08/22/12 Location(s): DC1, AWS

Account Management Reviews

— Account management reviews conducted and entered into the Account Management Tracker
within 4 weeks of the RMB

Audit Log Reviews
— Audit log reviews conducted and entered into the Audit Log Tracker within 1 week of the RMB

CAT Compliance- CAT updated and all Next Test Dates current (no overdue controls)
TRAL Compliance- TRAL reviewed and updated within 4 weeks of the RMB
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i DATA TRENDING SLIDE
A CLOSER LOOK

#fssets: 102 System Motes: Compliance Notes:
17 total 1I5VMs; 1 CIO ISVM. 23% of hosts are not affected Compliance Due Date- Jan 12t — Feh gth

m&c&ns: 92 by an 1SVM Account Management- Account Management missinga maonth review
DbProtect iscurrently offline.

CredCoverage: 97%

#Assets and Auth Scans: Number of assets in the system and number of authenticated scans reported on
the Splunk OA Dashboard

. Cred Coverage: Identifies percentage of assets having received a compliance scan, or both
«  System Notes: Notes requested by OA Manager or recommended by ISSO
. Compliance Notes: Notes provided by OA Team

MNext Assessment: 09,/02/18 Last Assessment: 10/05/14 Decommission: OA Entry: 08/22/12 Location(s): DC1, AWS

. Next Assessment: Date of upcoming OA assessment
. Last Assessment: Date of last OA assessment

. Decommission: System’s decommissioning date

. OA Entry: Date of system’s entry to the OA Program
. Location: Physical location of the system’s assets
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U.S. Citizenship

B POST RMB MEETING (O us i
ACTIVITIES & s

Action . .. Date Completion .
Action Item Description s Status Assigned To
Number - - | Originated ~ Date ~ - -
System-5 Add a trigger regarding CPT. 1SS0 should| 3/15/2017 3/16/2017 |Complete IS50
schedule a CPT.
System-6 Add a trigger for applicable ISVMs 4/16/2017 4/28/2017 |Complete IS50
affecting the system

b M| TRAL | Action Ttems | Tnventory . %3

* After the RMB meeting, the OA Team updates the Action Items
Tab of the system TRAL with any actions assigned.

* ISSOs are expected to update trigger events within the TRAL
throughout the month to ensure adequate progress is made
on addressing POA&Ms, assigned action items, and for

escalating to the OA Team, OA Manager, and the RMB as
needed.
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i USCIS OA PROGRAM: AO
ENGAGEMENT & s

Shut Down
System
Phase I:
Initiation Continuous | . ; y ——
Testing & Mitigation 5 ,. ; oncur with RM
- B Ravicw : B R=commendation
* CDM Testing - Monthly Board - :
Phase Il N * |SS0 Testing Meeting - (O Escalate
Security Control ! * ISSM Testing « Ad Hoc S 10 AO —
Assessment : » Scheduled Escalations R.e_.-;_nl?nt{ze. .
Independent Sk Ny Tasking/ Fun.d|!|g,
Assessments . tuRh-'! curity
‘Conduct . equirement
Phase Il: SONNEL :

Security :
Authorization . .

e

Other Action

* Monthly meetings with CISO/AO to review security posture, POA&M status and
remediation plans, and gain concurrence and/or new direction on risk-based
decisions.

» Escalated triggers are also reviewed with the CISO/AO monthly.

— The OA Team will collaborate with the ISSO to identify recommendations for
remediation and next steps.
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i USCIS OA PROGRAM: O o
INDEPENDENT ASSESSMENTS il

Shut Down
' | System
Open a
Eiant oS
Initiation Continuous . . . N
Testing & Mitigation 5 v . oncur with RM
_ ) . RMB Review SR Recommendation
* CDM Testing Trigger « Monthly Board ' - :
Phase II: _ * 1SS0 Testing . . Meeting e e Escalate
Security Control * [SSM Testing it Lﬂgﬂ('l'ﬂﬁl.] « Ad Hoc 10 A0
Assessment * Scheduled = Escalations

Independent
Assessments

Phase lli:
Security
Authonzation

Other Action

* Periodic independent assessments occur according to the FIPS
categorization of the system and/or at the discretion of the RMB
and CISO/AOQ. Results from these assessments are further
reviewed by the RMB.
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INDEPENDENT ASSESSMENTS

and Immigration

W, /S .
=Y Services

* Limited: Includes controls that can be assessed through
automated mechanisms.

* OA:Theindependent SCA Team tests controls in accordance

with the CAT schedule to validate ISSO testing activities.
However, the tested controls are a limited subset based on the

OA methodology.

e Full: Similar to the SCA conducted as part of the traditional SAP
process to obtain aninitial ATO. Full assessments include all of
the controls applicable to a system.

* Independent assessment results are documented in a Security
Assessment Report (SAR) with any vulnerabilities identified

further in a POA&M Table prior to entry into IACS.
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B ECN: OA DOCUMENTS

and Immigration
Services

* All OA documents are stored and managed on ECN
— System entry documentation, CAT, and TRAL
— RMB meeting briefs, agendas, and actions

— Templates, training, and other resources

Us CiliZE]‘lShﬁp Enterprize Collaboration _
and Immugration E € N Network 1

e Ongoing Authonzation Home
Services

[ERESRENIBAENEEN | RM6 Work Areas® | Links 7| | Systems’ Profiles | USC

Security Authorization Process (SAP) = Ongoing Authorization

USCIS ECN = Management = Sites = Offices = Office of Information Technology > Information Security Division > Risk Management Branch =

Libraries Site Facilitator

1Za il

No contact has been configured.

Master TRAL £
¥ Ongoing Authorization Manager
R ns . —— . . . . - . om Green, Christopher
Ongoing Authorization {OA) reduces the time and effort for compliance testing, more efficiently allocates system-specific resources, IT Spacialist (INFOSEC)
‘g“ Poﬁcy,‘.;r‘;auﬁngsm ensures prompt identification of risks, and facilitates up-to-date knowledge and system documentation. It involves a shift from
JOCUMent ion . . - - . P . N .
periodic to ongoing security assessments driven by risk. OA tracks and reports security posture in near real time, leverages Announcements
RMB Briefs and Agendas Continuous Diagnostics & Mitigation (CDM) technologies to support authorization and operational decisions, and monitors volatile )
AMB Meeting Actions & controls through defined frequencies and documented testing processes as well as periodic and event-driven testing and 9T
Outcomes assessments. USCIS recognizes the efficiencies to be gained through Ongoing Authorization and is one of the first Components to s 5 i
5 R AT updates due 1/
OA Auithhoriting Official implement a Pilot Program. = i
Briefs Risk Management Board (RMB) Meetings 2/4 & 2/5
0A ISSO Training ISD is committed to the success of the OA Program and will collaborate with each system team throughout the transition to ensure TRALs Due 1/28
Certificates adequate training for successful execution of all duties supporting Ongoing Authorization.
R G 4k Add new announcement

OA Goals OA System Entry Schedule
System Entry Schedule
OA Team Site 1. Improve Baseline System Security Posture Index (SPI) by 20% within & months for each OA system.
2. Reduce overdue POA&Ms for OA systems to less than 10% within 6 months.
/J 3. Tune system specific thresholds to generate at least three triggers for remediation per system per month and provide
Tags & follow through for remediation of all trigger events by the RMB.
Hotes 4. Develop a process with system teams and PAP coaches to facilitate a feedback loop into the development cycle for

prioritization and remediation of system security weaknesses and improve feedback time to developers by 30%.

5 &l Site Content 5. Further streamline SCA efforts to provide automated testing and reporting capabilities with system trending metrics for

monthly board reviews which can also be leveraged at Security Authorization ATO meetings and Watch List meetings.
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ECN: OA RMB CALENDAR

U

compliance due dates and is available on the OA ECN.

OA RMBE Calendar

4+ (4% November, 2017

Sunday

I

% Add

Monday
20
0A Compliance Due

&

10:00 am - 11:00 am
OA RMB Mesting - EHE

i3
0A Compliance Due

20

10:00 am - 11:30 am
OA RMB Meeting - eCl

27
0A Compliance Due

Overview of Ongoing Authorization (OA)

Tuesday
31

7
OA Compliance Due

14

10:00 am - 12:00 pm
0A EME Meeting - ELI

21
0A Compliance Due

28

10:00 am - 12:00 pm
QA RMB Meeting - C5

Wednesday
1

1:00 pm - 3:00 pm
OA RME Mesting - ESS

8
QA Compliance Due

£ 3]

10:00 am - 12:00 pm
QA RMB Mesting - FDI

22

29
OA Compliance Due

Thursday
2

0A Compliance Due

g
10:00 am - 12:30 pm
OA RMB Meeting - CTM

16

A Compliance Due

23
10:00 am - 12:00 pm

OA RMB Meefing - HC

30

Friday
3

10:00 am - 11:30 am
0A RMB Meeting - CM

10
OA Compliance Due

17
10;00 am - 12:00 pm
0A RMB Meeting - CSI

24

0A Compliance Due-

1

10:00 am - 11:30 am
04 RMB Meeting - CM

==

and Immigration
Services

The OA RMB Calendar is populated with RMB meeting and OA

Saturday

11

18

25
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ECN: OAACCOUNT
MANAGEMENT ano AUDIT LOGS

* Acct. Management and Audit Logging Oversight ECN

— Account Management Review and Audit Log Review Trackers
are stored and maintained within the system libraries

chI=LYy N N s : : = ]
; & U.S Citizenship  acct. Management and Audit Logging Oversight » Home

2 : Enterprise Collaboration
and Immigration
¥ Services E C N Network

W RMB Work Areas~= Links= USCIS Systems~  Systems' Profiles

USCIS ECN = DIT = Offices = Office of Information Technology = Information Security Division = Risk Management Branch
| Management and Audit Logging Owversight

Libraries

Audit Log Templates

Welcome to the Acct. Management and Audit Logging
Oversight Site

Acct, Management
Templates

Audit Logging S0P

To view a system’s Account Management and Audit Log Tracker, please select the system library
by clicking on the "USCIS Systems’ link above and select the system by name.

Privilege Users

L:'.'J

Tags &
Motes

=y All Site Content
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i REFERENCES

* NIST SP 800-53, Recommended Security Controls for Federal Information
Systems and Organizations

* NIST SP 800-137, Information Security Continuous Monitoring for Federal
Information Systems and Organizations

* NIST SP 800-37, Revision 1, Guide for Applying the Risk Management
Framework to Federal Information Systems: A Security Life Cycle Approach

* NIST Supplemental Guidance on Ongoing Authorization
 DHS Ongoing Authorization Methodology, version 1.7
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